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Chapter 1

Overview

The Thunderston&earchApplianceis awebwalking andindexing device thatallows awebsite
administratotto provide a high quality retrieval interfaceto collectionsof HTML andotherdocumentsilt is
anapplicationof Texis andis writtenin Texis's Web Scriptlanguagenamedvortex.

It consistgarimarily of the Texis binary programandtwo Vortex scriptsthatarerun by the Texis CGl
programonthe SearchApplianceandareaccesseftom awebbrowser

Onescriptprovidestheadministratie interface,anothemprovidesthe site walker andindexer, andthethird
providesthe searchfunctionthatenduserssee.

1.1 Features
Herearesomeof its features:

¢ Oneor morewebsitesmaybeindexedinto a singledatabase.
e Multiple databasemaybemaintained.

e It supportookies.

e Thereis supportfor metadata.

e |t supportgroxy seners.

¢ Robots.txtandmetarobotsarerespected.

e It providesatotally customizablesearctinterface.

e It providesatotally customizablesite walker/indeer.

e A websitemaybecopiedto thelocalfile system.

Therearemary morefeaturesandoptionsto tailor the SearchAppliances behaior to your needs.
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1.2 TechnicalSupport

Supportfor the SearchApplianceis availablevia a searchablevebmessagd®oard.lt is locatedat the
following URL:

http://thunderstone.master.com/texi s/mast er/se arch/ msgboard.ht ml

AnyonemayreadthediscussionsTo posta questionor commentyou mustcreateanaccountwhichis
free,andyou mustbeloggedin. Also, onceyou aresignedup, you may“subscribeto periodicemail
notificationsof new postinggo theboard.You mayselecthourly, daily, or weeklynotificationof new
postings.

If you subscribeo periodicnotifications,andat somepointin thefuturenolongerwishto receve them,
you mayselect‘subscribe”againto enterthe administratie areawhereyou maydeleteyour subscriptions.



Chapter 2

Installation

2.1 How to unpack and install the Search Appliance

For basicinformationaboutunpackingandinstallingthe SearchAppliance referto the Getting Started
guide.This printedguidewasshippedwith the SearchAppliance.In additionto theinstructionst provides,
it includesa sticker thatlists importantinformationuniqueto your SearchAppliance.This information
includesthe original passwrd andvariousnetwork addresses.

Ensurethatthe SearchApplianceis pluggedinto a UPSor otherpower conditioner

Thunderstonés notresponsibldéor damagecausediueto environmentalproblemsincluding,but not
limited to, spikes,over/undenoltage,outagesstaticdischage, excessie moistureor condensatiorand
extremeheator cold.

Datalossmayoccurif the SearchAppliancelosespower without beingshutdown gracefully

The SearchApplianceis shippedwith the network configurationspecifiedwhenordering.If no network
configuratiorwasspecifiedhenthe SearchApplianceis pre-configuredo getits IP information
automaticallyfrom DHCP To changehe network configurationf properlyconfiguredor your network, or
to view thelP of the SearchAppliance,you will needto usethe consolemenuor front panelLCD.

2.1.1 ConsoleMenu

To usethe consolemenuyou needto attacha keyboardandVGA monitorto the standargortsontherear
of the SearchAppliance.Youwill seethefollowing menu:
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Thunderstone  Search Appliance  Summary on YYYY-MM-DDHH:MM:SS
Thunderstone  phone: 216-820-2200

MAC Address TOXXIXKIXKXXEXXEXX

Ethernet 1 TOXXXXX

Ethernet 2 TOXXXXX

IP Address TOXXXXXXL XXX XXX

Index Admin Page : http://xxx.xxx.xxx.xxx/texis/dowalk

System Admin Page : https://XXX.XXX.XXX.XXX:999

Thunderstone  Appliance  Setup and Information
T) Thunderstone information
N) Network and system information
S) Setup network
F) drop Firewall/NAT (Allow all network access)
A) drop Admin restrictions (HTTPS,IP,Cipher requirements)
I) dlagnostics
R) Reboot system
D) shutDown system
H) Help
L) Login (Thunderstone tech support only)
Enter your choice:

Chooseanitem by enteringtheletteron theleft of theitem.

e T) Thunderstoneinformation
will displayinformationaboutthe SearchAppliancesoftwareversion licenseinformation.

e N) Network and systeminformation
will displayinformationaboutthe network andfirewall settings.

e S) Setupnetwork
will promptfor network info andchangesettingsaccordingly Entering’q” for ary promptwill
abandorchangesndreturnto themenu.

UseDHCP?(y/n/q)

Enter”y” to getlP informationautomaticallyfrom DHCP andnot askfurtherquestionsEnter
"n” to specifythelP informationmanually

Enter IP addressor g:

EnterthelP addressn theform #.#.#.#

Enter net mask, blank, or q:

Enterthe IP netmaskn theform #.#.#.#

Enter gateway blank, or g:

Enterthe network gatavay IP addressn theform #.#.#.#
Primary namesever, blank, or q:

Enterthe P of theprimarynamesersrin theform #.#.#.#
Secondarynamesever, blank, or q:

Enterthe P of thesecondarymamesererin theform #.#.#.# . Leave blankfor no secondary
nameserer.
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— Enter hostname blank, or g:
Enterthe hostnameof the SearchAppliance.ldeally this will matchwhatever your DNS hasfor
theassignedP. At theveryleastit shouldbeafully qualifiednamesuchas
"app.mydomain.comsothatemailnotificationsetc. canwork. It shouldnever beasingleword
like "mysearch’asthatcandelaythebootprocess.

— Enter DNS Domain Name,blank, or q:
Enterthe domainto useon unqualifiedhostnamessuch”mydomain.com”.Or leave blankto
preventunqualifiednamesrom resolving.

e F) drop Firewall/NAT (Allow all network access)
will dropall firewall antNAT rulesthatyou may have setupusingthewebminwebinterface.It will
alsopermanentlydeletethefirewall andNAT configssothey will notcomebackon uponboot. This
is mostusefulwhenyou've accidentallycreateda firewall configuratiorthatlocksyou out of the
admininterface.

e A) drop Admin restrictions (HTTPS,IP,Cipher requirements)
will remove all system-widesettingsthatrestrictthewebadmininterface. Thisis usefulif you've
accidentallycreateda configthatlocksyou out of theadmininterface. Thisis permanentAny
desiredrestrictionswill have to bere-addedrom thewebinterface.

¢ |) dlagnostics
will entera sub-menuwf network diagnosticasfollows.

Thunderstone  Appliance  Diagnostics | YYYY-MM-DDHH:MM:SS
P) Ping
T) Traceroute
L) Lookup hostname
F) Fetch a URL
S) System view
R) RAID info
M) Main menu
Enter your choice:

e Menuitems:

— P)Ping
will request hostnamer IP andsendicmp pacletsto thathost. It will run continuouslyuntil
youpressC.

— T) Traceroute
will request hostnamer IP andtracethe network routeto thathost.

— L) Lookup hostname
will requesthostnamend,optionally anamesener IP andwill lookupthelP for thegiven
hostnamen the configuredor given,DNS sener.

— F) Fetcha URL
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will request URL andattemptto fetchthatURL. It will print outall of thereceved

HTTP/HTTPSheaderdut notthe content.You mayalsoentera FILE URL of theform the

appliancdakesto testmountedileseners. SeeNetwork Filesystems & Shares (3.3).
— S) Systemview

will give aself-updatingview of therunningsystemshaving actively runningprocessesCPU

andmemoryutilization. Presgj to quit.

— R) RAID info
will displaythestatusof the RAID diskarray

— M) Main menu
will returnto themainmenu.

e R) Rebootsystem
will stopandrestartthe SearchAppliance.

e D) shutDown system
will cleanlystopandpower down the SearchAppliance.

e H) Help
will shawv ashorthelpmessage.

e L) Login (Thunderstonetech support only)
will provide low-level systemlogin for extendedroubleshootingThis canonly be usedby
Thunderstonéechnicalsupportstaf.

2.1.2 Front PanelLCD

Most machinesexceptSBE models shippedsince2009have a front panelLCD displayandoperation
buttons.Thedisplaycanshav informationaboutthe SearchAppliances configurationandactivity level. It
canalsobeusedto changeconfigurationsandshutdevn or rebootthe SearchAppliance.

Thereare4 arravs usedto scrollthroughmenusandselectitems. The”check” buttonis usedike a
keyboards "enter” key to finish or confirmchoices.The”X” buttonis usedto cancelor backoutof achoice.

In thetop-rightcornerof the LCD displaythereis a heartbeaindicatorthatshouldpulseevery secondThe
LCD backlightwill dim aftera periodof inactiity. The LCD backlightwill flashwhenthereis aproblem
reported.

Browseinformationaboutthe SearchAppliancefrom the mainmenuusingthe up anddown arrow buttons.
Presghe“check” buttonat ary time to returnto the mainmenu.Availableinformation:

e Link SpeedandDuplex

IP Config Type (Staticor DHCP)

PrimaryEthernetMAC Address

CurrentlP

CurrentGatavay IP
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LicenseSerialNumber
LicenseMaintenancdexpirationDate

CurrentHits perDay

CurrentDocumentsn Database
CurrentSearcheperMinute

Numberof RunningWalks

Numberof CurrentlyConnectedClients(webbrowsers)
CurrentSystemLoad Averagefor 1, 5, and15 Minutes.
CurrentNetwork Usagel/O Rates
CurrentMemoryUsage

CurrentSwapUsage

CurrentDisk SpacdJsage

CurrentRAID Status

HostandDomainNames

Thunderston€ontactinformation

Fromthe mainmenuadjustconfiguratiornof the SearchApplianceusingthe”"check” button. Useup and
down arrons to navigatethroughthe choices An asterisk;*”, will appeaiatthe endof itemsthathave
beenmodifiedbut notapplied.At the endof the configlist arethe optionsto applyor trash(discardjhe
changesAvailableconfigs:

IP configuratiormethod
DHCPor Static.Press'check” or left or right arron to changehevalue.

IP Address

Only usedif IP methodis Static.Press'’check” to changehelP. Useup anddown arronvs to change
thedigits of eachnumber Usetheleft andright arrovs to move betweerdigits. Use”X” to cancel
your changesUse”check” to keepyour changesindmave to the next config.

Netmask
Only usedif IP methodis Static. Edit thevalueaswith IP Address.

Gatavay
Only usedif IP methodis Static. Edit thevalueaswith IP Address.

DNS1
PrimaryNamesergr. Only usedif IP methodis Static. Edit the valueaswith IP Address.
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DNS2
SecondarfNamesergr. Only usedif IP methodis Static. Edit the valueaswith IP Address.

Admin PIN

Setthisto non-zerao requirethis passwrd for makingchangewia the LCD front panel.Press
"check” to changehePIN. Useupanddown arravs to changehedigits of eachposition.Usetheleft
andright arronvs to move betweendigits. Use”X” to cancelyour changesUse”"check” to keepyour
changesaindmove to the next config.

Drop Firewall
Remore firewall restrictionsetc. Seesameon consolemenu2.1.1.

Drop Restrct
Remaore adminrestrictionsetc. Seesameon consolemenu2.1.1.

Sys
Shutdaevn or rebootthe system.Use”check” or left andright arrovs to selectthevalue.Useup or
down arrons to move to anotherconfig.

Apply Now
Press'’check” to applychangesSelect’No” or "Y es”to confirmthenpress’check”.

TrashChanges
Press'’check” to discardchangesSelect’No” or "Yes”to confirmthenpress’check”.

TheLCD backlightandheartbeagarealsoconfigurable Fromthemainmenupress’X” then”check” to
escapeo the”Options” menu.Useup anddown arraws to selecttheitemto adjust.Use”check” or left and
right arrow buttonsto cycle throughchoices Changego LCD settingsareimmediate Press’X” twiceto
returnto themainmenu.

Undernormalcircumstancethe LCD mainmenuwill alternatébetween

Thunderstone
Search Appliance

and

Up/Dn for info
Check to config

If thedisplayis notalternatingor shavs”Cli:0  Scr: 0” thenthe LCD menuis notfunctioning
properly
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2.2 Customizingthe Seaich Appliance’s Appearance

You may make commonchangego the SearchAppliances searchappearancby using
Search Settings fromtheadministratie interfacemainmenu.You mayselectcolor, font, size,result
styleandorder aswell assettingboilerplateHTML to wraparoundthe searchform andresults.
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Chapter 3

Operation

3.1 Running the Administrati ve Interface

The SearchAppliances administratie interfaceis awebapplicationthatyou accessisingyour web
browvser Accesst usinghttp:/YOURSER VER/tex is /d owal k whereYOURSERVER the name(or
IP addressdf your SearchAppliance.

Whenyou runtheadministratie interfaceyou will beasledfor thelogin andpasswrd. By defaultthereis
onelogin name.lt is admin in all lowercaself no otheraccountdave beenaddedyou will nothave to
enterthename.lt will befilled in for you. Yourlogin will beremembereih a cookieuntil youlogout. This
way, you don't needto enterthe passwerd every time you enter

Note: If you shareyour computemwith othersor it is availableto peoplewho shouldnot be administering
the SearchAppliance thenyou shouldlogoutwhenyou arefinished. Thiswill helppreventunauthorized
configuration.

The SearchApplianceadministratie interfaceuseslavaScriptto enhancéts functionalityandmake it easy
to use,but theinterfacewill alsowork well without JavaScript.No functionalityof the SearchAppliance
will belostif JaraScriptis turnedoff in your browser(e.g.to preventpop-upson othersites).In this
documenttheuserinterfacedescriptiorassumeshatJavaScriptis enabled.

3.2 First Time Run: Quick Start

Step1l: Createan Account

A passwrd wascreatedoy Thunderstonéor the defaultadministratioraccountadmin ), whichyou
shouldnow enteratthe prompt.If for somereasorthis stepdid nothappenthefirst time you runthe
administratie interfaceyou will beasledto createandentera passwrd. You shouldchoosea passverd
thatis easyfor you to remembebut hardfor someonelseto guessasthisis anaccounthatwill control
administratie acces$o the SearchAppliance(additionalaccountsmaybecreatedaterasneeded)You
will needto enterthe samepasswverd twice (two input boxeswill be provided)to helpcheckfor typing
mistales. Passvordsarecasesensitve. Oncethe passwrd is createcandChange is pressedyou will
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automaticallybeloggedin andtakento theProfiles  pageto createa profile.

Step2: Createa Profile

A profileis acollectionof data(URLs/documentsip besearchedplusthe settingshatcontrolthatsearch;
aprofile mustbe createcandwalked beforesearchesanoccur

OntheProfiles  page.a profile mayalreadyhave beencreatecby Thunderston# yourequested when
ordering.If so,youmayclick ontheprofile nameandproceedo thelaststep,searchingOtherwisechoose
anew profile nameandhit theCreate  Profile  button.

A new profilewill becreatedout a sitewalk/index will notbe startedyet. You arethenpresentedvith the
mainwalk settingspage.UsetheBase URLSsettingto specifythe startingpoint of yourwalk. Thisis often
thehomepag®f a site,or thesitemappage.

Step3: Walk the Profile

Onceyou're satisfiedwith the URL andextensionsettingsyou mayhit the GOor Update and GObutton
to begin awalk of your site. A walk will bestartedn thebackgroundandyouwill betakento the

Walk Status page.Thispagewill shav youthestatusof thewalk in progressandindicatewhenthe
walk is complete.This pagewill automaticallyrefreshevery 10 secondsvith thelatestprogressnformation
until thewalk is complete Whenthewalk is completeyouwill seeasummaryof errors.

Last Step: Search

Oncethewalk is completeyoumayclick Live Search onthemenuatthetop of the page.Thiswill
take youto thesearchthatuserswill use.lt is alsothe URL you canplaceonyourwebpage(sto sendusers
tothesearch.

You now have a siteindex thatyou canuse.Therearemary optionsto controlthe sitewalk aswell asthe
searchinterfaceappearancelhey aredescribedn detailelsavherein this manual.Usethe

All Walk Settings buttonontheadministratiorscript’s menuto seeall of the options.Click the
qguestiormark(?) next to anitemto gethelpfor thatitem.
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3.3 Administrati ve Interface Overview

The SearchAppliances administratie menuhasthe structuregivenbelov. Eachitemis describednthe
pageghatfollow.

Settings
Basic Walk Settings
All Walk Settings
Search Settings
Tools
List/Edit URLs
List Duplicates
Test Fetch
Test Search
Query Log
Replication Tools
Results Cache
SOAP Tools
Best Bet Groups
Status
Search
Profiles
System
Information
System Information
Log Viewer
Test Network and Servers
Task Monitor
Modules
Thesaurus
Static  Content
DBWalker
Connectors
Network Shares
System Setup
System Wide Settings
Update Software
RAID Array Management
SSL/HTTPS Certificates
Webmin System Management
Backup/Restore Settings
Backup Appliance  Settings
Restore Appliance  Settings
System Replication
System Replication Queue
System Replication Target Status

31
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Security
Accounts & Groups
Access Control  Lists
Advanced Tools
Extra Downloads
Upload Thunderstone Updates Manually
Repair Tools
Check Version Upgrade Actions
Re-output  XSL files
Re-schedule  walks
Docs

BasicWalk Settings

Thisis the centralareafor configuringawalk. The mostcommonlyusedwalk relatedoptionsandtheir
settingsarepresente@ndthey maybechangedere.The BasicWalk Settingsarea subsebf the All Walk
Settings.Next to eachoptionis a questionrmark(?) which, if clicked,takesyouto helpfor thatoption. The
optionsaredocumentedndividually laterin this manualin section3.4.

At thebottomof the pageis a setof threebuttons.Pressingary of the buttonsaffectsall optionsonthe
entirepage.

e Update
This buttoncausesll change®ntheform to besared. No walk is started.

If theRewalk Schedulehasbeenchangedthe new schedulewill gointo effectimmediately

If Categorieshave beenchangedthewalk databasevill beupdatedo reflectthenew cateyories.The
searchinterfacewill reflectthenew catgories.

If SinglePage PageFile, or PageURL hasbeenchangedthelistedindividual pageswill befetched
into thelive searchdatabasandmadeavailablefor searching.

If theWord Definition or Text Search Mode is changedthe searctindex onthelive databasevill
bedroppedandrecreatedSearchesight notwork while theindex is beingretuilt.

e GOorUpdate and GO
TheGObuttonwill changeo Update and GOQafteryou make achangeo ary settingontheform.
Theultimatebehaior for eitheris thesame.

Thecurrentsettingsrom theform will be savedasis donewhenyou click Update . Thenanew
walk will bestarted.Thenew walk will be performedo eitheratemporarydatabaser thelive
databasajependingnthesettingof Rewalk Type(Section3.4.14). Thenyou will be shavn thewalk
statugpagewhereyou may monitorthe progresf thewalk.

Changego Categoriesor Word Definition will notbereflecteduntil thewalk finishes.
e STOP

Whenawalk is in progresghe GObuttonis replacedy the STOPbutton. This buttonterminateghe
runningwalk andabandorthe work thatit hasdonesofar.
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e Reset
This buttonrevertsall settingson the pageto whatthey werewhenthe pagewasfirst loaded.

All Walk Settings

Thisis the centralareafor configuringawalk. Thisis similarto Basic Walk Settings exceptthatall
walk relatedoptionsandtheir settingsareenumerate@gndmaybe changedere.Pleaseseesection3.5 for
detailsontheindividual settings.

Search Settings

This pagecontainsall of the settingsrelatedto the searchinterfacethatendusersseewhenperforming
searches.

All searcloptionsandtheir settingsareenumerate@andmaybe changecere.Next to eachoptionis a
guestiomrmark(?) which, if clicked,openshelpfor thatoption. The optionsaredocumentedndividually
laterin thismanualin section3.6.

At thebottomof the pageis a setof buttons.Pressingary of the buttonsaffectsall optionson theentire
page.

e Update Test
This buttoncausesll change®ntheform to be saredin the setof testsettingswhich canbetested
viatheTest Search link ontheleft sideof theinterface.It doesnot modify theLive Search
settings.Thisallows youto “try out” settingsbeforeapplyingthechangego your live searclusers’
interface.

e Update Live and Test
This buttonupdatedoththeLive Search andTest Search settings.Usethis eitherafter
testingoutthe settingsvia Update Test , or for smallchangeshatyou don't feelthe needto test
outandimmediatelywantto make live.

e Copy Live to Test
If youtry outchangewvia Test Search andyoudecideyoudont wantthem,youcanuse
Copy Live to Test todiscardthetestchangeyouve madeandrevertbackto thecurrent
Live Search settings.

e Reset
This buttonrevertsall settingson the pageto whatthey werewhenthe pagewasfirst loaded.

List/Edit URLs

Onthis page you maylist or deleteall or selectedJRLs from thedatabaseYou shouldalwayslist before
you delete soyou know thatyou aredeletingthe correctones.While listing URLs, you maydisplayall
known informationabouta givenpage.You mayalsocreatecatejoriesfor selectedsetsof URLs from this
interface.
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If awalkis in progressdeleteis disabledandyou aregiventhe choiceof listing URLs from thelive search
databaser thenew databas®eingbuilt by thewalk.

SelectList orDelete fromthedropdown list. Thedefaultis alwaysList for safety

In the patternbox, enterthe URL or patternfor URLs for which you wantinformation.This maybean
exactURL or awildcardpatternwhich lists all URLs matchingthe wildcardpattern.For awildcard
patternuseasterisk(* ) to matcharything andquestionmark(?) to matchary singlecharacterYou may
enterup to 10differentURLSs or patternsn theboxto find themall at once.Puta spacéetweerpatterns
whenenteringmultiples. Leaving the patternbox blankimplies* , andthiswill causeavery URL in the
databaséo belisted. Deletionwill bedeniedif the patternis blankor * .

Selectthe orderin which youwishto seethelist:
Depth URLs encounteredirstin thewalk will belistedfirst
URL URLs areorderedalphabetically
Newestfirst ~ URLsareorderedoy modificationdatewith newestonesfirst
Oldestfirst URLs areorderedby modificationdatewith oldestonesfirst
Largestfirst  URLsareorderedby downloadsizewith largestonesfirst
Smallestfirst URLsareorderedoy downloadsizewith smallesonesfirst

ThenSubmit .

All matchingURLswill belisted. Clicking on alisted URL opensa pageof detailsaboutthatURL. Onthat
detailpage everythingthe databasé&nows aboutthatURL is presentedYou canalsoseewhatpagegsefer
to theselectedageby clicking Parents andwhatpagedhe selectegpagerefersto by clicking

Children . Thetest link next to the URL canbeusedto do alive testfetchof the pageto find out how
the SearchApplianceprocesses. SeeTest Fetch 3.3.

If your patternmatchegessthanthe entiredatabaseyouwill begivenaform from whichyou cancreatea
catgyory usingthe samepattern(s) Simply enterthenameof the cateyory to createandclick Submit . The
nameis the namethatuserswill seeonthesearciHorm. Thisnew catgory will alsoappeaionthemain
settingspagealongwith the othercatayories.It will alsobeimmediatelyavailableto searctusers.

If the profileis ametasearchthenthe profile hasno URLSs of its own to list. TheList/Edit URLs pagewill
insteaddisplaylinks to thelist/edit URL pagedor eachof its targetprofiles.

Live Search and NewWalking Database

Theseoptionsarepresentean the List/Edit URLs page(see3.3)if awalk is active. They allow you
to choosewhich databaséo query The*“Li ve” databasés theonefrom a previoussuccessfulvalk thatis
whatsearchuserssee.The“New” databasés the databaseurrentlybeingbuilt by the new walk. It is not
visibleto searclusers.

List Duplicates

This sectionallows youto list all theduplicatesof a givenpage.The URL enterednmaybethe URL thatwas
keptin thewalk, or ary of the pageghatwereexcludedasa duplicateof pagesalreadyin thewalk.

If Keep Refs wasusedin thewalk, thenall the pageghatlinkedto the duplicatepageswill alsobelisted.
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TestFetch

This allows for testingSearchAppliancefetchingof URLS. Be sureto properlyencodeary enteredJRL,
like spaceas%20

Severalprocessingptionsarepravidedto controlhow muchprocessindgo do. Expandthe Optionslink to
shav andedittheseoptions.Notethatmostwill only be setattherequesbf Thunderston¢éechsupport.
Someoptionsmay producecopiousmessages.

e Full Processing
Performfull processingn thefetchedfile asif it is beingpreparedor the searchdatabaséexecute
ary relevantPrimerURLs before-handapplyrejectionrulesto its links, etc). Otherwiseonly perform
thebasicdownloadof the page.

e KeepDownload
Keeptheraw encodediovnloadanddecodediatafor display Usingthis canmake thetestresults
pageparticularlylarge for large sourcedocumentdike PDFsetc.

e Fetchverbosity
A hex or decimalintegervaluewhosebits controlverbosemessageduringthefetch,e.g. printing of
HTTP request/respondimesandheadersNote anon-zerovaluemay revealsensitve datain
messagesuchasLogin Info.

e Traceauthorizatiorlevel
A hex or decimalintegervaluewhosebits controlauthorizatiortracemessage®.g. for
Basic/file/NTLMauthenticationNote anon-zerovaluemayrevealsensitve datain messagesuch
asLogin Info.

e Tracesocletlevel
A hex or decimalintegervaluewhosebits controlsoclet tracemessage®.g. datawrittento or read
overthenetwork. Note anon-zerovaluemayreveal sensitve datain messagesuchasLogin Info.

e TraceDNSlevel
A hex or decimalintegervaluewhosebits controldomainnamesystemmessages.e. hostname
resolution.

e Traceencodindevel
A hex or decimalintegervaluewhosebits controltransferandcontentcodingtracemessage®.g.for
gzip encodings.

e Tracefetchlevel
A hex or decimalintegervaluewhosebits controlfetchactiontracemessages.e. whennetwork
fetchesactuallyoccur

e Tracecallslevel
A hex or decimalintegervaluewhosebits controlfetchfunctioncall tracemessage<.g.for network
settings.

e Tracescriptlevel
A hex or decimalintegervaluewhosebits control JavaScripttracemessages.
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A shortsummarywill be shavn followed by variousstatisticsandotherinformationaboutthe page.Most
of theinformationis collapsedhidden)to reducepageclutter Click the + next to anitemto expandthat
itemfor viewing. Click the- to collapseanitem. UsetheCollapse all andExpand all linksto
Collapseall itemsor expandall itemsrespectiely. UseShow empty fields to shaw all fieldsevenif
therewasno datafor them.Thathelpsonedeterminghatavalueis actuallymissingasopposedo
overlookedfor display

Largetext fieldswill beshavn in scrollableareasy defaultto avoid takingover the page.Click the + next
to ascrollingareato let it fully expandontothepage.Click the- to confineandexpandedield.

TestSearch

This hyperlinkopenghesearchinterface.|t forcestheinterfaceto usethe searctsettingdistedonthe
Search Settings pagewhetherthey have beenappliedto theLive Settingsor not. This allows you to
testsearclsettingswithout affectingendusersuntil you aresatisfiedwith the new settings.

This modealsoplaceswo extra hyperlinksatthetop of thesearclpagesBack to Administration
allows youto returnto the SearchApplianceadministratiorinterface.Make this appearance live
doesthattoo, but it additionallymalesthe searctsettingsyou aretesting‘li ve”, sothatendusersalsosee
thesearclsettingeffects.

Query Log

Thequerylog pagegprovide detailedandsummaryinformationaboutqueries.Queryloggingmustbe
turnedonto generaténformationonthe querylog pagesl!f querylogginghasnever beenturnedon for the
currentprofile, therewill benothingto see.Thequerylog is eraseceachtime the databasés rewalked.

Thepagesareasfollows:

QueryReport

Top QueryWords

Top Queries

No Hits

BestBet Clicks

Thequerylog liststhetime thateachsearchoccurredthe IP addres®f thewebuserperformingthe search,
thenumberof hits for thesearchandthe users query For resultclicks, it displaysthequeryinsteadof the
numberof hits andtheactualURL insteadof thequery

Selectinghe Date/Time for alisted querywill displayapagewith completeénformationaboutthesearch.
This pageincludeseverythingfrom the summarnylist, andary non-deéult parametesettingsrom the
searchA hyperlinkis provided sothatyou may performthe samequeryasthe user
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Replication Tools
ReplicationToolsallows you to work with replicatingdatafrom this profile.

¢ View Replication Status

ReplicationStatusshavs you anoverview of the contentof thereplicationqueue.Thedatais
presentedroupedoy host/profile andthe next itemsqueuedaredetailedbelow.

e SendProfile Settings

SendProfile Settingss usedwhenyouwantto sendthis profile’s configuratiorto anotherAppliance,
possiblywith a differentname.If the specifiedprofile doesrt exist onthetargetmachinejt will be
createdcandgiventhis profile’s settings If it alreadyexists, it will have its settingssetto this profile’'s
values.

Enteraremotemachineandprofile name& hit Send Settings to queueupthe SendSettings
actionin thereplicationqueuewhichyou canview with the previouslink.

e SendProfile Data

SendProfile Dataallows you sendall the currentprofile’s datato anestablishedeplicationtarget.
This canbe usefulwhenaddinga new tagetto existing sendeprofile, andyou needto loadthetamet
with existing contentbut dont wantto performa full walk onthesender

Selectoneof themachine/profilgairslisted,andhit Send Data to queueall this profile’s content
for replication.Pleaseseethe ReplicationStatuspagedescribeabove to monitorthe progress.

ResultsCache

TheResults Caching profile tool allows managementf theresultscachefor the profile. If enabled
(p. 116),theresultscachecanimprove searctresponsgime by cachingfrequentlyusedsearchresults:if a
laterqueryis madewith the samequerystring parameterst maybefoundin the cachetherebysaving the
time neededo runthe queryagain.

OntheResults Caching profiletool page the statusof the cachemanageis reportedwhetherit is
running,andwhatprocesdD). The cachemanagerunsin the backgrounddeletingold entriesand
refreshinghe cachef requestedThesizeof the cacheable(if it exists)is alsoshavn, bothnumberof
entriesandsizein bytes.Old entriesaredeletedasperthe currentResultsCachingsettingg(p. 116).

Severalactionscanbe performedon the cachejf resultscachingis enabled:

e Clear - Clearstheresultscachetable.All previously cachedesultswill beremoved. This canalso
be usedto freeup disk spacef needed.

e Start Refreshing - Markall entriesfor refresh.Thecachemanagewill thenstartrefreshing
thecachen thebackgroundstartingwith the highest-priorityentries:querieswill bere-executedo
ensureghecacheentriesreflectthelatestcravl data.This canincreasdoadonthemachineasthe
cachemanagewill now be executingquerieqthoughonly serially oneatatime). Existingcache
entriesmarlkedfor refresh- but notyetactuallyrefreshed- arestill otherwisevalid, i.e. they maystill
beusedto resole usersearches.
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e Stop Refreshing - Mark all entriesasnot needingefresh.Thiswill stopthecachemanager
from executingquerieso refreshthe cache andthusmayreducemachindoad. The managewill
still continueto runto expire old entries etc.

e Import - Importcachequeriegwithoutresultsdata)from anotherprofile,andmarkfor refresh.
Thiswill copy theresultscachefrom anotherprofile, but sinceeachprofile’s cravl datais different,
theactualsearctresultswill notbe copied,asthey would beinvalid. Thus,the entrieswill nothave
searchdata(andcannotservicerequests)but will bemarkedfor refreshby thecachemanagerThis
optioncanbe usedto “prime the pump” whencreatinga new profile to replaceanexisting live profile
asthe default: theexisting profile’s queriescanbe copiedover andrefreshedWhentherefreshis
complete(indicatedby “no entriesmarkedfor refresh”),the new profile canbe madelive, andwill
alreadyhave alargely up-to-datecache.

Caveats:As resultscachingcurrentlyonly takesinto accounthe querystringto differentiaterequestsit
shouldnot be enabledunderresultsauthorizatioror otherscenarioghatutilize additionaldata(suchas
cookiesor requesheadersjor searchrequestsTheresultscaches storedin the samedatabasasthe
profile cravl data,soit is deletedandstartedanev for eachNew type crawl —justasthecrawl dataits
resultsarebasedn startsanav with New typecrawls. If aRefreshcrawl is donethatsignificantlychanges
thecrawl, thecacheshouldprobablybe clearedo avoid staleor out-of-dateresults;alternatvely, the Max
CacheEntry Age settingmightbedecreased.

SOAP Tools

SoapToolsprovidesvariousWSDLsandreference$or working with SearchAppliancevia the SQAP API.
Pleaseseethe SOAP API sectionfor moredetails(4.22)

BestBet Groups

The BestBetsaregroupedogether This allows differentgroupsto be shavn in differentplacesandeasily
rotatedin or out. For example,you might have onegroupof links thatyou have determinedo bethe most
probableresultsfor ausers query andanothemgroupthatincludeslinks you wantto promote.

The GroupNameis how thegroupwill beidentifiedelsavherein theadministratie interface. This should
be choserto readilyremindyou of the purposebehindthe group.

TheResultTypeindicateswvhich fieldswill be shavn ontheresultspage.Thetitle anddescriptionare
enteredby theadministratgrratherthanalwaysbeingtakenfrom the page.

Status
This pageshawvs the statusof thelatestwalk for the currentprofile. If awalk is in progressit is theone
reported.

Duringanactive walk, it indicatesa summaryof how mary pagesareto bewalkedin the next hour how
mary werewalkedin thelasthour, andthetotal numberof pagesThereis alist of themost-recentURLs
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fetched with numberof errorsandduplicatedound,followed by alist of thenext URLs to bewalked.
Below thatis summaryinformationaboutthewalk itself, includingwalk starttime, startingURLs, andsome
profile settings.The Walk Statusgpageupdatesautomaticallyevery 10 secondsuntil thewalk is completeor
anothempageis selected(After 10 minutesof userinactiity it will refreshoncea minuteto save traffic.)

Whennowalk is in progressthereportalsoincludesalist of errorsandduplicatesencounteredif thelast
walk wasabandonedhereportincludesinformationabouthow far it went,aswell asthereportfrom the
lastcompletewalk.

Walk Statustabs

If morethanonedatabasés availablefor viewing, tabswill appeaiatthetop of the Walk Status allowing
you to swap betweerdatabaseThis canbe causedy a’New” crawl running(allowing youto switch
betweerNew Walk Database andLive Search Database ),orif a’New” crawl failedand
automaticallyrevertedto the previousdatabasé€allowing youto switchbetween

Live Search Database andFailed Walk Database ).

If morethanonewalk hasbeenperformedthenanArchived Logs tabwill beavailable.Thisletsyou
view log files from previouscrawls for errorsor otherunexpectedoehaior. No databaser searchable
contentfrom theseold walksis retainedpnly thelog files.

Old archivedlogsareautomaticallycleanedutif they becomeoo numerousr consumeoo muchspace,
with theoldestlogsremaovedfirst.

While awalk is occurring,multiple buttonsareavailable:

o Now button

During thewalk the Refreshdisplay: Nowbutton maybe selectedo forcea Walk Statusdisplay
refreshbeforethe 10 secondautomatiaefresh.Note thatthis only affectsthe display notthewalk
itself.

e Pause/Aito button

TheRefreshdisplay: Pause buttonpausesheWalk Statusdisplay(preventthe brovserfrom
refreshinghedisplayevery 10 seconds)this changeshebuttonto Auto whichwill have the
oppositeeffect (resumehe auto-refresh)Thisis usefulwhenexaminingthe statugpagein detail,and
avoiding beinginterruptedoy the brovserauto-refreshNotethatbothbuttonsonly affectthe display
notthewalk itself.

e STOP walk button

TheCurrentrun: STOP walk buttonontheWalk Statuspagestopsthe currentwalk. If thewalk
typeis New, thewalk will beabandonedcurrentlive searchis left intactandnot updated)lf the
walk typeis Refresh , thenew pagesarealwayslive (sincerefreshusesonedatabase)ut the
searchindexesarenotupdated.

o Pausewalk and Make live button

TheCurrentrun: Pause walk and Make live buttonpauseshecurrentwalk, updatests
searchindexesfor speedandmakesthewalk live (i.e. deleteghe currentlive databasendreplacest
with thecurrentwalk). This canbeusefulif youranoutof disk spacewhile indexing and
subsequentlfreedup somespacepr if along runningwalk wasstoppedandyouwantto usethe
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incompletewalk. If thewalk wasabandonedueto anerror make sureyou resole the problem
beforetrying to make the new databaséive.

Seaich

This hyperlinkopenghe SearchAppliancesearchnterfaceasendusersseeit.

Profiles

This pagepresents list of existing profiles.A profile containghewalk andsearchsettingsfor a collection
of pages-Theprofilesarelistedin theorderof creationby default; clicking on Namewill re-orderby profile
name.You canclick onaprofile’s nameto seeand/orchangéts settingsandstatusor to starta walk.

Youcanclick onDelete next to aprofile to deletethatprofile. Youwill beasledwhetheryou really want
to deletethe profile or not.

Whena profileis deletedall of its settingsarelostandary walk databasé hascreateds deleted.Thereis
noway to getbackary of thesetemsafterthe profile is deleted.You shouldnot deletea databas¢hatis
beingactively searched.

You may alsocreatea new profile by enteringa nev name.

You cancopy settingsrom anexisting profile to your new profile by selectingts namefrom thedropdown
list. Thisallows youto setup anothersite similarto anexisting one. It allows you to experimentwith the
walk settingsfor anexisting site,without potentiallyharmingthe goodwalk thatis beingsearchedby your
users.

System

The Systemsectioncontainsvariouslinks for maintainingandeditingoperating-systerandoverall settings.

SystemiInformation

This pageprovidessysteminformation,suchasnetwork IP addressesvIAC addresskernelversion,load,
etc. It alsoallowskilling of processeswnedby thetexis userwhichincludeswalks.

Log Viewer

This allows youto view, delete rotate,andemailthe SearchAppliancelogs. It lists everyfile in thelog
partitionandallows you to manipulateeachlog individually or mary atonce.Eachitem hasa checkbox for
selectionfor massoperationsthe dateandtime of lastaddition,thesize,alink to seethe mostrecentbit of
thatlog, andalist of processesurrentlyusingthatlog. Clicking a columnheademill sortthelist by that
column.
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Theremaybe multiple versionsof eachlog. Theversionwith no numericextension(.1,.2, etc.)in the
filenameis the currentlog. Thosewith numericextensionsareolderlogs. Extensionl is themostrecent
old log, .2 is thesecondmostrecent etc.. Logsareautomaticallyrotatedoncea monthor oncea dayif they
exceed10MB. Theneedfor rotationis checled onceadayarounddam.To forcearotationcheckyou can
click theRotate Logs buttonatthetop of themanagdogspage.If youseealog file with numeric
extensionthatalsohasprocessiumberdistedin theln Use By columnyou’ll probablyneedto reboot
the SearchApplianceto freeup thatlog file. Thatshouldbearareoccurrencebut hasbeenknown to
happen.

Thelog listing is dividedinto sectionsThefirst, unnamedsectionis the systemlevel logs. They contain
informationaboutthe coreoperatingsystemof the SearchAppliance.That's wherehardware,network, and
similar eventsandproblemsarelogged.

The Apachesectioncontainghe usagdogsfor the Apachewebsener which is usedfor HTTPSaccesgo
the SearchAppliance,if enabled.

Thetexis sectioncontaindogsrelatedto Texis, therelationaldatabassener thatis a majortechnical
componenbf the SearchAppliance.Thesdogsprovide detailedinformationaboutoperationakventsof
Texis.

Thewebminsectioncontainsusagdogsfor the Webminsystemmanagemerinterface.

At thebottomof the pageis aform which allows you to performactionson the selectedog(s). You may
View, Delete,Send,or Downloadary of thelogs. For deletingyouwill beasledto confirmthedeletion
beforeit's carriedout soit shouldbedifficult to deletealog by accident Deletinglogslistedasin usemay
requirerebootingto reclaimtheir disk space.

For viewing, sendinganddownloadingyou canchooseéhow mary linesof thelog(s)to seeandwhetherto
seethe nevestlinesfirst (reversechronologicabrder)or naturalorderwith the oldestlinesfirst.

For sendinghelogsto Thunderstonéechnicalsupportyou shouldfill in youremailaddressandaticket
numbergivento you by ThunderstoneSendinghelogsvia emailassumeshatyour SearchApplianceis
configuredo sendmail to thelnternet.lt is by defaultin the simplecasebut if you have outboundSMTP
blocked by your firewall or needto usea mail relayyou’ll needto configuresendmailusingthe Webmin
interface.An alternatve to having the SearchApplianceemailthelog is to insteaddownloadthelog then
attachthatfile to your emailto Thunderstonéechsupport.

TestNetwork and Sewers

This areaprovidesthe ability to testthe network connectiity of the SearchApplianceandfind whatweb
andfile senerdocumentsook liketoiit. It is dividedinto two sections Thefirst sectionis for testingSearch
Appliancefetchingandprocessingf urls. Thesecondsectionis for testingthe SearchAppliances general
network connectiity.

e TestURL fetch

Thisis thesamefunctionalityasfoundin Test Fetch in aprofile’s Tools . Pleaseseeits
documentatiorfp. 35) for moredetail.

e TestNetwork
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Thereareseveralnetwork testsavailable. As mary asdesiredmaybe donetogether Eachwill be
executedn sequenceneafterthe otherandtheresultspresentedogetheron onepage.

— FindIP
Look up anlP addressor agivenhost.Options(correspondo walk DNS Mode settings):

x Internal- Performthelookupusinginternalparallelizingroutines.
x System- Performthelookupusingstandardsystenroutines.

— Ping
Sendping pacletsto thegivenhostnamer IP addresso determinaeachabilityandspeed.
CheckGateway to pingtheconfiguredyatevay addressA handfulof pacletswill be sentand
statisticsabouteachanda summaryof respons¢imesandlosswill bedisplayed.Notethat not
all madinesrespondo ping andsomefirewalls blodk ping. Page fetching maystill work evenif
ping doesrt.

— Traceroute
Tracethenetwork routeto the givenhostnamer IP addresso determinegreachabilityandspot
possibleproblemareasit will displayoneline for eachhopalongthe network routeto the
taigetmachine Asterisks(*) indicatea problemfinding the next hop. Notethat somefirewalls
androuters blodk traceoute Page fetching maystill work evenif traceioutedoesrt.

— Email
Senda smalltestemailto thegivenemailaddressThis will testthe SearchAppliances email
configuratiomaswell astherecipients ability to receve emailsfrom the SearchAppliance.If
therecipientdoesnt getthetestemaillook in System->Manage Logs->maillog  to seeif
themessagevashandedff successfullylf it washandedff checktherecipients spamfolder.

Task Monitor

Providesaninterfaceto managehe TaskMonitor, whichis a background/daemaprocesshat
automaticallyhandlessariousSearchAppliancetasks.e.g. updatingindexesduring settingsreplication.The
gueueof pendingtaskscanbeviewedand/ordeletedonly if neededy techsupport).

Thesaurus

This areaallows you to uploadoneor morecustomthesaurisynorym lists) for useby searctprofiles.An
uploadedhesauruss compiledandkepton the SearchAppliance.Thereis no way to dowvnloada thesaurus
onceuploadedsoit’s agoodideato keepa copy aroundin caseyou wantto make modificationdateron.

Eachthesaurusnaybe usedby zeroor moreprofilesandshouldnot be deletedf it is in useby aprofile.
Searcloptionsthataffectthe useof thesethesaurareSynonyms (3.6.61) Main Thesaurus (3.6.62),
andSecondary Thesaurus (3.6.63).

Seesectiond.3for furtherdetails.
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Static Content

StaticContentallows you to uploadary filesyou'd like the SearchApplianceto alsohost. This canbe used
to sene imagesjavascript,or CSSfiles thatarereferencedy your XSL-customizedearchnterface.

Notethatthis is not meantfor searchableontentwhich remainson the original websiteor file sener. This
is for imagesor files usedby thesearctinterface ratherthanfile contentsearchedy the SearchAppliance.

Contentwill beavailableunderthe/custom/  directory soif you uploadcompanyLogo.pn g youcan
use<img src="/custom/c onpanyL ogo. png" >in your customsearchnterface.

DBWalker

Configuratiorfor the DBWalker module.Pleaseseethe DBWalker section(4.21)for moredetails.

Connectors

GoogleConnectorare3rd partyprogramghatallow you searchdatafrom large, complex datadatasources
(suchasMicrosoft Sharepoint)Therearedifferentconnectordor differenttypesof content- Sharepoint,
Livelink, File Seners,etc. Theconnectois installedon a separatsener, andthe connectomachinepulls
contentfrom theremotedatasource andpushest into the SearchAppliance.

Manage Google Connectors allowsyouto specifythelocationof a ConnectoManagetthat’s been
installed,usinganaddresgik e http://otherServ er :8 080/ connect or -manager/ .Youcan
theninstantiateary connectorsnstalledon thatConnectoManagerandconfigurethemappropriately
(variesby connect).

ConnectoManagersnustbelistedin the Appliances Cluster ~ Members to allow it to pushin data.
Adding a new ConnectoManagerautomaticallyaddsit to ClusterMembers.

For moreinformationon GoogleConnectorsandto dovnloadthe ConnectoManagerandconnector
packagespleasevisit http://code.google.ca/aps/sachgpliancddocumenation/connectors/

Network Shares

Usethisinterfaceto mountremotefile sener(s)to the SearchAppliancesothatit maybeindexedinto one
or morewalk profiles.

All creatednountsarepermanentintil manuallyremoved. They will beremountediponrebootof the
SearchAppliance.

To mountaremotefilesystenmor shareselectthe typefrom thedrop-davn list andclick Add.
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NFS filesystems- Unix/Linux/etc. sewvers

Sewer: Enterthehostnamef thesener. CaSedoesnot matter (e.g.:nasl.mycompany. conj

Directory: Enterthefull pathof thedirectoryto mountasit is exportedfrom thesener. (e.g.:
/documents/inte rnal)

Reliability: SelectHard or Soft . Hardwill causehe SearchApplianceto keepretryingthe samefile
foreverin theeventof anerrorreachinghesener. Softwill allow filesto fail if theNFSsener can
notbereached.

NFS Version: ThehighestNFSversionto use.Leave this at 3 unlessyou have problemswith old NFS
seners.

CIFS - Windows 2000+

Serwver: Enterthehostnamef thesener. CaSedoesnot matter (e.g.:nasl.mycompany. com)
Share: Enterthenameof theshareasexportedby thesener. (e.g.:internal )

Login Name: Enterthelogin namefor the accounto useto accesshefiles onthis share.This shouldbea
userthathaspermissiorto readall thefiles thatneedto beindexed.

Login Password: Enterthe passwerd for the selectedogin name.

Sewer IP: Rarelyused.If the”"Name” of thecomputeiis differentthanit’s DNS nameit mayrejectmount
requestso the"wrong” name.In thatcaseenterwhatever namemalesthe sener hapyy into the
Server field andenterthe machines IP addressnto thisfield.

NOTE: WhenusingWindows 2003sener you mayneedto changea settingon the sener to allow
mountingfrom the SearchAppliance.If thesharewon’t mounttry setting
control panel->admin  tools-> domain security policy->  security settings->
local policy->  security options->
Microsoft  network server:  Digitally sign communications  (always) todisabled.

SMB - Windows TheSMB - Windows mountis anoldersystemwhich hasbeenreplacedy
CIFS - Windows 2000+ . If yourfile senerdoesnt supportCIFSor if you're having problemswith
CIFS,you cantry usingSMB insteadwhich takesthe sameoptionsasCIFS.

Curr ent mount list

Underthe Add formis thelist of currentlymountsandtheir status Eachmounthasa Removelink to
unmountthefilesystemandremove it from thelist. The optionsfor eachmountmaybe clickedto examine
or modify the optionsandremountthefilesystem.

If anentryshavs as”unmountedthereis a problemwith the settingsandit is notableto be mountedasis.
If it wasatransieniproblemwith thesener click the optionsthenclick "Save changestithout makingary
changedo retry themount.

Undertheoptionsfor eachmountis alsoanexampleof theminimumBase URLyouwould enterinto a
profile to index thefiles on thatfilesystem.
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TheTechnical Info link shavs someinternaldetailsaboutthe mountsthatmaybe helpfulto tech
supportif youhave problems.

Note: Thisfeatureappearedh scriptsversion5.4.11.Prior to thatWebmin wasthe only way to manage
remotemounts.

SystemWide Settings

Thisareais for settingghataffectthe SearchApplianceasawholeand/ormaybe sharedoy multiple walk
profiles.Pleaseseesection3.7for documentatiomn theindividual settings.

Update Software

This allows you to manuallyinitiate a checkfor softwareupdateslt providesalist of availableupdates,
allows youto selectwhich updatego download,andallows you to manuallyinitiate the installationof the
downloads.

Referto Getting  Software  Updates (4.4)for theprocedurgo manuallyperformupdates.

If your SearchAppliancehasa CD drive, it alsoallows you to install softwareupdatesrom a CD.

RAID Array Management

Note: Thisareaonly appliesto larger models(suchas3000)thatincludemultiple hot-swap disksin a
RAID-5 configuration.

Note: Thepagesdn this areamayloadsomevhatslonly asthey collectinformationfrom the RAID
controller

Overview

Little to nomaintenancef the RAID arrayis required.In theeventof a disk failurethe hot-sparewill
automaticallytake over andthe arraywill beautomaticallyrebuilt. Therehuild procesdakesseveralhours.
After thearrayis retuilt thefaileddiskwill have to be manuallyremoved (no shutdevn required)and
replacedvith a samesizeor largerdisk of the sametype. After the diskis replacedt needdo be Addedto
thearray

Details

TheRAID Status pagedisplaysasummaryof the RAID’ s state.lt's anabbreiatedform of the
informationonthe RAID Managemenpageto provide aquick Good/Badcheck.

TheRAID Management pagelistsinformationaboutthe overall RAID arrayaswell aseachof thehard
disksin the system Eachitem startswith a Statusandis colorcodedto indicateit’s state.Greenis good,
redis problem blueis hot-sparedisk, light blueis unusedlisk, yellow is verifying/testing.

Thefirst line of the Storageablecontaingnformationaboutthe overall arraywith the Use columnsetto
Array . Theremaininglinesareindividual disks,eitherMember, Spare , or None. Memberdisksarepart
of theRAID array Sparedisksarehot-spareshatwill take overfor afailedmemberdisk.
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Eadhitemin the Storageablehasassociatedctionsthatmaybetaken.

Rebuild An arraythatis in anon-optimalstatemaybeforcedinto arehuild to becomeoptimalagain.

Verify Verifiestheintegrity of the parity informationfor thearray Thisis notgenerallyneededasthearray
is automaticallyverified periodicallyascontrolledby the hardware BIOS.

Fail Forcesanindividualdiskinto afailedstatesothatit maybereplacedThisis notgenerallyneededhs
failureswill beautomaticallydetected.

Remove Thisremovesahot-sparalisk from thearray It thenbecomesnunassociatedisk with a Useof
None. All arraysshouldhave a hotspare.

Add Thisaddsanunassociatedisk with a Useof None to thearrayasa hot-spare.

Thefirst numberin the Disk:Addr  column(everythingup to the:) is thedisk numberwhich corresponds
to labelson thefront panelof the SearchAppliance.

Rehuild/Verify Rate

The Reluild/Verify Rateis how aggressiely the RAID will rekuild. A higherratewill retuild a partially
failedarraymorequickly sothatit’sin a non-fault-tolerantstatefor the shortespossibletime. The
downsideof the higherrateis thatoperationghatusethe disk suchaswalksandsearchesvill seeslower
performance.

Controller
This tableshavs variousmodelandversioninformationaboutthe RAID controller
Command

The Commandnputbox shouldnot be usedexceptattherequesbf Thunderstonéechnicalsupport.lt is
for issuingarbitrarycommandso the RAID controller Puttingthewrongthingin thisfield could
irrevocablydamagehe RAID arrayandrenderyour machinecompletelyunusablelf the“Ok to runthis
command’checkboxs notalsochecled arything in thecommandnputwill beignore.

Perform

The Performbuttonatthe bottomwill performall of theactionsselectedntheform. You mustalsoset
"Are you sureyou wantto performtheseactions?'to "Y es” or theactionswill notbeperformed.

Front panel

This providesaroughapproximatiorto the physicalfront panelof the SearchAppliance.lt shavsthedrive
arrangemerto aid in locatingthe properdisk whenperformingmaintenance.

SSL/HTTPS Certificates

This allows you to managehe sener certificategprovided by the SearchAppliancewhenservingpagesia
HTTPS.Theadmininterface,includingWebmin,andsearchwill usethe samecertificate.By defaultthe
SearchAppliancehasa self-signectertificate.lf you have multiple hostsyou mayneedto regeneratehe
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self-signeccertificatebeforeyour browserwill allow youto accesshe seconchostusingHTTPS.If you
wantto useHTTPSfor searchegou’ll wantto obtaina securecertificatefrom a trustedauthoritysothat
endusersdon't getwarningsin their browser

If you're familiar with requestingandobtaining/creatingecurecertificatesandhave akey andcertificate
pairreadyto installyoucanusetheEnter a premade Private  Key/Certificate pair
optionatthetop of theManage SSL/HTTPS Server Certificates page.Youwill bepresented
with 3 largeinput boxeswhereyou canpastein your Privatekey, Certificate andanoptionallntermediate
Certificatethatmaybeprovided by your certificateauthority

You cangenerate self-signeccertificateor a CSRthatcanbe providedto a certificateauthorityto request
securecertificateby filling in theboxesontheManage SSL/HTTPS Server Certificates page.
If you justwanta self-signedcertificateto usefor encryptionbut don't careaboutauthoritatvenessyou can
checkSelf sign andenterthenumberof daysyouwantthecertificateto be goodfor thenclick the
Install Certificate button. If youselectedself sign thenyou're finished.Otherwiseclick the
Generate CSRbuttonto generatéhe CSR.

Whengeneratinga CSRyouwill be presentedvith a block of text beginningwith

----- BEGIN CERTIFICATE REQUEST----- andendingwith

————— END CERTIFICATE REQUEST----- . Youneedto sendeverythingbetweenandincluding,
thoselinesto your certificateauthority The certificateauthoritymayaskwhattype of seneryou're usingor
whatformatof certificateyou need.Tell themyou needan Apachecompatiblecertificate.

After the certificateauthorityhasconfirmedyour CSRthey will provide a similarbut differentblock of text
bracletedwith ----- BEGIN CERTIFICATE--- -- and----- END CERTIFICATE---- - .Paste
thatentireblock, includingthe BEGIN andEND lines,into theNew Certificate box. They mayalso
provide an“IntermediateCertificate”thatyouwould needto pasteinto the New Intermediate

Certificate box. If they don't provide anIntermediatecertificateleave the

New Intermediate Certificate boxempty

Onceyou generate CSRthecertificatemanagememnagewill only presenthe optionof installingthe nen
certificate(sfrom that CSR.If you needto regeneratehe CSRor wantto abandortheold CSRfor ary
reasorclick the‘CancelCSR* buttonon the certificateform.

If you have setthe SearchApplianceto requireHTTPSadminandmanageo install a certificatethatyou
cant useor somehw preventsHTTPSaccesyou canre-enableHTTP adminby goingto the physical
consoleof the SearchApplianceandselectinghe

drop Admin restrictions (HTTPS,IP,Ciphe r requirements) option.

Webmin SystemManagement

This areahasits own login andallows for controlof variouslow-level systemsettings.Thelogin is admin
usingthe samepasswrd astheadmin accountn thenormalinterface.If the passwerd getsout of sync
somehw it mayberesetby settingthe adminpasswrd from the Accountsarea(3.3).

¢ Network Configurethe P addressDNS seners,androuting.

¢ Firewall Restrictaccesdy IP.
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e Clock Synchronizehe SearchApplianceto yourlocaltime.
e Email delivery Configurehow to sendemailfor walk notificationsetc.

e Shutdown Shutthe systemdown cleanlyandpower off.

Backup Appliance Settings

This allows youto save all of the currentprofile andmostof the systemsettingsfrom the SearchAppliance
to an XML file onyourlocalworkstation.(MountedfilesystemsandIP configurationsarenot currently
saved.) Thisfile canbeusedto aidin cloningSearchAppliancedor a clusterandasa backupin the event
themachineneeddo berestoredrom scratch.

"System-Wde Settings”includesthingsnot specificto a profile - adminlogins, system-widesettingsetc.
You canchoosdo downloadthe settinggfor all profiles,or for somecombinatiorof profiles.

"Internal Settings”includesthingsthatarent usedwhenrestoring suchascurrentlyrunningProcessDs.
This shouldonly beincludedat therequesbf Thunderston&upport.

Click Download to save a copy of the currentsettingsto your workstation.

Restore Appliance Settings

Usethis optionto restoresettingghatyou've previously capturedusingSave Appliance  settings
Missingprofileswill be createdandexisting profileswill have their settingssetto the valuescontainedn
thebackup.

SystemReplication Queue

Providesaninterfaceto view andmanagehe queuefor “non-profile” contentwhenusingSystem
ReplicationSettings.Non-profilecontentis thingsthatdo not applyjust oneprofile, suchas
System Wide Settings

SystemReplication Target Status

Allows youto checkthe statusof all the profileson this sendemachineagainsiall SystemReplication
talgetsat once,indicatingwhich profilesarepresentindwhich arent. It alsoallows youto createthe
missingprofileson thetamgets.

Accounts& Groups

This sectionprovidesinformationto maintainmultiple login accountdor accesdo the SearchAppliance
administration All usersarelistedonthis page.Youmayaddusersdeleteusersandchangedndividual
userpasswrds. Thedefault user calledadmin , maynotbedeleted.
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The Accountspagealsoallows you to createmultiple administratie users.Thereis no distinctionamong
themafterthey arecreated All usershave full administratie permissionsandthey may createanddelete
ary useror changeary users passwerd. Thisis a basicsecuritymechanismmeantto keepunauthorized
persongrom usingtheweb basedadministratie interface. The purposeof supportingmultiple
administratie userds thatyou cancreatedistinctpasswerds,which you canrevoke in thefuturewithout
needingo changea singleglobalpasswerd thatall administrator&now.

Usernamesnayonly containletters,numbersandunderscoreshey mustbeagin with aletter andthey must
be 20 charactersr less.Namesandpasswrdsarecasesensitve.

Thepasswrdsareone-way (forward) encrypted This meanghataforgottenpasswerd maynotbe
discavered. Theonly way to dealwith aforgottenpasswerd is to changehe passverd.

Usergroupsmaybe createdn this page by clickingthe Add a Group link. Existinggroupsmaybe
editedor deletedwith theappropriatdinks. Usergroupsareusedto associat@dministratie usersinto
similarprivilege groupsfor easieracceszontrolmaintenanceSeethe UserGroupssectionfor moredetails
(p- 127).

AccessControl Lists

The AccessControlpageallows configurationof administratre users’accesso administratie actions
(creatingprofiles,startingwalksetc.).In conjunctionwith usergroups accesgontrolcanbeusedto restrict
certainuserdgo only certainactions,insteadof allowing all usersaccesdgo all administratre functions.See
the AccessControlsectionfor moredetails(p. 127).

Extra Downloads

Provideslinks to auxillary dowvnloadsfor the SearchAppliance.Thisincludesexampleprogramdor

interactingwith the SearchAppliance.

Upload Thunderstone UpdatesManually

Allows youto uploadsoftwareprovided by Thunderstonefpr situationswherethe SearchApplianceisn’t

ableto contactThunderstong’updatesener.

Repair Tools

Providesinternalverification(andary necessarsixes)of Appliancesystemsincludingactions
automaticallytakenat upgrades.

Thesearetoolsaremeanto addressituationghatthe Applianceshouldnot normallyfind itselfin Only use
attherequesbf TechSupport.
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Check Version Upgrade Actions

Thereareinternalactionsautomaticallyperformednzhenthe SearchApplianceupgradedetweermajor
versionssuchascreatingnew databasgables.If somethingunexpectedventwrongin theupgradeprocess,
this sectionletsyou checkfor andre-applythe upgradeactions.This is usuallynot neededandshouldonly
be doneundertheadviceof Thunderston&upport.

Re-output XSL files

In the past,whena profile wasrestoredrom backupor madeasa copy, it waspossiblefor a profile’s XSL
filesondiskto becomeout of syncwith the profile’s settings.This hasbeenfixed, but customerghathad
restoredprofilesusingold softwaremay have profilesin this state.

Thistool checkswhich profileshave XSL settingsandfiles, andwill re-writethe profile’s XSL datato disk
if necessaryNot normallyneeded.

Re-schedulevalks

In the past,whena profile wasrestoredrom backup it wasnotactuallyscheduledvith the profile’s rewalk
schedulesetting.This hasbeenfixed, but customershathadrestoredorofilesusingold softwaremaystill
have profilesin this state.

TheRe-schedule  walks sectionconfirmsthatall profiles’ schedulesnatchtheir rewalk schedule
settingsandallows there-applicatiorall profile’s scheduledettingso thewalk schedulerNot normally
needed.

Docs

This providesa hyperlinkto the onlineversionof this documentationlt alsocontainsalink to downloada
PDFversionof this documentation.

3.4 BasicWalk Settings

This pagecontainghe settingghatareusedmostcommonly They areavailablein
Basic Walk Settings

ThesettingsontheBasic Walk Settings pageareasubsebf thesettingsontheAll  Settings
page.Usethepagethatis mostconvenientfor your currenttask.

3.4.1 Walk Summary

Thisis informationalonly. It containssummaryinformationaboutthe mostrecentwalk and
recatgorizations.Theinformationincludesthe dateandtime of thewalk, whetherthe walk wassuccessful,
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how mary pageswvereindexed,andthe numberof duplicatepages.

3.4.2 Notes

Thisis ascratchpadareafor the administratoof the profile. It in no way affectsthewalk or search.

3.4.3 BaseURL

Syntax:oneor moreURLS, oneperline

Thisis theaddressvherethewebwalker will startwalking your site. If thewholesiteis to besearched,
simply enteryour webaddressfor example*http://www.mysite .c ont. If thesearchs to belimited,
specifytheaddresgo startthe searchor createa pagelisting the URLs to search.The searchwill only
returninformationfrom your website - no off-site searchingvill bedone.DirectoryURLs shouldincludea
final forwardslash*/ ”. Example- “http://www.some  host .c ommysi te / ”. If youhave avirtual
domainthatjustredirectso anothetURL, enterthe destinatiolJRL asyour BaseURL insteadof your
virtual domainname.

Youmay specifymultiple baseURLs to index multiple sites;the SearchAppliances ideaof a“site” is a
singlehostasidentifiedby the hostnameportionof a URL. Thereforehttp://www.mys it e.c om
http://imvww2.mys it e. comandhttp://mysite.co mwould all be consideredlifferentsites.

In version4.02.104637396Eeb27 2003andlater, the special‘protocol” http-post  or https-post
maybe usedfor aBaseURL. Thisuseshe POSTmethodinsteadof the GET methodto fetchthe URL,
usingthe querystringasPOSTdata(it mustbe URL-encoded)This canbeusedto startwalking atalogin
pageform thatrequiresPOSTinsteadof GET. Notethatthe URL storedin thehtml tablewill have the
-post andquerystringremovedfor security DuringaRefresh walk, whena URL is aboutto be
refreshedtheprobableBaseURL thatledto it (i.e. theonewith thelongestprefix) will alsobefetched.
This helpsensurehatlogin cookiesareproperlyrestoredo allow the SearchApplianceaccessluringthe
refresh.Example:

“http-post://www. somehost .co m/lo gi n. asp ?user= bi gbi rd &pass=open- sesamé’

In version5, ausernamandpassvwrd maybegivenin the BaseURL. Normally, if only onelogin is
requiredto accesshesiteto bewalked,the usernameandpasswerd shouldbe givenin the Login Info walk
setting.However, if severaldifferentloginsarerequired theadditionalloginscanbespecifiedas
user:password@ prefixedto thehostnamen the BaseURL. Notethattheuser/passs for WWW Basic
Authentication If your site usesa customor form-basedogin, usehttp-post  instead Example:

“http://MyName:My  Pass word @ww. myhost .co m/lo gi n. asp”

SeealsoURL file  3.5.7,URL URL3.5.8,Single page 3.5.9,Page file 3.5.10,andPage URL
3.5.11for morewaysto specifyURLSs.

3.4.4 Enterprise

Syntax:asingledomainname
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Thenameof your compan’s domain.Thisis usefulif your company’s web presenceonsistof multiple
hostswithin its domain,andyouwantthemall indexedtogetherasa unit.

This allows youto walk any URLs encounteredluringthe walk of the basesite(s)thatarewithin thegiven
domain.The SearchAppliancewill attemptto guesghis valuefor you, but you maysetit to whatever you
wish. Checkthe Yes boxto enablethis feature.

SeealsoExtra domains 3.5.16whichisthesamebut allows morethanonedomain.Theseoptionsmay
be usedtogether

3.4.5 Robots

Syntax:selectYesor No buttons
robots.txt

With this setto Yes,the SearchAppliancewill initially get/robots.txt from ary sitebeingindexedand
respecits settingsfor whatprefixesto ignore.lgnoringrobots.txtis not generallyrecommended.

SeealsoRobots.txt 45,
Meta

Respecthemetatagcalledrobots . With this setto Yesthe SearchAppliancewill processandrespecthe
robotcontrolinformationwithin eachretrieceedHTML page.

SeealsoRobots.txt 45,

3.4.6 Allow Extensions

Syntax:oneor morefile extensionsseparatetby space

A list of the URL extensionghatthewalker will accept.Thedefaultlist is emptyi.e. all extensionsare
allowed. Includethe. in eachextension.

To searchMS-Word documentsuse.doc . For Shockvave/Flashuse.swf . For WordPerfecdocuments
specifywhatever extensionyou useandensurahatthewebsener returnsthe MIME type
application/wor dper fe ct asthereis no consistenextensionfor WordPerfecdocumentsAny
extensionsotlisted herewill notbe searchedr walked.

A few otherextensionsyou mayfind usefulare

.asp
.cfm
Jsp
.shtml
Jhtml
.phtml
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3.4.7 All Extensions

Syntax:selectYesor No button

Retrieve all files insteadof only thoselistedin Allow  Extensions . Thisturnsoff checkingof URL
extensions All URLswill beretrieved regardlesf the extension(includingimagesandsuchfiles).

3.4.8 Exclude Extensions

Syntax:zeroor morefile extensionsseparatethy space

A list of URL extensionghatthewalker will reject. Thedefaultis empty i.e. noextensionswill berejected.
Includethe. in eachextension.

3.4.9 Exclusions

Syntax:zeroor morestrings,eachon a separatdine

ExcludesURLs containingary of thespecifiediteral stringsanywherein the URL (hostnamepath,or
query).

SeealsoExclusion  REX3.5.19andExclusion  prefix  3.5.20for morewaysto excludeURLSs.

3.4.10 Walk Delay

Syntax:adecimalnumberfrom 0to 10

Causeshe SearchApplianceto wait the specifiednumberof seconddetweerpagefetches.Normally set
thisto 0, andthe SearchAppliancewill fetchandprocesgpagesasquickly asit can.IncreaseéheWalk
Delayif thewebsener cannothandlebeinghit rapidly. Increasinghis valueforcesthewalk to take atleast
thefollowing numberof second$o completethe Walk Delaynumbertimesthe numberof pagesonthesite.

Decimalnumberanaybespecified 0.1 will causét to walk nomorethan10 pagegersecondetc.

Note: UsingadelaylargerthanO forcesThreads (3.4.11)to 1. A delaydefeatghe adwvantageof multiple
threadsandlarge delayscould causeunexpectedpagefetchtimeouts.

3.4.11 Parallelism

Syntax:wholenumberdrom 1 up
Threads

Thisis the maximumnumberof simultaneoupagefetchingthreadgo allow againseachsite. Setting
Threadshigherthan5 is probablynot very helpful, unlessyou have mary “Single Pages™thatareon various
hosts.

Sewers
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Thisis the maximumnumberof differentweb senersto walk simultaneouslySettingthis too high can
stressyour memory cpu,andnetwork.

3.4.12 Verbosity

Syntax:whole numberfrom 0 through4

Setshow muchinformationthe walker shouldprovide aboutwhatit’s doing. The default verbositylevel is
2. Thevaluesaredescribedn thefollowing table.

Table3.1: VerbosityLevels
Level | Description
Issueno messageexcepterrors
Displaystartingpoint URLs
Displayselectedsettinginfo
List URLsfoundin URL files
Indicatewhy URLs arerejected

A OWNPEFO

Thelevelsarecumulatie. In otherwords,eachlevel includesthe previouslevels.

Warning:at Verbosity4, full PrimerURLswill be printedto the Walk Statud_og. If youusePrimerURLs
thatcontaincredentialghatyou dont wantotherthe SearchApplianceadministratorgo see you will need
to restrictaccesgo the Walk Statusjn additionto the PrimerURL, whenusingVerbosity4.

3.4.13 DisableWalks

Whensetto Y, nowalk will launchfor this profile for ary reasor{manuallyrun, scheduleetc). Notethat
evenif setto N, walksmaystill beglobally disabledf the System\Wide SettingDisable  All  Walks is
set.

This canbe usefulwith profilesthatshouldbe dataload-onlyor for profilesthatwantto guarante¢heir
contentwon't change.

3.4.14 Rewalk Type

Syntax:selectfrom dropdown box

This determine$ow rewalksareperformed.

New

ThetypeNewcreatesanev databasenddoesa completewalk of everything,startingwith the BaseURLSs.
A Newwalk doesnotdisturbthe existing database.
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Refresh

Thedefaultrewalk type Refresh updategheexisting databaseandonly downloadsfiles thathave been
modifiedor createdsincethelastwalk. Pageghatareno longerpresenbnthesener areremaovedfrom the
database.

Hereareotherconsiderationfor usingRefresh . Pageshatwerereferencedut weremissingin the
initial walk (thewalk prior to the Refresh ), but wereaddedaftertheinitial walk, will be missedby
Refresh if their parentpagehasnot beenmodified.If you changeyour settingso bemoreinclusive (i.e.
addextensionsjgnorerobots,adddomainsgtc.),you shoulddo a Newwalk once because Refresh is
notlikely to find thenewly alloweddata,unlessall of the pagedeadingto this datahase beenmodified.

If morethan30%-50%of your site changedetweenvalksyou may be betteroff usinga Newwalk instead
of Refresh . Also, mary dynamiccontentgeneratorslo not give modifieddateswhichwill causesvery
pageto berewalked. In thatcaseyou shoulduseNewinsteadof Refresh .

Refreshin version5vs. 4

In the SearchApplianceversion4 andearlier therefreshwalk checled every pagein the databaséo
determinewhetherit neededipdating.Sinceonly changedgageseedupdating.andthosearetypically a
smallpercentagef thesite,checkingfor changegagess fasterthandoinga completenew walk.

However, it is still time-consumingbecaus¢hewebsener mustbeaccessetbr every pageonthesite,and
only thewebsener caninform the SearchAppliancewhetherthe pagehaschanged.

In the SearchApplianceversion5 andlater, thereis animprovedrefreshprocessThewalk is adaptedo
focusonthe smallbut importantgroupof changingpages As eachpageis walked, arefreshperiodis
calculatedor thatindividual page.The calculationis basedon whetherthe pagehaschangedsincethe last
time it wasfetched,andhow long agothatfetchwas. This refreshinformationis usedto determinevhen
thepageshouldbechecledagain.In this way, thewalk prioritizesthewalking of pageghatchangeoftenor
arenew, andit delaysthefetchof pageghatseldomchange.

Thus,whenawalk (scheduledr manualltakesplace,only the pageghatneedto berefreshedow are
actuallyfetched- notthe entiredatabaseTheresultis a databas¢hatis updatedy a procesghat
consumesgewer senerresources.

Rewalk Type Summary Table

Thefollowing tablesummarizeshetrade-ofs for the newv andrefreshrewalk types.
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Method Advantages Disadwantages
New Guaranteesnostaccuraterepresentation Usesmorebandwidthandtemporandisk
of currentsite. space.

Doesnotdisturblive searchdatabase. Longertime beforesite changesare re-

flectedin live search. _
Refresh Faster Couldgetoutof syncwith actualsiteun-

) . derrarecircumstances.
Useslessbandwidthandtemporarydisk A lot of changedpagescould substan-

space. tially slow searchesluringthewalk.
Site changesare reflectedin live search RequireslIf-Modified-Sin ce sup-
muchsooner portonwalkedwebsener.

3.4.15 Rewalk Schedule

Syntax:selectfrom dropdown boxes

This performsarewalk onthe schedulespecified. Therewalk actionis the sameasthe onethatcanbe
startedmanuallyby clicking the GObutton. TheFrequency defineshow oftento automaticallyrewalk.
TheHour defineswhich hourto starttherewalk for daily or weeklyruns.

You candefinemultiple walk schedulegor the sameprofile by clicking the Add More Schedules link.
This givesyou moregranularcontrolin settingscheduleskor example insteadof choosingoetween
once a day andonce an hour ,youcanhave awalk launch3 timesadayby makingthe 3 schedules

e Daily at 8AM
e Daily at 12PM

e Daily at 4PM
To remove aschedulesetits Frequency to-None- .
SeealsoNotify  3.5.2.If youareusing“On Change” seealsoWatch URL3.5.1.
3.4.16 Action Buttons

Thesebuttonstell the SearchApplianceto do somethingnow. Only the buttonsapplicableto the current
statusaredisplayed.Thebuttonsareasfollows:

e Update : Sarethecurrentsettingsfor futureusebut dont begin awalk.

e GO Begin awalk usingthe currentsettings.

e Update and GO Savethecurrentsettingshenbegin awalk usingthosesettings.

e STOP Stopandabandorthewalk thatis currentlyrunning.

SeetheWalk Settingssection(3.3)for detailsaboutthe operationof thesebuttons.
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3.5 AdvancedWalk Settings

Thesearetheadwancedsettingshatareusedlesscommonlythanthe settingsavailablein
Basic Settings . Theadwancedsettingsareavailablein All  Walk Settings

3.5.1 Watch URL

Syntax:anHTTP URL

The URL specifiecherewill berefreshedverytimethatThe SearchAppliancestartsarefreshwalk. This
canbeusedif you have a pagethatlists new documentshatareaddedo the siteasit will ensurghatthe
links arefoundassoonaspossible.

3.5.2 Notify

Syntax:anemailaddress

If thisis set,asummaryreportwill be sentto the suppliedemailaddressvhena scheduledewalk occurs.

3.5.3 Attach Logs

This selectghelog filesto attachto the walk notification. Thelog files andwalk errorsarefor the periodof
therefreshwalk, andaresentastabseparatediles thatcanbe openedvith programssuchasExcelfor
furtherprocessing.

If thequerylog is attachedt will beclearedafterbeingemailed.Thisis analternatve to separatguerylog
rotationandemailingandis particularlyusefulwhenusingmodenew for rewalksandyou don't wantto
losethequerylog. SeealsoRotate  Schedule (section3.6.3).

3.5.4 Categories

Syntax:textualnameandURL patternpairs,additionalinput boxeswill appeamasyoufill theonesprovided

The SearchAppliancecancreatesearchablsub-catgoriesthatwill appeain adropdowvn boxonthe
Searclpage.Enterthe nameof the categjory on theleft, andits correspondindgJRL patternon theright.
URL patterngnay containasteriskt ) to indicate“anything” andquestiormark(?) to indicateary single
characterTheremaybe morethanonepatternfor eachcatgory Separatenultiple patternswith space.
Thefollowing tableprovidesanexample.

This examplewould createa catgjory named'Demonstrations " whichwould only searctthe URL
“http://www.mysit e. com/demos/ " andary files underthis directory therebycreatinga more
concisematchto theusers searchThe sameis truefor “Manuals ”. However, the“Books " cateyory
wouldincludepagedrom boththe“al” and“b3” directories.The userwould now have the optionto
searchwithin justthesecategoriesor the entiredatabaseThe patternshouldnot bea singlepageunlessyou
wanta cateyory with asinglepagein it (e.g.“http://www.mysit e. com/manual/ in dex.h tml”
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Table3.2: ExampleCateayories

Cateory URL Pattern

Demonstrations http://SERVER/  demas/ *

Manuals http://SERVER/  manual /*

Books http://SERVER/  al/* http://[SERVER/b 3/ *

would beincorrect).It shouldtypically be a prefix for a directorythathasmultiple pageswithin it followed
by anasterisk(*).

For bestsearctperformancecateyoriesthatoverlaponeanotheri.e. containpagesn common- should
be listedmost-commonly-searchditst.

Note: URL Patternawill notbeusedto determinecategoriesif ary DataFromField rulessetCategory
Pleaseseethe Data From Field (p. 64)for moredetails.

3.5.5 CategoriesType

Syntax:radiobuttonchoice

The CategoriesType settingsetswhattype of cateyoriesarebeingusedandhow to optimizecateyory
searcheslt setto oneof:

e Auto-detect
Automaticallydetectwhatkind of cateyory is beingusedon a percategory basisandoptimize
searchesaccordingly This letsnon-oerlappingcateories(i.e. thosewhosepagesio not occurin
ary othercateyory) be searchedastestwhile still supportingoverlappingcateyoriesasfastas
possible Thisis thedefault mode.

e Overlapping
Assumethatary catgyory might overlapanother Categyory searchewvill besloverthanwith theother
modes.This modewasusedbeforethe CategoriesType settingexisted. It canbe setasa fallbackif
thecachedoverlapdatais believedto beincorrectfor somereasone.g. category searchesrewrong.

e Non-overlapping
Assumethatno catejory overlapsanother All category searchesvill beasfastasthefastest
Auto-detect = modesearchput searchesor overlappingcateyoriesmaynot shaw all results.This
modecanbe setto force higherperformancesearchest the potentialexpenseof accurag.

For bestsearctperformancecateyoriesthatoverlaponeanotheri.e. containpagesn common- should
belistedmost-commonly-searchdidst in the Categoriessettinglist. Also, the CatnoLowest field
shouldbe selectechsoneof the Compound Index Fields (p. 77. Theseguidelineswill allow the
Auto-detect  modeto optimizethe mostsearche$o thefastespossiblespeed.
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3.5.6 DBWalker

Hereyou canselectonemoremoredatabasavalking configurationgo includein this profile. This canbe
donein additionto specifyingary BaseURLSs (section3.4.3).To selectmultiple configurationshold Ctrl
while clicking in the selectbox.

For moreinformationon the databas&valker module pleaseseethe DBWalker (4.21,pg. 162) of the
manual.

3.5.7 URL File

Syntax:thefull pathto afile onthewebsener’s disk

This allows youto specifyafile containinga list of site URLsto walk. Thisis anadditionalway of
specifyingmoreBaseURLs 3.4.3.Thisfile will berereadeachtime arewalk is started.In thefile, thelist of
URLs canbeoneURL perline (preferred)or delimitedby any numberof spaces.

3.5.8 URL URL

Syntax:anHTTP URL to aplaintext file (notHTML)

This allows youto specifythe URL of a plaintext file containingallist of site URLsto walk. Thisis an
additionalway of specifyingmoreBaseURLs 3.4.3. This URL will berefetchedeachtime arewalk is

started.In thefile, thelist of URLs canbeoneURL perline (preferred)or delimitedby ary numberof

spaces.

Warning:Dueto thenatureof Stay Under , alarge numberof URL URLs (1000+)in differentdirectories
will causahewalk to progressrery slowly, asall URLs encountereavill needto bechecled againsievery
oneof thosedirectories.In suchasituation,we recommendurningoff Stay Under andinsteadwriting
yourown Required  Prefix /Required REXexpressionswhichwill bemoreefficient.

3.5.9 SinglePage

Syntax:oneor moreHTTP URLSs, oneperline

Hereyou mayspecifyURLsfor individual pagedo includein theindex. Thesepagesarefetchedandstored
in the databasdik e othersbut the hyperlinkson themarenot followed duringawalk.

If youchangehisandclick “Update " insteadof “GO theaddedpageswill befetchedimmediatelyand
addedo theexisting databasePagesemoredfrom thelist will NOT beremovedfrom the databasentil
the next rewalk.

3.5.10 PageFile

Syntax:thefull pathto afile onthewebsener’s disk
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This may beusedto specifyafile containingURLs for individual pages.

If youchangehisandclick “Update " insteadof “GO theaddedpageswill befetchedimmediatelyand
addedo theexisting databaseThefile itself is not checled for changesandpagesemaovedfrom thefile
will NOT beremovedfrom the databasentil the next rewalk. In thefile, thelist of URLs canbeoneURL
perline (preferred)r delimitedby any numberof spaces.

SeealsoSingle page 3.5.9.

3.5.11 PageURL

Syntax:anHTTP URL to aplaintext file (notHTML)

This may beusedto specifythe URL for aplaintext file containingURLs for individual pagesin thefile,
thelist of URLs canbeoneURL perline (preferred)or delimitedby ary numberof spaces.

If youchangehisandclick “Update " insteadof “GO theaddedpageswill befetchedimmediatelyand
addedo theexisting databaseThefile itself is not checled for changesandpagesemaovedfrom thefile
will NOT beremovedfrom the databasentil the next rewalk.

SeealsoSingle page 3.5.9.

3.5.12 Strip Queries

Syntax:selectYesor No button

Strip querystringsfrom all URLs. SomeURLs have querystringson theendindicatedby a questiormark
(?). With this optionsetto Yes,all querystringsareremoved from URLs beforethey areprocessedr
retrieved.

3.5.13 KeepQuery Vars

Syntax:comma-separatdist of queryvariablenames

If set,the SearchAppliancewill remove all but thethesequeryvariablesvhenwalking URLS. This canbe
usefulwhenyou know only afew selectqueryvariablesareimportant,andothersmayappeatbut are
irrelevant.

All thenamedvariablesarenotrequiredto be presentthey aresimply the onesthatwill beletthrough.
For example settingKeepQueryVarsto id,type  will turnthe URL

http://www.mysi te .c om/p age. aspx?st at e=A3N4&id =432&pri nti t=Y

into

http://www.mysi te .c om/p age. aspx?id =432
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3.5.14 Ignore Query Vars

Syntax:comma-separatdist of queryvariablenames

If set,the SearchAppliancewill remove thesequeryvariableswhenwalking URLs. This canbe useful
whenyou canestablishafew irrelevantqueryvariablesbut anything elsewould be significant.

URLs with thesequeryvariablesdo not causeary kind of error, they simply have thevariablesstrippedout
andcontinueprocessingiormally

For example, settinglgnoreQueryVarsto printit will turntheURL
http://www.mysi te .c om/p age. aspx?st at e=A3N4&id =432&pri nti t=Y
into

http://www.mysi te .c om/p age. aspx?st at e=A3N4&id =432

3.5.15 IgnoreCase

Syntax:selectYesor No button

Thistellsthe SearchAppliancewhetherto ignorecasein URLs or not. The caseof hostnamess always
ignoredbut the caseof pathsandfilenamesds respectedSomewebsenersdont respectaseandpeople
usevariousrandomcapitalizationsvithin filenamegmnakingthe samefile look lik e differentURLSs.

3.5.16 Extra Domains

Syntax:oneor moredomainnamesseparatethy spaceor line break

Allow walk to fetchpagesrom ary hostin the specifieddomain(s). Any URL with ahostnamendingin
ary of the specifieddomainswill beaccepted.

e.g.:GivenabaseURL of http://www.mysit e. com/ andextradomainothersite.com the
SearchAppliancewill walk all of www.mysite.com andary URLsreferringto ary machinen
othersite.com

This optionis nota “restricter” but an“enabler”. All hostsspecifiedwill bewalkedandary othersthat
matchthe givendomain(swill alsobewalked.

Note: This optiondoesNOT directthewalk to completelyindex every websener in the specifieddomain.
It simply allows walking themif areferenceo themis encountered.

3.5.17 Extra Networks

Syntax:oneor morelP addresprefixesseparatedbhy spaceor line break
Allow walk to fetch pagesrom ary hostwithin the network specifiedby the numericlP address(es).

e.g.:GivenabaseURL of http://www.mysit e. com/ andextranetwork 192.0.2 theSearch
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Appliancewill walk all of www.mysite.com andary URLsreferringto ary machinehaving anIP
addresgprefix matchingl192.0.2

Note: ThisoptiondoesNOT directthewalk to completelyindex every websener in the specifiedhetwork.
It simply allows walking themif areferenceo themis encountered.

Note: Usingthis optionhasthe potentialto slow thewalk, becaus@very URL's hostnamenmustbelooked
up. If therearemary differentoff-site hosts,or your DNSis slow, thewalk maybe sloved substantially

3.5.18 Extra URLs REX

Syntax:zeroor moreregularexpressiongREX), separatethy spaceor line break

Restrictawvalksto fetch URLs only matchingary of the specifiedregular expressionsrnywherein the URL
(hostnamepath,or query)whenthe BaseURL matches.

If aBaseURL is matchedoy anExtraURLs REX, thentheonly URLsthatmatchthe ExtraURLs REX
will bewalkedonthathost.If aBaseURL doesnot matchanExtraURLs REX, thenit is walkedasnormal.

It is ararelyusedsetting,mostcommonlyusedin conjunctionwith a hosthameo fetchmatchingURLson
anadditionalhost.Links still needto befoundto thosepagedor themto beindexed.

For example with thefollowing ExtraURLs REX:
>>=http://produ ct s\ .mysi te \. com=su ppli erid +suppli erid \=Big Co

(whichmatchesa URL thatbeginswith products.mysit e. comandcontainssupplierid=BigC 0),
andusingthefollowing BaseURLSs:

http://products .mysit e.c oml is tProd ucts .a spx?suppl ie ri d=Big Co
http://help.mys it e. com/i ndex.a spx

The ExtraURLs REX matcheghe products.mysit e. comURL, soonly pageswith
supplier=BigCo  will bewalked,while all of help.mysite.com will bewalked (following other
inclusion/eclusionrules).

Availablefrom version4.3.9

SeealsoExtra Domains , p. 61.

3.5.19 ExclusionREX

Syntax:zeroor moreregularexpression§REX), eachon a separatéine

ExcludesURLs matchingary of the specifiedregularexpressionanywherein the URL (hostnamepath,or
query).

SeealsoExclusions  3.4.9,Exclusion  prefix 3.5.20andExclude by Field 3.5.22.
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Table3.3: ExclusionREX examples

REX Matches
/scratch[0-9]/ asubdirectorynamedscratch  followed by asingledigit
[Nalnumi]test[ "\ aln un | thewordtest (butnotretest ortester etc.)

3.5.20 Exclusion Prefix

Syntax:zeroor moreURL prefixes,eachon a separatdine

ExcludesURLs bgginningwith ary of the specifiedorefixes. TheentireURL (hostnamepath,andquery)is
usedfor comparison.

Examples:
http://www.mysi te .c om'sc ratc hO/
http://www.mysi te .c om'sc ratc hl/

http://www.mysi te .c ombo oks/ t

SeealsoExclusions  3.4.9,Exclusion REX3.5.19andExclude by Field 3.5.22.

3.5.21 RSSFeeds

Syntax:selectfrom options

RSS Feeds determineshebehaior takenwhena RSSor Atom feedis encountereduringawalk, either
by directlylinking or anembedde&link  rel="alternate" >,

e Follow Links Only (default)- Links listedin thefeedarefollowed,but thetext contentfeed
itself is notindexed.

e Index Content and Follow Links - Links listedin thefeedarefollowed,andthefeed
itself is consideredearchableontent. Thetitle anddescriptionof thefeedareindexed,aswell asthe
titles of theentriesin thefeed.

3.5.22 Exclude by Field

Syntax:Metamorphquery field to searchwhatto exclude

This providesmoreflexible controlof whatto excludeandhow to excludeit. Oneexclusionperrow of
controlsmaybeenterednen blankrows will be providedasrows areused.TheMetamorph Query
columnis wherea Metamorphquery(i.e. atypical searclonthe SearchAppliance)is enterede.g.several
keywordsor aregularexpressionTheField andMeta Field columnsdeterminevhatthe
Metamorph Query searchesif Meta Field is non-blankthatnamedmetafield is searched,
otherwisethefield selectedn Field is searchedTheExclude columncontrolstheactionfor pageghat
matchthequery:Pages and links indicateghatboththe matchingpageandits links areto be
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excluded;Pages only indicateghatthe matchingpageis to beexcludedbut its links arestill followed—
thisis usefulfor excludingnavigation-onlypagesiinks only indicatesghatthe pageis still includedbut
its links areexcluded.

SeealsoExclusions  3.4.9andExclusion REX3.5.19.

3.5.23 Additional Fields

Syntax:Name,Type, SearchableSortable Output

Theadditionalfieldsallow youto addup to threeadditionalfieldsto theindex. Thesefieldscanbeincluded
in the output(if youusethe XML outputstyle),sortedon, andsearchean. They arepopulatedwith the
Data from Field settingg(p. 64).

o Name- specifieghe nameof theadditionalfield. It alsospecifieselementhatwill holdthefield
contentsf it is outputin XML. Thenamemustbeavalid XML elementhame(may containonly
alnum or-_ andmuststartwith aletteror _).

e Type- specifiegheinternalstoragaypefor theadditionalfield. Anything canbestoredasText , but
if youwantto do numericor datecomparisongsuchassorting),you have to useanappropriatalata

type.

e Searchable- specifiesvhetherthis additionalfield is directly searchableThisis donewith an
additionalURL parametethatis separatérom the normalquery Pleaseseethe Additional Fields
sectionof Proceduresand Examples p. 161,for moredetails.

e Sortable - specifiesvhetheryou allow sortingby this additionalfield. Thisis donewith the order
searchparameterSeethe Sorting sectionof Additional Fields, p. 162,for moredetails.

e Output - specifieavhetherthisfield shouldbeincludedwith the outputfor XML results.Notethat
this ONLY refersto XML output,noneof the’stock’ resultstyleswill includeadditionalfields. If you
wantanadditionalfield to shawv up in your searchresults,you mustsetOutput to Y for thefield, use
theXSL Stylesheet resultstyle,andcustomizehestylesheeto displaytheelementor the
Additional Field.

NotethatonceAdditional Fieldsarecreatedandused,changingheir orderor Type mayalterothersettings
thatusethem,suchasData from Field (p. 64), Index Fields (p. 76) or Compound Index Fields (p. 77).

3.5.24 Datafrom Field

Syntax:REX expressionReplacexpressionfield to searchywhereto storeit

This providesalternatemeanof settingboththe HTML fields(Modify Date , Title , Description )
andary Additional Fields.It allows gettingpageinformationfrom non-deéult placesby searchingand
optionallyreplacingthe data.New blankrows will be providedasrows areused.Seebelow for examples.

REX Search - Allows youto specifya REX expressiorto narrav dowvn whatcontentof the
From Field will beused.Leaveit emptyto usetheentirefield.
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NotethataREX Search MUST bespecifiedfor thefollowing From field types:

e HTML

e Text

You canspecifythey entirefield for theseby using.+ astheREX Search .

Replace- Replace canbeusedto specifya subsedf the valueto bestoredin the To field (or subsebf
thematch,if youre usingREX Search . It usessandr replacemenstringsyntax.

From Field - specifiesvhatthe sourcefield is for the data.

e HTML- theraw HTML sourceof the page.

e Text -thetext of thepageafterHTML renderinghasbeenapplied.

e Title -theHTML title of thepage

e All Meta - thecontentsf all meta headerspecifiedn theHTML page.

e Meta Field -> -thecontentof aspecificmeta field, specifiedn thenext inputbox, From
Meta Field.

¢ Keywords - thecontentof thekeywords metaheader
e Description - thecontentof thedescription metaheader

e Mime Type theMIME typeof thepage.This mayhave beenderived from the Content-Type
headera<META HTTP-EQUIV>tag,or the URL extensiondependingonwhatis available.

e URL-theURL of thepage.

e URL Decoded - thedecodedrersionof the URL. Any %XXURL-safe’ sequenceim the URL are
replacedwith theirrealcharactersk.g. Pre%20%2D%20Epe ns e%DRepor t. doc is decoded
intoPre - Expense Report.doc

e URL Protocol -theURL'sprotocol,e.g.http .

e URL Host - thehost(without portnumber)from the URL.

e URL Host and Port -thehost(andportnumberif given)from the URL.
e URL Path - thefile pathfrom the URL.

e URL Path Decoded - thefile pathfrom the URL, URL-decoded.

e URL Anchor -theanchorfromthe URL (if ary), i.e. thepartafterthe# (poundsign). May notbe
availableif alreadystripped.

e URL Query -thequerystringfromthe URL (if ary), i.e. thepartafterthe? (questiormark).

e URL Query Var -> -thevalueof the URL query-stringvariablenamedn From Meta Field,
URL-decoded.
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o Referrer's Data - thevalueof areferringpagedield. Storerefsis requiredfor this. Thefield

selectedwill bethesamefield beingpopulated.

From Meta Field - If Meta Field -> orURL Query Var -> isgivenastheFrom Field, thisfield
is usedto specifywhich metafield’s or queryvar’s contentdo useasdata.Leave blankotherwise.

Enteringtext in thisfield will forcetheuseof Meta Field ->,if FromFieldis setto anything besides
MetaField or URL QueryVar.

To Field - specifiesvhereinformationshouldbe stored.

Modified Date , Title , Description , Keywords , Depth , andBody - Overridethe
standardields extractedfrom the content.

Authorization URL- Populateshe URL usedwhencheckingthis resultfor Results
Authorization.Pleaseseethe Allow  Authorization URLsection(3.6.54)for moredetails.

Category - To populatethe catayory via DataFromField, all the possiblecateggory namesmustbe
enteredn the Categyory setting.Usingoneor more DataFromField rulesto setCateyory will cause
the Applianceto ignorethe Categyories’ URL Patternsandinsteadsetcatgyory membershigasedn
theseDataFromFieldrules.

Note: dueto theway catgyoriesarestored,f catgoriesareaddedyeorderedpr removsedafter
contenthasbeenwalked,thena New walk will needto be performedo updatethecontents
catgyories.Renamingcatgyoriesdoesnot needa rewalk.

Subfetch - Thiscauseshe SearchApplianceto take thevalueit finds,andperformsa fetch of that
URL. Nothingis changedy the subfetchput ary furtherDataFromField ruleswill usethatfetched
documentasthe sourceof its content.Pleaseseethe Subfetchexamplebelow for a situationwhere
this couldbeused.

Additional Fields - If this profile hasary Additional Fields,they will beavailableasatarget
To Field

If youjustaddedhenameof a new Additional Field, youwill needto hit Update for the new
Additional Fieldto appeaiin theTo Field list.

Data From Field Example - Using Description for Title

If theres asitethatuseshesameHTML title for every pagebut hasa nicedescriptionyou canusethe
following settinggto storethe descriptionin thetitle  field (in additionto thedescription field).

REX Search - (Empty)
Replace- (Empty)

From Field - Description
From Meta Field - (Empty)
To Field - Title
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Data From Field Example - using PublishDatefor Modified Date

If you're walking a site of articlesthatspecifyaPublishDate  metafield for every page you canusethat
field’s valueinsteadof the normalModified Date.

REX Search - (Empty)
Replace- (Empty)

From Field - Meta Field ->
From Meta Field - PublishDate
To Field - Modified  Date

Data From Field Example - grabbing Price from meta

If thesiteyourwalking definesa metaheadeion eachpagecontainingaprice,it’s possibleto storethat
numericdatain an Additional Field for searchingAssumingyou've alreadydefinedan Additional Field
calledPrice , thefollowing settingswould save thatmetafield in the Additional Field.

REX Search - (Empty)
Replace- (Empty)

FromField - Meta Field ->
From Meta Field - Price

To Field - Price

Data From Field Example - grabbing Price from Text

Thetagetsite might not be organizedenoughto stick the Pricevaluein ametaheaderlf every page
containgext in theformatPrice: $19.95 , DataFromField cankey in onthat.

REX Searh - Price:=\space+\$ \P =[ 0- 9\ .]+
Replace- (Empty)

From Field - Text

From Meta Field - (Empty)

To Field - Price

Noticethatwe usethefield Text asthesourcenotHTML By operatingon the formattedtext insteadof the
raw HTML sourceijt allows properoperationevenif theHTML sourceusegshingslike
Price:  <b>$19.95</b> or <td>Price:</td> <t d>$19.9 5</t d>.

Data From Field Example - Subfetchto usePDF contentsfor a Web Page

Subfetch esallow youto usecontentfrom otherURLsto populatethe currentURL'srecord.We may
have a siteaboutarticles,whereeacharticlehasawebpagedescribinghearticle,andalink to a PDFof the
actualarticle. We'd like searcheghatmatcharticle contentdo take usto thewebpage notthearticle PDF
itself.

If thewebpagehasametaheadercalled“pdfLink” with a URL to thearticle PDF, we canusethe body of
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thePDFasareplacementor thewebpages bodywith two DataFromFielduleslike this:

REX Search - (Empty)
Replace- (Empty)

From Field - Meta Field ->
From Meta Field - pdfLink

To Field - Subfetch

REX Search - .+

Replace- (Empty)

From Field - Text

From Meta Field - (Empty)
ToField - Body

TheSubfetch DataFromFieldule fetcheshe URL specifiedn thepdfLink headerWhile this grabs
the PDF, it doesnt changearnything onits own. We thenpull from the PDF's text output,andusethatasthe
Body of thecurrentwebpage.

3.5.25 Required REX

Syntax:zeroor moreREX expressionseachon a separatéine

If specifiedall URLs walked by the SearchAppliancemustmatchat leastoneof theseexpressions.
Oppositeof Exclusion ~ REX

3.5.26 Required Prefix

Syntax:zeroor moreURL prefixes,separatedby whitespace

If specifiedall URLswalkedby the SearchAppliancemustmatchat leastoneof theseprefixes.

3.5.27 Max PageSize

Syntax:awholenumberfrom 1 up

Setsretrieved pagesizelimit to the specifiedhnumberof bytes.Pagedargerthanthelimit will betruncated
notdiscarded.

Note: PDFfilestendto bevery large for theamountof text containedwithin them. TruncatedPDFfiles are
not processabldueto their design.Make surethis settingis large enoughto handlethe largestPDFfile you
wantto index.

3.5.28 Max Pages

Syntax:awholenumberfrom -1 up

Limits thenumberof pagegetrievedin arunto thespecifiechumber Use-1 for nolimit.
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3.5.29 Max Bytes

Syntax:awholenumberfrom -1 up

Limits thenumberof bytesretrievedin awalk to the specifiednumber Use-1 for nolimit. Theactuallimit
is roundedupto includethe sizeof thelastpagesothatit doesnotgettruncated.

3.5.30 Max Depth

Syntax:awholenumberfrom -1 up

Limits thedepthof pageretrieval to the specifiecnumber Use-1 for nolimit. Depthis determinedy
countinghow mary links weretraversedo reacha particularpage.ThebaseURLs areall atdepth0. URLs
referredto by thebaseURL aredepthl, andsoon.

3.5.31 Max URL Size

Syntax:anintegerfrom 1 through2033

Limits the sizeof URLswalked. URLs longerthanthis will beskipped.Shouldnotexceed2033.The
defaultis 1024.

3.5.32 Max Requests

Syntax:anintegergreateithan0

This givesthe maximumnumberof sener requestgpagefetches)}o make on a singlesener connection
(i.e. Keep-Alverequests)if thesener andprotocolsupportmultiple requestsMultiple requestper
connectiorincreasesvalk speedandis neededor Windons/NTLM-protectedpages.Thedefaultis 100.

3.5.33 Max ConnectionLifetime

Syntax:anintegergreateithan0

This givesthe maximumlifetime (in secondsjor a connectiorto asener. Multiple requestgerconnection
may be made(if thesenerandprotocolsupportt) until theconnectioris thisold. Thedefaultis 600 (i.e.
tenminutes).

3.5.34 PageTimeout

Syntax:awholenumberfrom 1 up

Causeshe SearchApplianceto timeoutafterthe specifiedhumberof secondsluringeachpagefetch. This
includesthetimeto lookuptheIP addres®f the host,make the connectiorto the sener, anddownloada
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singlepage.A timeoutdoesnot causaheentireprocesdo quit. Thatpageis just skippedandconsidered
unavailable.

3.5.35 Meta Tags

Syntax:zeroor moremetatagnamesgachon a separatdine

This optiontells the SearchApplianceto look for the specifiedmetadatain fetcheddocumentandstoreit
in thedatabaseThen,this datais includedin text searchesThe metatags“Description”and“K eywords”
do not needto be specifiedherebecause¢hey will beindexed by default. Seebelow.

3.5.36 Standard Meta

Syntax:selectYesor No button

This optionindicateswhetherto automaticallyextractthe standardnetatags‘Description” and

“K eywords” from HTML documentslf “Yes”, descriptionandkeywordsmetadatawill be extractedand
storedin their own fieldswithin the databaseynlike othermetadatawhich will be collectedandplaced
togetheiinto asinglemetafield in the databaseThesemetatagswill beincludedin the searchwith a higher
precedencéhanothermetatags.

3.5.37 All Meta

Syntax:selectYesor No button

Extractall <meta name>datafrom HTML documentsandall metadatafrom anytotx
plugin-processedocumentsandplaceinto the metafield for searchingThis eliminateghe needto know
thenameof all possiblemetatags,but it alsoopensthe possibilityof recordingall mannerof nonsensical
metadata.

3.5.38 StorageCharset

Syntax:standardANA characteset(charsethame

This setsthe charsefor storingpagetext in thedatabaseluringwalks. Pageswill betranslatedo this
charsetvheninserted.If apagecannotbetranslatedit is storedandlabeledwith its sourcecharsetif
known). If left empty(thedefault) it is UTF-8 . This charseshouldbea supersebf US-ASCIlI (same7-bit
sequencesgndtranslatabldy the SearchAppliancefrom all walked pages’sourcecharsets.

Notethatthisis not necessarilghecharsethatsearchresultswill bedisplayedn: seeDisplay Charset
underSearctSettings.This settingis thedefault valuefor Display CharsetseenotesunderDisplay Charset.

3.5.39 SourceDefault Charset

Syntax:astandardANA characteset(charsethame
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If thesourcecharsefor awalked URL is notlabeledandcannotbedeterminedassumet is this character
set.Defaultis ISO-8859-1 . Thisshouldonly be changedf alarge numberof walk pagesarein an
unlabeledifferentcharsete.g.aWindows charset.

3.5.40 XML UTF-8

Syntax:selectYesor No button

Whetherto attemptto cleanup UTF-8 datafor XML output:remove invalid sequenceandcharacters.
ShouldbeYes if XML output(e.g.resultstyle8) is used(andStorageCharseshouldbe empty). This
helpsavoid browvsererrorswith XML pagesNote:if XML outputis not beingused this shouldbe setto
No, ascertaincharactershatareHTML-safe but not XML-safe will beremovedif enabled.

3.5.41 KeepHTML

Syntax:selectYesor No buttons

Specifiesvhetherto includethe namedype of text in the database.
ALT text

ALT text from IMG or AREAtags.

<STRIKE >

Text betweerkSTRIKE> and</STRIKE> tags.

<DEL>

Text betweerDEL>and</DEL> tags.

<FORM >

Text of form elementssuchas<input> tags,<select> boxes,and<textarea> elements.

3.5.42 KeepLinks

Syntax:selectYesor No buttons
Specifiesvhetherto follow the namedype of links whenwalking.
Stylesheet

Links from <LINK HREF=.. REL=stylesheet >tags.Notethatnonstylesheet <LINK> tags
will still befollowed. Thedefaultis N.

<FORM >

Links from <FORMACTION=...> tags.Without therestof theform properlyfilled out, suchlinks can
oftenproducenuisanceerrorpagesrom database-dren sites. Thedefaultis N.
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3.5413 Remove Common

Syntax:selectYesor No button

This causesommonleadingandtrailing text from pagedo beremovedfrom the databaseThisis goodfor
eliminatingnavigationmenusandotherstaticboilerplatetext atthe beginningand/orendof eachpage.

3.5.44 IgnoreTags

Syntax:oneor morepairsof strings,moreinputboxesareaddedasyoufill stringpairs

All databetweerthe specifiedbegin andendwill bestrippedfrom theHTML beforethetext is extracted.
Thesearesimplestrings,not patternsor REX’s andthe caseis ignored.This is usefulfor excluding
boilerplateor otherwiseunwantedportionsof HTML documents.

3.5.45 KeepTags

Syntax:oneor morepairsof strings,moreinputboxeswill beaddedasyoufill stringpairs

All dataNOT betweerthe specifiedbegin andendwill bestrippedfrom theHTML beforethetext is
extracted.Thesearesimplestrings,not patternsor REX’'s, andthe cases ignored.This is usefulfor
extractingprimeinterestareaof HTML pageswithoutthe surroundingpoilerplate.

3.5.46 Ignore Characters

Syntax:List of characters

List characterfierewhich shouldberemoredfrom thetext andquery Thesecanbe punctuatiorthatis
optional. Examplesarepartnumbersphonenumbersgetc. Take careto avoid removing important
charactersyhich you maywantto delimit words. E.g. with the setting”-@”, thetext “part 123-45@6"
would bestored(andsearchablas)“part 123456 " instead.

3.5.47 Plugin Split

A groupof settingghatcontrolwhetherandhow to splitanytotx  plugin outputinto multiple sub-URLs
in thetable.Non-text files, suchasPDFs thatanytotx  processeareoftenvery large or composeaf
sub-files.The Plugin Split settingallows thesefilesto be split up for finergrainsearching Split files will
causemorethanoneURL to beenteredn thehtml table(andthusalsoin potentialsearchresults)for the
original URL. SuchsubsequentRLs will have ananchorappendedo distinguishthemfrom eachother;
usuallythisis thesub-filename but it maybegenerice.g.“#parts " if thereareno sub-files.Note:
adjustingary of thesesettingscanaffecttheability of Refresh -typerewalksto completesuccessfully
(Newwalksoperateasusual).Note: Data from Field andothercrawl processings not currentlyperformed
on Plugin Split URLSs.

Depth
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The Depth settingcontrolsatwhatdepthto splitanytotx  output.Eachtime a multi-file archive is
unpacled by anytotx , thedepthincreases(Notethatthedepthdoesnotincreaseawith ary subdir(s)that
may be createdby eachunpacking.)Depth 0 (thedefault) meanssplit atthetop level (i.e. do not split).
Depth 1 wouldthereforeinserteachfile of a ZIP file asa separatéJRL in thetable.Filesdeepethanthe
Depth settingareleft meiged;e.g.anotherZIP file containedwithin a ZIP file would have its files’ text
remainmeigedat Depth 1.

Bytes

The Bytessettingcontrolshon mary byteseachpartwill be afterthefile hasbeensplit. The default of O
indicatesdo not split. Thisis usefulfor large monolithicfiles thathave no detectablesub-fileor page
structure If both PagesandBytesareset,thefirst limit reacheds usedfor eachpart.

AtPage

The AtPagesettingcontrolswhetherto force the Bytes-controlledsplitting to occurat a pageboundary(a
Ctrl-L). Checkingthis may make eachpartarbitrarily largerthanthe Bytes setting,becausea partmay
extendto the next pagebreak.With this settinguncheckd, a partmaybeupto 50%largerthanthe Bytes
setting,becausehe page-breakheckwill only gothatfaroverthelimit.

Pages

The Pagessettingcontrolshow mary pagedo groupin apart. Thedefault of 0 doesnotsplit atall. If both
PagesandBytesareset,thefirst limit reacheds usedfor eachpart. For example,settingPagesto 10 and
Bytesto 100000would breakat 10 pagesor 100KB, whicheser comedfirst. Thisis usefulto catch
page-boundedocumentdike PDFs,andsimultaneoushavoid generatindhugetext for non-paged
documents.

3.5.48 LanguageAnalysis

If Enableis setto Y, pageswvalked areprocessethroughthe LanguageAnalysisModule (LAM), obtained
andinstalledseparatelyThis modulehelpssupportsearchingn languagesuchasChinese,Japanesand
Koreanwherethereis oftennowhitespacdo delineateone“word” (logogram or groupof charactersfrom
anothermakingsearchingdifficult. The LanguagéAnalysisModuleinsertsspacedetweerwordsin the
text of suchpagesgenablingordinarynon-wildcardsearche$o matchbetter At searchtime, users’queries
arealsopassedhroughthe module,sothatthey canmatchthe processegagestext.

Language

A two-letterlSO 639languagecode“hint” for the LAM. If all or a majority of thewalked datais asingle
languagegenteringthatlanguages codeherewill helpthe LAM processlatabetter Thedefaultis empty
(nohint). Addedin Texis version6.00.12949758820110113.

Presewre 7-bit

Whetherto presere the separatiorof all-7-bit tokens.Sometimeshe LAM will separat@alphanumeric
tokensthatarenotlanguagevords,e.g. partnumbersgcausingsearctproblems.Settingthisto Y will
attemptto presere the separatiorfor lack thereof)of all-7-bit tokensin thewalkedtext.
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3.549 CJK Mode

Syntax:selectYesor No

CJK Mode modifiesthewalk andthe searchor betterhandlingmary Chinese,JapaneseandKorean
queries.

At index time, multi-byte UTF-8 charactersreindexed asindividual words. At searchtime, multi-byte
UTF-8characteren the queryareseparatethy spacesandquotessurroundhesequencéo maleit a
phrase.

This allows the queryto matchwherespacingmay causet to otherwisenot match.

3.5.50 Unknown File Formats

Syntax:selectExcludeor Include

Unknown File Formats controlshow files in anunknavn format(e.g. binarycontentnotidentifiedasPDF,
Word, text, etc.)arehandledIf setto Exclude (thedefault), suchunknavn formats’datawill beignored;
this avoids bloatingthe crawl databasandqueryautocompletelictionarywith garbageinary content.

If setto Include , thedatawill beincluded.This mighthelpfind wordsin otherwise-unsearchadbinary
files, but is unlikely to succeedsincethefile formatis unrecognizedall thatcanbe doneis a simple
strings  -likescanfor ASCII wordsin thefile. If thefile doesnot storewordsin anASCII format,only
garbageinarycontentwill bereturned.

Notethatunlabeledlain-text files—i.e. thosenotidentifiedby MIME typenor by file extension.txt " —
will generallybeidentifiedby anaturallanguagescan(if runningTexis 7.01or later),andproperlypassed
as-is.This settingonly appliesto files thatfail thattest,i.e. areunlikely to be plain text. Addedin
Appliance9 / Webinator7.

3.5.51 PDF Title Action

Syntax:selectoption

Controlshow titles arehandledfor PDFfiles.

e Automatic (default) - Usetheinternaltitle if oneis set,otherwisegeneratatitle.
e Always Generate - Alwaysgenerateatitle for the PDF ignoringary title setin thedocument.
e Never Generate - Alwaysusetheinternaltitie fromthePDEF If thereisn't one,thetitle is left
empty
Binaryfileslike Word documentganhave titles setinternally They’'re usuallyunsetandif they areset,it’s
likely to agoodtitle thatshouldbe used.

PDFfiles oftendiffer from this. Many PDF corverterssetthe PDF s title to the original flenamethatthe
PDFcamefrom. Thisresultsin aPDFwith atitle like expenseReport.d  oc, whichshavs up asthelink
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text in the searchresult. Usersclick onwhatappeardo bea Word documentpnly to arrive ata PDF
document.

SettingPDF Title  Action toAlways Generate tellstheSearchAppliancetoignoreary internally
settitle for PDFfiles, andalwaysgenerat@nebasednthecontent.

3.5.52 Word Definition

Syntax:oneor moreregularexpressiongREX), eachon a separatdine

Setstheword matchingexpression(s)Eachline is aregularexpressiordefiningwhatis considereé word
within thetextual contentof theretrieved documentsluringtheindex processThe default expressions
index normalwordsandsomespecialitemssuchasdomainnames.

You maysupplymultiple expressionspneperline, if you cant defineyourideaof all possiblewordsin one
expression.

For example,>>\alpha=\alnu m{1,2 0} will index “words” beginningwith analphabeticharacter
followedby 1 to 20 alphabeticor numericcharacters.

If Word Definition is changedthe LanguageCharacters setting(p. 112)shouldgenerallybe updatedo
reflectary new characteradded.

Changingheword definitionwith Update insteadof Update and GOwill causeheexistingsearch
index onthedatato be droppedandreluilt. The databasevill notbe searchabléuringthetime thatthe
index is beingrehuilt; this maytake severalminutesor morefor large profiles.

3.5.53 Text Seaich Mode

Syntax:selectfrom optionsor entercustommode
(Note: In earlierreleaseshis settingwasknowvn asCharacter Match Mode.)

Setsthe charactematchingmodefor text (keyword) searchesThis controlsaspectdik e case-sensitity,
ignoringaccentsetc. Theselectablevaluesare:

e Loose - Ignorecasejgnorediacritics(accents)expandligatures jgnorewidth differencesStorage
Charsetshouldbeemptyor UTF-8, thoughlS0O-8859-1 maysometimesvork. With this mode,
notonly will alower-case'e” matchanuppercase'E" andvice-versa(ignorecase)but “e” will
match“e” (UnicodeU+00E9),“oe” will match“cg (U+0153),andfull-width will matchhalf-width
characterg¢for ASCIl andkatakana).

e Strict - Ignorecaseonly. “e” will match“E”, but not“e”. StorageCharsetshouldbeemptyor
UTF-8, thoughlSO-8859-1 maysometimesvork.

e Strict ISO-8859-1 - Ignorecaseonly, andassumestorageCharsetis ISO-8859-1 . For
back-compatibility Availableonly for Text Search Mode.

e Exact - Matchcharactergxactly respectingase diacritics,width etc. Availableonly for Attrib ute
Compare Mode.
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e Custom -> - Usethecustommodeenteredn the Custom Mode box. Thisis acomma-separated
list composedrom thefollowing tokens;consultThunderstonéechsupportfor advice:

— is0-8859-1 - Assumeext is ISO-8859-lencodedShouldonly beusedif StorageCharset
is alsolSO-8859-1 . If thisflagis notset,text is assumedo be UTF-8,thoughoccasional
ISO-8859-1charactersvill usuallybe ableto matchtheir UTF-8 equivalents.

— ignorediacritic s - Ignorediacritic marks(accentsumlauts.etc.).E.g.“e” will match
“e” (U+00E9)andvice-wersa.

— expandligatures - Expandligaturecharactersk.g. “oe” will match“o8 (U+0153)and
vice-versa.Notethatwith this flag off, certainligaturesmaystill be expandedf necessarfor
case-foldingwith ignorecase

— ignorewidth - Ignorehalf-/full-width differencese.g.for ASCII andkatakanaharacters.

— ignorecase - Ignorecasedifferencese.g.“e” matches E” andvice-versaghisis the
default. Thealternatve is respectcase

— respectcase - Case-sensite searche.g.“e” doesnotmatch“E". Thealternatve is
ignorecase

— unicodemulti - UseUnicodecase-comparibles with multi-characteexpansionsvhere
needede.qg.for ligatures).Thealternatve is ctype or unicodemono .

— unicodemono - UseUnicodecase-compartables but do notexpandcharactersThe
alternatve is ctype orunicodemulti

— ctype - Usetheoperatingsystemsctype.h case-compartables.Only codepointdJ+0001
throughU+00FF(i.e. single-byteor ISO-8859-1range)aresupportedthoughthe actual
encodingmaybelS0-8859-1or UTF-8 dependingntheiso-8859-1  flag. Thealternatve is
unicodemulti or unicodemono .

Note: Changinghe Text Search Mode settingwill causeext searchindexesto berehuilt, which maytake
severalminutesor morefor large profiles.

3.5.54 Attrib ute Compare Mode

Syntax:selectfrom optionsor entercustommode

Setsthe charactematchingmodefor attribute comparisorsearchess.g. equalsjess-thanprderby, IN .
This controlsaspectdik e case-sensitity, ignoringaccentsetc. SeeText Seaich Mode (p. 75) for details
onwhatthesettingvaluesmean.Thedefaultis Exact . Notethatsearchesn Enumfieldsareunafected
by this setting,asthe Enumtypeis definedto be case-insensite.

Note: Changinghe Attrib ute Compare Mode settingwill causeExtra Indexes(if ary) to beretuilt. This
maytake afew minuteson large profiles,andmay preventwalksfrom proceedinguntil theindexesfinish.

3.5.55 Index Fields

Syntax:list of fieldsorderedby desiredweight
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Thesdfieldswill besearchedby theusers text query Fieldslisted higherwill beweightedhigherin search
resultsaccordingo the Position in Text searctsetting.Additional Fields maybeselectedif they areto
be searchedby theusers text query NotethatchangingAdditional Fields hamestypesor orderlatermay
affecttheir presencén Index Fields.

Notethatchanginghesefieldswill causdndexesto berehuilt, which maytake seseralminutesor morefor
large-dataprofiles. The old settingwill beuseduntil theindex retuild is complete.

3.5.56 CompoundIndex Fields

Syntax:list of field(s)from selectboxes,ary order

Thesdfieldswill beindexedalongwith Index Fields, butin thecompoundportionof the mainsearchindex.
They arenotsearchedby thetext query but areusedto improve accurag andperformancédor certain
ancillaryqueriesperformedn additionto themaintext searchsuchaswhenorderingresultsby
last-modifieddate,or searchindy Depth. Thedefault valuesareVisited , Modified , Depth andPop.

Theselectedieldsmaybein ary order;they areusedonly whenneededunlike Index Fields, all of which
arealwayssearchedby theusers text query Notethefollowing caveats:

Adding afield to Compound Index Fields will nothelpsearclperformancéf thereis no main (text)
queryalso,asthecompoundartof theindex canonly beusedin conjunctionwith atext query

Only afixed-sizeamountof datacanbe storedin eachrow of eachof the Compound Index Fields,
soonly fixed-sizefieldssuchasdatesjntegers,numbersetc. shouldbe chosenlf text datais used,
all valuesfor thefield in the databasshouldbe small(afew charactersjor bestperformance.

Additional FieldsText fieldsarenot permittedin Compound Index Fields.

Notethatasthisis the sameoverallindex asindex Fields, changingary of thesefieldswill causendexesto
berehuilt, which maytake severalminutesor morefor large-dataprofiles. Theold setting(swill beused
until theindex rekuild is complete.

3.5.57 Extra Indexes

Syntax:select-boxor index typeandtable,text boxto enterindex nameandfields

Extra Indexesmaybecreatedo improve searchperformancendaccurag in situationsvherethe main
text index (Index Fields) and/orits Compound Index Fields arenot suficient. They arenotgenerally
createdunlesssuggestetby Thunderstonéechsupportfor certainqueries.

Notethatcreatinganextraindex on alarge-datgprofile maytake severalminutesor more.If theindex Type
is notMetamorph norMetamorph Inverted |, creatingtheindex mayalsoimpedewalksor other
databasenodifications Non-Metamorph /Metamor ph Inverted indexesshouldthereforebecreated
befoe the profile is walked or populatedvith datato avoid thisissue,f possible Extra Indexesshould
only be createdvhenthe profile is not actively walking, to minimizeloadandpotentialwalk impediments.
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3.5.58 Spell-checkDictionaries

Syntax:select-boxchoice

This settingcontrolswhatdictionarieso createfor spellchecking.Thedefault (Create  all ) isto create
all neededlictionaries However, this canconsumesignificanttime andmemaoryfor somelarge-data
profiles,soto consere systenresourcespnly the multi-word-occurrencelictionarymaybe created
(Create  multi-word only ). Thismayreducespell-checlsuggestionat searchtime however. To
furtherconsere systenresourcesno dictionariesatall maybe createdNone). Thiswill disablespell
checkingatsearchime.

3.5.59 Primer Type

“Primer URLs"” areURLsthatarefetchedbeforeactuallystartinga walk. They arenot storedin the search
databaseyut insteadareusedto “prime” the SearchAppliancewith ary necessargredentialge.g.login
cookies)for accessingherestof thesite. By default, theBaseURL is used,n caseary session/ASP
cookiesareneeded.

ThePrimer Type settingspecifieavhich (if ary) urls areusedto primetheprofile:

e None - No primerURL is used.TheBaseURLs arewalkedasnormal.

e Base URL-theBaseURLsareusedto primethewalk. This differsfrom None in thatthebase
URLs aresubmittedonceandtheresultsdiscardedandthensubmittedagainfor walking.

Thisis usefulin situationswherethe BaseURL containdogin information,andthepagereturns
“thank youfor loggingin” with no othercontentuntil the pageis requestedgain.

e Custom (default)- TheURLslistedin Custom Primer URLSs (if ary) areused asdescribedelow.

For HTTP Basicor NTLM protectedvebsites,theLogin Info settingshouldbe usedinstead.

3.5.60 Primer URLS

Syntax:URL, optionalvariablespptionalbad-loginquery optionalURL query

Whenthe Primer Type settingis setto Custom, the Primer URLSs settingvaluestake effect. Thereare
two waysto usea customprimerURL - submittingtheform directly, andfilling outtheform.

Submitting the Form Dir ectly: Custom Primer URL

If aform-basedogin mustbefilled out beforeaccessing site,the Custom Primer URL canbesetto the
<FORMACTION>URL of thelogin (fully-qualified), with ary form variables(e.g.user/passijlled outin
thequerystring. If the<FORMMETHODmustbe POSTinsteadof GET, the URL protocolmaybe
changedo the pseudo-protocdihttp-post " E.Q.:
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http-post://log in .a cme.c omc heckLogin .a sp?User =Admin &Pass =open- se same

would be submittedusingthe POSTmethod with the givenquery-stringvariablessentasthe content.Note
thatthe query-stringvariablesandvaluesshouldbe URL-encoded.

Filling Out the Form: Custom Primer Variables

Sometimesubmittingtheform directly is not sufiicient. Formson webpagesancontaindynamichidden
variablessuchasaviewstate for sessiortracking. This meangheform mustbe openedfilled out,and
submittedjnsteadof simply submittinga pre-definedactionURL.

Thisis achievablewith the Custom Primer Variables setting.Insteadof settingCustom Primer URL to
theactionof thelogin form, you setit to the URL of the pagethatcontaingheform. Custom Primer
Variablesis a URL-encodedist of name/aluepairsto setonthe Custom Primer URL page.

WhenCustom Primer Variablesis set,the Custom Primer URL is fetched andthenthevariables
specifiedn Custom Primer Variables areusedon theform, andthenthatform is submitted.

For example let's saytheres a pleaselLogin.asp pagethatsubmitsto checkLogin.asp , andthe
form containsa dynamicstatethathasto beincludedor checkLogin.asp  will rejectthelogin. If youset
Custom Primer URL to

http://login.ac mec on/pl easelogi n.a sp

andsetCustom Primer Variablesto

User=Admin&Pass =open%26clo se

ThepleaselLogin.asp pagewill befetchedtheform field User will besetto Admin andPass will
besetto open&close (notethe URL-encoding)andthentheform onthepleaselogin.asp page
will be submittedgoingto checkLogin.asp

Thismeanghatif theform onpleaselLogin.as  p contains

<input type="hidden" name="sessionsta te " value="abcl23xyz "/ >

thenthathiddenvariablewill be submittedalongwith therestof theform.

Note: After version8.0.4(2012-07-13Yhe SearchAppliancewill settheHTTP(S)Referer headeffor
eachprimerURL to the URL of the previously usedprimer Soauthenticatiorsystemghatrequire
Referer swill work. If thefirst primerURL alsorequiresaReferer addaprimerURL beforethatsoit
picksupthatasthe Referer . Thisdoesnotaffecttheuseof Referer inthemainwalk.
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Checkingfor Bad Logins: Bad Login MM Query

Sometimesthe primerURL login mayfail, e.g.badlogin. However, sincetheonly errorindicationmaybe
a“Login failure”-typemessagandnotatrue HTTP errorcode the SearchAppliancemaynot be ableto
detectthis andmight continuewalking uselesgpermission-deniedr “Pleasdog in first”) pages.

To helpdetectsucha primerURL failure,aBad Login MM Query maybeenteredIf non-emptythisis a
Metamorphgueryto run againsthe HTML returnedfrom theassociategrimerURL. If it matchesthe
primerURL is consideredafailure,andthewalk is stoppedor that particularsite (otherBaseURLs will
continue).

Multiple Primers: BaseURL MM Query

If multiple customprimerURLs arebeingused,you cancontrolwhich onesareusedfor which BaseURLs
via BaseURL MM Query

By default, primerURLs areonly usedon BaseURLs thathave a matchingprotocolandhostnamelf Base
URL MM Query is non-emptythenthis Metamorphquerywill berunagainstheBaseURL being
walked. Theassociategrrimer URL will only befetchedif it matches.

Following additional links with the IFOLLO W_LINK token

The primersystemautomaticallyfollows theHTTP redirects301 Moved Permanently and

302 Found. Sometimedogin systemgroduceadditionallinks thatmustbefollowedto getthelogin
cookie,but arent true HTTP redirects Examplesouldbejavascriptthatsetsdocument.locat  ion ora
pagethatsimply says‘click hereto continue”.

ThespecialCustomPrimerURL token!FOLLOW _LINK canbeusedinsteadof a URL to follow thefirst
link generatedby the previousprimer’s fetch. This canbe addedmultiple timesto follow multiple links.

3.5.61 Login Info

Syntax:nameandpassverd

Specifyausernamandpasswrd for sitesthatrequirealogin to view certainpages.Theseareusedwith
HTTP Basic,Windowvs NTLM, andFTP authenticationOtherauthenticationmethodsarenot supported
currently Without properlogin, protectecdpageswill beskipped.

If thisis adomainaccountgnterbothin the Usernamdield, separatethy a backslash\ ), i.e.
MY_DOMAIN\myuse .

If youaretrying to walk a sitewherealogin form is provided on aweb page you maybeableto walk it by
usingtheactionURL from theform with theform variablesencodedntothe endasyour baseURL. For
exampleif theform variablenamesvereUnameandUpassandtheactionURL was

http://www.mysi te .c omlo gi n. asp youmaybeableto usea URL like

http://SERVER/I ogin .a sp? Uname=YCQJRMME&Upas s=Y OLRPASSWORD
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Note: Thesearchnterfacedisplayshit context andhasanoptionto view the entiretext of the page.This
allows searchuserso view “protected”pageswithout enteringa passvord.

3.5.62 Proxy

Syntax:thefull URL to awebproxy sener

This specifieshe URL (notjusthostnamedf a proxy websener throughwhichto passpagefetchrequests.
Blank meangdon't usea proxy:.

3.5.63 ProxyLogin Info

Setsthe usernameandpasswerd to authenticateéo proxy seners,usingthe Proxy-Authentic ate
heademndBasicAuthentication.Usedif the Proxy URL is filled in. Addedin version4.01.1031600000
Sep9 2002.

3.5.64 Cookie SourcePath

File pathto a Netscaper Microsoft InternetExplorerformatcookiefile to readat startup. This allows
persistentookiessaved by a browvserto bereadby the SearchAppliance,soit caninheritthe browvsers
state.Thisis notrecommendewith the SearchApplianceasit would requireexportingafilesystemwith
your cookiefile andmountingit to the SearchAppliance.Thenevery walk would be dependenon that
machinebeingonlineandthe cookiefile beingpresent.

3.5.65 CookieJar

Netscaper Microsoft InternetExplorerformatcookiedatato loadat startup. An inline alternatve to
Cookie Source Path . Thisallows persistentookiessavedby abrowvserto bereadby the Search
Appliance,soit caninheritthe browsers state.To easilywalk a sitethatrequiresa customlogin (i.e. not
HTTP Basicauthentication)andthatusespersistentookies justlogin normallyusingabrowser Then,
copy thatbrowsers cookiedatainto the Cookie Jar setting.Then,the SearchAppliancewill
automaticallyinheritthe browvsers permissionsAddedafterversion8.0.42012-07-13.

3.5.66 Strict Cookie Paths

If setto Y, thePath attribute (if presentpf ary receved cookiemustbea prefix of the URL settingit, or
thecookiewill bediscardedasperRFC29653.3.2.This helpspreventoneapplicationfrom alteringthe
cookie(s)of anotherapplicationonthe samesener; suchisolationmaybedesiredf theapplicationshould
be protectedrom eachother However, typically suchcross-patlalteringis acceptable- e.g. somelogin
systemslepencdnit — sothis settingdefaultsto N, which alsoalignswith typical brovserbehaior. Only
availablewith productsusingTexis version6.00.134221500201210713andlater; earlierversions
effectively behae asif this settingwerealwaysy.
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3.5.67 Off-Site Pages

Syntax:selectYesor No button

Allow retrieval of individual off-site pagesBy defaultthe SearchAppliancewill notretrieve pageghatare
noton thesamehostasthebaseURL(s). Usingthis option, pagesot onthe samemachinewill be
retrieved, but noneof the pageghatthey referencewill bewalked.

All otherdiscardingrulesdont involve the site exceptfor StayUnderstill apply (ExtensionsExclude
Prefix,RequiredRex, etc).

3.5.68 Off-Site Components

Syntax:selectYesor No button

This optionalsoallows off-site resourcegmbeddedvithin on-sitepagedo befetchedfor processingThis
includesjavascriptsourcesembeddedrames,andredirects.

3.5.69 StayUnder

Syntax:selectYesor No button

Whenthisflagis Yes,walkswill stayunderthedirectoryspecifiedn thebaseURL(s). Whenthisis No, if a
hyperlinkto anotheldocationon the samesiteis encounteredhewill follow thelink. In neithercasewill
thewalk goto othersitesunlesghey arein thelist of walk URLs or allowed domainsor networks.

3.5.70 PreventDuplicates

Syntax:selectYesor No button

This optionenablesextra checkingfor duplicatedocumentsDocumentswvith the samecontentareonly be
storedonce,evenif their URLs aredifferent. Thisis accomplishedby hashinghetextual contentof the
pageandnot storingary pagewith a hashcodethatis alreadyin thedatabase.

3.5.71 Duplicate CheckFields

Syntax:checkborsto choosdields

Thesearethefieldswhichwill bechecledfor duplicateprevention(if Prevent Duplicates is
enabled).Theconcatenatiownf thesefieldsis hashedor eachincomingdocumentandif the hashis the
sameasanexisting documenttheincomingdocumentwill bediscardedasa duplicate.

By default, only Body is checled, asthebodyis the majority of searchcontentfor adocumentandthus
anothedocumenthathasanidenticalbodyshouldbe considerec duplicateevenif it hasa slightly
differenttitle or description.
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However, sometime®rrorsin processinge.g.anytotx ) cancausehebodiesof large numbersof
documentdo becomeemptyandthusbe considerediuplicatesof eachotherandremaoved. In this caseit
maybedesirabldo eitherturn off Prevent  Duplicates  or checkmorefieldsin Duplicate Check
Fields

Note: ChangingDuplicate Check Fields afterawalk hascompletedi.e. beforealaterRefresh
typewalk) may causenew documentgo notberemored asduplicatesasexpected sincethe pre-&isting
documentshashesrenow for a differentsetof fields. Thiswill notcausesrrorsor corruption;it justmight
leave somenewly-duplicatedocumentsn thedatabase.

3.5.72 Store Refs

Syntax:selectYesor No button

ControlswhethertURLsreferencedy retrieved pagesareaddedo therefstable. This cansave sometime
duringthewalk, aswell as,disk spacef it's turnedoff. But turningit off preventsthe“Show Parents ”
optionin thesearchfrom working. It alsoreduceghedetailavailablefrom walk errorreports.

3.5.73 Inline Iframes

Syntax:selectYesor No button

Thisindicateswhetherto treatiframesasa partof the pagethey areon or asseparatestandalonepages.
SelectingYeswill make thempartof the page.Selectingnowill make themseparate.

3.5.74 Max Frames

Syntax:awholenumberfrom 0 up

Thisindicateghe maximumnumberof framesallowed on a page.Pageswith moreframesthanthis are
discarded!f thisis setto 0, theframesof frameddocumentaretreatedasindependentstand-along@ages.

3.5.75 ExecuteJavaScript

Syntax:selectYesor No button

ExecuteJavaScriptthatis containedn fetchedpagesandthatmight alteror generateéhe pagecontentand
URLs.

3.5.76 FetchJavaScript

Syntax:selectYesor No button

FetchJavaScriptthatresidesat a separatéJRL insteadof beinginline onthepage(e.g.<SCRIPT SRC>
tags).
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3.577 JavaScript String Links

Syntax:selectappropriateheckbors

Setswhich additionalsourcef potentialJasaScriptlinks to check.SomeJavaScriptlinks maynotbe
foundwhenscriptson awalked pageareexecutedsotheinternallist of all JavaScriptstringobjectsis
scannedor potentialURLs accordingo the checled boxes. Menu will look for commonJavaScriptmenu
navigationsystemlinks; Protocol  will look for stringsthatlook like valid fully-qualified Weblinks;
File will look for probablefile strings.

Notethatary of thesesourcesnaypotentiallyfind incorrectlinks, especiallythe File  type. Checking
File isgenerallyusedonly asa last-ditcheffort to find someJaraScriptlinks.

3.5.78 Debug JavaScript

Syntax:selectYesor No button

Printadditionaldeluggingmessagefor JasaScripterrors.

3.5.79 JavaScript Memory

Syntax:numericmemorysizee.g.20MB

Altersthemaxamountof memoryallowedfor runningJavaScript. The default (if the settingis empty)is
20MB. Increasinghelimit mayhelpif errormessagesuchas*“JavaScript exceeded scriptmem
limit " areencounteredNotethatthe MaximumProcessizelimit settingmayalsoneedto beincreased
if thisis increased.

3.5.80 JavaScript Timeout

Syntax:integer

Max time, in secondsto allow for runningJavaScript. Thedefault (if the settingis empty)is 5 seconds.
Largeor comple JavaScriptpagesmayrequiremoretime, e.g.if “JavaScript exceeded
scripttimeout " messagearereceved.

3.5.81 Trace Settings

Syntax:text

Delug/tracesettingsandvalues asa comma-separatdist of “param=value " tuples.Thesearegenerally
only setattherequesbf Thunderston¢éechsupportasthey cancausecopioustracingmessagew appear
ascrawl “errors”, someof which mayreveal authenticatioror othersensitve information. Supported
settingsandvaluesaresubjectto possiblechangdn futurereleases.
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3.5.82 Protocols

Selectwhich protocolsto allow to befetched.If aprotocolis notenabledput the BaseURL usesdt, it will
be automaticallyenabledor thewalk. The protocolscurrentlysupportedarehttp , https |, ftp , gopher
andfile

3.5.83 HTTP Version

WhatHTTP versionto usefor requestsHTTP/1.1 enablesompressioiigzip, chunled,compressdeflate
Content-Encodingandis the default for productsusingTexis version6 andlater HTTP/1.0 wasthe
defaultfor previousversionsHTTP/0.9 is of limited/nouse.

3.5.84 SSLClient Protocols

Which SSL protocolsto allow for client HTTPS/SSLconnectionsvhenwalking andresultauthentication,
i.e. for connectiongrom the SearchApplianceto remotehttps:// URLs. Thedefaultis to leave SSLv2
andSSLv3disabledastheseareknown to bevulnerableto attacks.

Sometimes crawler’s connectiorfails at (or soonafter)the SSL negotiation,possiblywith theerror
messagéMissing HTTP response line in reply from ..”. Thismaybedueto settingson
theremotesenerthatdisallov certainSSL protocols- yetthoseprotocolswereenabledunderSSL Client
Protocols(e.g.for legag/ reasons)in suchcasesgisablingvariousSSL protocolsmay enablethe
connectiorto succeed.

Note: To changeheserverside SSL protocolsacceptedby the SearchAppliance— e.g.for admin,search,
Dataloadetc.— seeHTTPS/SSL ProtocolsunderSystemwWide Settings.

3.5.85 Authentication Schemes

Selectwhich authenticatiorschemeso allow for passwerd-protectedJRLS. Thesettableschemesire
Basic , File (for file:// URLS),NTLMvlandNTLMv2 NTLMv2 requiresTexis version
5.01.1213917002008061%r later Notethatthescheme(shctuallyacceptedor agivenURL are
determinedy thesener; if noneof the sener-offeredschemesareenabledoy this setting thenthe
protectedJRL cannotbewalked. This settingcanbe usedto disableless-securer undesiredschemessuch
asBasicor NTLMv1 authentication.

3.5.86 EmbeddedSecurity

Selectthe securityfor embeddeabjectson a page(e.g.frames scripts).Any fetchesary requiredobject.
Non-decreasing  will fetcharequiredobjectif its security(https:// vs. nonhttps:// in the
URL) is notlessthanthemainpage;.e. anhttps:// objectonanhttp:// pagewill befetched but
notvice-versa.Non-increasing is theopposite.Same protocol  requireshatthe protocolof the
objectbethe sameasthe mainpage.
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3.5.87 Entropy Source

Selectsstandarddefault) or alternatesntrofy source Entroyy is usedto initialize the SSLhttps  plugin.
The standardsourceshouldbe suficient; thealternatesourceis only neededf theprngd daemon(some
Unix platforms)is requiredbut cannotbe successfullyun. Note: Settingthe sourceto Alternatewill
decreas&SLhttps  security

3.5.88 Multiple Fetches

Syntax:selectY or N

Multiple Fetches allows apageto be fetchedmultiple times,andcanpotentiallyslov dovn awalk.
It shouldonly be usedin specificsituationsgn conjunctionwith Off-Site Pages.

For example,Considetthe situationof walking two sites,a.com andb.com with Off-Site Pages
enabledA link from apageona.com tob.com/page.htm is considereaff-site, soit will bewalked
but its links won't. Then,whenb.com startsits walk, b.com/page.htm  won't be processethecausét’s
alreadybeendone,causingb.com/page.htm  ’slinks to notbeincluded.

Multiple Fetches allowsthe2ndencountepf b.com/page.htm  to beprocessedgain,whichwill
allow its links to be properlyprocessed.

3.5.89 Follow Cross-SitelLinks

Syntax:selectY or N

Whenwalking multiple hosts settingFollow  Cross-Site Links to Y will allow links from onehost
to anotherto berespectedasopposedo only startingfrom eachhosts BaseURLSs.

If you have alot of BaseURLsthathave lots of duplicatelinks to eachotherthatwouldve beenfound
on-sitearyway, settingFollow  Cross-Site Links to Ncanimprove walk performance.

3.5.90 Max Redirects

Syntax:awholenumberfrom O upor -1

Thisindicateghe maximumnumberof redirectshatarefollowed whenattemptingo retrieve apage.If set
to -1 thenredirectswill notbefollowedwhenattemptingo retrieve the page but will betreatedasalink.

3.5.91 Empty Form Redirects

Syntax:selectY or N

Somewalked pagesmplementaredirectby having aHTML form thatpointsto thetarget,anduses
JavaScriptto submitthe form.
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If Empty Form Redirects issettoY andapagedoesnt have ary contentthe SearchAppliancewill
treatary HTML <form> tametsonthepageasaredirect.

3.5.92 ExecuteWalked Dataload

Syntax:selectY or N

The Dataloadsystem(section4.19.3,p. 154)allows administratorgo loadarbitrarycontentinto the Search
Applianceby POSTing XML files.

If Execute Walked Dataload issettoY, thenvalid dataloadXML filesthatareencountereduring
thecrawl will befully processeasif they wereuploadedo theappliance.

Dataloadandreplicationare supportedn thefull Texis product,but notWebinatoronly.

3.5.93 Index Name

Syntax:oneor morefilenamesseparatethy space

Setthefilenameassumedor directoryURLSs. Thedefaultis “index.html " and“index.htm ". This
filenamewill beremovedfrom storedURLs to preventredundanfetchesof the page.Sothe URLs
“http://lwww.mysit e. com/fu n/ ” and“http://www.mysi te .c omfu n/in dex. html " will

be consideredhe sameandonly befetchedonce(ashttp://www.mys it e.c omf un/).

3.5.94 DNSMode

Syntax:chooseérom dropdown list

This controlshow the SearchAppliancelooksup IP addressefor hosthames:Internal " usesTexis’s
own internalparallelizingnamelookuproutines.“System ” usegshe standardystenroutines.You should
use“Internal " unlesst causexompatibilityproblems.

3.5.95 UserAgent

Syntax:full useragentstring

Setthe UserAgent(browsertype)to reportto webseners. Normally the SearchAppliancereportsitself as
Mozilla version4.0. Modify this settingto reportasadifferentuseragent.If youwantto emulatea
particularbrowvser you canaccesgyour sitewith thatbrovser thencheckthesite’s transferlog to seewhat
useragentstringwaslogged(typically thelastdouble-quote@ntryontheline).

3.5.96 Mime Types

Syntax:oneor moreacceptablMIME types,eachon aseparatdine
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Thesearethe MultipurposelnternetMail Extension§MIME) typesthatthe SearchApplianceinformsthe
websener areacceptableMIME typeshave the syntaxtype/subtype . Eithertype orsubtype may
be* to mean“any”. By defaultall MIME typesareallowed (*/* ).

3.5.97 CustomHeaders

Syntax:oneor moreName/\aluepairs

Theseareextra headerso sendto thewebserer whenfetchingpages Sometimes sener applicationwill
notwork right whenoptionalHTTP headerarenot presentThis allows settingthemasneededn such
situations.

Heademamesshouldnot have ary space®r thetrailing colon ().

3.5.98 RespectExpiresHeader

Syntax:choosdrom dropdown list

For Refresh -typewalks,this controlshow the Expires headeiis used.Setto Nothe Expires header
will beignored.Setto Limited theExpires heademill beusedbut limited by theMinimum Refresh
Time andMaximum RefreshTime. Setto Yes theExpires headewill betreatedasdefinitive.

Invalid andout of rangeheaderswill beignored,with the exceptionof “0”.

3.5.99 CacheContent

Syntax:choosegrom dropdown list

CacheContentallows the Applianceto storea copy of the contentasit walks. In the searchinterface,a
View Cached link will appeaby resultswhich allows usersto downloadthe contentdirectly from the
Applianceratherthanusingto the originallocation.

Matchesn the contentwill behighlightedin cachedragegshatareHTML documentsThe highlighting
usegheContext  Highlighting settingon the searchsettingspageto stylethe highlights.

In additioncachingcontentcanbe usefulin situationsvherethe originallocationis unavailable,either
becausa seneris down or theuserdoesnot have accesso thefile sener from aremotelocation.

Thechoicesor CacheContentare:

o None (default)- No extra storageof the original contentoccurs the Applianceonly maintainghe
plaintext representationf theresultsfor searchingasit alwayshas).

e Results Only - While walking,the Appliancemaintainsa copy of theoriginal content.Selecting
View Cached from asearchresultwill presenthatcachedcopy. Links andreference$rom web
pagesareleft unmodified pointing backto the original site.
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e Site Mirror - While walking,the Appliancemaintainsa copy of the original contentandalso
collectsandstoresauxiliary contentusedby web pagegimagescssstylesheetstc)thatisn’t
normallynecessarjor the Appliancewalks.

WhensearchusersselectvView Cached, links andreferencesn cachedvebpagesarerewrittento
pointbackto the Appliance,utilizing the cachedversionsof theseresourcesThis allows a full
cachedview of asiteto operatewhentheoriginal site becomesinavailable,insteadof presentinga
cachedveb pagewith lots of brokenimagesandlinks.

Notethatsomecomple, dynamicwebsitesmight not be ableto befully mirrored.
Note: CacheContentis a completelyseparatdéeaturefrom the similarly namedResultsCaching.

e ResultsCachingsaresanentirepageof resultsaftera searchs performedsoadditionalsearche$or
thesametermscanusethatcachensteadof performingthe searchagain.Thisis invisible to search
users.

e Thisfeature CacheContentsaresadditionalinformationwhile walking sothatuserscandownload
anoriginal copy of theresultdirectly from the Applianceinsteadof the originallocation. Thisis done
throughaView Cached link onthesearchnterface.

Pleasesee3.6.101for moreinformationon ResultsCaching.

3.5.100 Default RefreshTime

Syntax:choosegrom dropdown list

For Refresh -typewalks,thisis thedefaulttime periodto initially try refreshinga URL; typically setto 1
minute.Notethatthe actualrefreshperiodis dynamicallycomputedor eachURL basedn how oftenit
changes.

3.5.101 Minimum RefreshTime

Syntax:choosdrom dropdown list

For Refresh -typewalks,thisis the minimumtime periodto try refreshinga URL. The actualrefresh
periodis dynamicallycomputedor eachURL basedn how oftenit changesandwill notbelessthanthis
value. This preventstoo muchtime beingspentrefreshinga very dynamicpage(i.e. constantlyrefreshingt
andloadingthewebsener). Typically setto 1 minute.

3.5.102 Maximum RefreshTime

Syntax:choosdrom dropdown list

For Refresh -typewalks,thisis the maximumtime periodto try refreshinga URL. Theactualrefresh
periodis dynamicallycomputedor eachURL basedn how oftenit changesandwill notbegreaterthan
thisvalue. This ensuresghatall URLs— evenrelatively staticones— areeventuallychecled for changes.
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3.5.103 Maximum ProcessSize

Syntax:choosdrom dropdown list

Upperlimit to memorysizeof walker processedf awalker processxceedshislimit, it is re-startedatthe
samepointit left off) by thedispatcherat mostonce.If the samechild repeatedlyexceedghislimit, the
walk maystopuntil it is re-startedvia scheduleor manually Notethatthis is a soft, nothardlimit: the
processnayexceedit briefly, yetwill exit gracefullyandnotcrashif so.

3.5.104 Maximum Load Average

Syntax:numbeyor-1 for nolimit

Maximum Load Average helpspreventthe SearchAppliancefrom becomingoverloadedlf theload
goesabove thespecifiedMlaximum Load Average ,thewalk will pausatself until theloaddecreases.

You canseethe currentload of theapplianceatary time by goingto System -¢,
System Information ,nextto Load . The3 numbergsepresentheaveragdoadduringthelastl, 5,
and15 minutes.

3.5.105 Replication Settings

Syntax:List of hostsandprofiles

A list of hostsandprofilesto sendwalk dataupdatego. The hostsmusthave the sendingsener listedasa
clustermembemunderthe system-widesettings.

3.5.106 SendData

Syntax:selectY or N

SendDatawill causehis profileto sendchangesn searchableontentto be sentto this replicationtarget.
Thisincludesaddingor changingcontentandrefreshwalksremoving URLs thatareno longerpresent.

Thisdoesnotincludestartinga new databaséor a“New” walk. If URLs arepresenin a previouswalk and
not presentn thenext “New” walk, thiswill notremaove the URLs from thereplicationtarget. Thisrequires
Send Settings ,asdescribedelow.

3.5.107 SendSettings

Syntax:selectY or N

SendSettingscauseshis profile to sendary settingschangedo this replicationtarget. Thisincludesstarting
“New” walks,whichwill causghereplicationtargetto startfrom afreshdatabaséik e thereplication
sendedoes.
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3.5.108 Batch Rows

Syntax:number

Definesthe numberof itemsthereplicationsendemill attemptto accumulatén a singlebatch.This should
not needchanged.

3.5.109 Batch Size

Syntax:number(in bytes)

Definesthe thresholdfor sizefor asendinga batchof replicationitems.Whencollectingitemsto replicate,
oncethesizeof theitemsis overthis thresholdthe batchwill besentoff to thetamgets.This shouldnotneed
changed.

3.5.110 Batchldle

Syntax:number(in seconds)

Definestheidle timeoutfor sendinga batchof replicationitems.Whencollectinga batch,if nonew items
appearfor this mary secondsthereplicationbatchwill be sentto thetamets.This shouldnot needchanged.

3.5.111 Log Replication

Writesinformationfor this profile’s replicationqueueprocessoto replication.lo g.

If boththeSystem-widd_og All Replication andthis profile’sLog Replication areset,
loggingfor this profile will bethe moreverboseof thetwo.

Seealso“Replication”4.19.

3.6 Search Settings

This groupof optionsappliesto the standardearchandprovidesa convenientway to make common
changedo the searctbehaior andappearance.

Seealso“Customizingthe SearchAppliances Appearance?2.2.

3.6.1 Notes

Thisis thesamesettingasNotesunderWalk Settings:a scratchpadareafor theadministratoof the profile.
It in noway affectsthewalk or search.
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3.62 Query Logging

Syntax:selectYesor No button

Thisindicateswhetherthe searchshouldlog userqueriesIf Yes,users'queriesareloggedto thequerylog
tableof thedatabaseThe contentof thistablemaybeviewedfrom theQuery Log menuof the
Administrative Interface.

Note: Thequerylog tablegetseraseduringevery new walk. Youwill only beableto view querieshat
have occurredsincethelatestnew walk. Refreshwalksdo not causehetableto beerased.

3.6.3 Rotate Schedule

Syntax: Theday of week(or daily) andthetime of dayto rotate

This selectsvhento rotatequerylogson this profile. During a rotateaction,the log tabledatais optionally
e-mailedto someoneandthenthe datais erasedrom thelog table.

SeealsoAttach  Logs (section3.5.3).

3.6.4 Emalil

Syntax:A valid e-mailaddress

Whenthe querylog is rotated(accordingo the scheduleset),ane-mailmessage&vith anattachedile
(containingthe previouslog data)is sentto this addressMultiple addressemaybe specified separatedhy
commas.

3.6.5 ResultOrder

Syntax:selectRelevzance Date,or URL button

This determineshe default orderingof searchresults.

e Rank - searchresultsareorderedoy rank(or relevance)by default.
e Date - searchresultsareorderedby datedescendingnewestfirst) by default.

e URL- searchresultsorderedby their URLs alphabeticallyby default.

Searcluseramayselectthealternateorderingfrom this defaultin the Advancedsearchiform.

3.6.6 ResultsStyle

Syntax:choosegrom dropdown list
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This controlsthe style usedfor displayingindividual answergo userqueries.Therearevariousstylesfrom
whichto choose.Thearrangemerdandamountof informationvariesin every style. In theadministratie
interfaceyou mayclick thequestiormark(?) next to “Results  Style " to seeasampleof eachof the
availablestyles.

3.6.7 Allow RSS

Syntax:selectYesor No button

If Allow RSSis setto Y, theneachsearchresultpagewill includeareferencdo anRSSfeedfor that
searchwhich userswill beableto monitor

SettingAllow RSSto Nwill bothremove thereferencdrom searchresultpagesanddisallov theviewing
of RSSfeeds.

3.6.8 Format XSL Output

Syntax:selectYesor No button

If setto Y, thenextraline breaksareaddedn to the outputof thesenerside XSL stylesheeprocessing.
This hasthefollowing effects:

¢ It makestheHTML outputmorereadabldy humanschangingt from oneextremelylongline to a
well formatteddocument.

e It addsa smallamountof sizeto thedocumen{usuallybetweemnl-4%)

e Addingline breaksat certainlocationscansometimedriggeroddrenderingougsin InternetExplorer
(addingspacesvherethereshouldnt be spaces).

3.6.9 XSL Engine

Syntax:Choosdnternal  (recommendedr Legacy

the SearchAppliancerecentlychangedts XSL processindgrom anexternaltool to aninternallibrary. All
processinghouldusethenew Internal ~ engine.

This switchshouldnt causeary issuesput in casetherearequirks,the XSL Engine settingallows
profilesto changebackto theold Legacy engineuntil ary issueswith thelnternal  engineareironed
out.

Thisfeaturewill bedeprecateih thefuture,andtheLegacy enginecompletelyremoved.

3.6.10 XSL File

Syntax:Browselocal disk for a XSL file
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This allows the useof a customizedXSL file to formatthe outputof a search A default XSL stylesheets
includedwith the SearchAppliance(/xsl/default.xsl ). The XSL File optionis usedonly if the
ResultsStyleis setto XSL Stylesheet . Thelinks below this optiondisplaythe currentXSL
stylesheetsyhich maybe dowvnloadedfor editingandthenre-uploadedvith this option.

3.6.11 Abstract Style

Syntax:choosdrom dropdown list

This settingcontrolsthe shortdescriptionor abstracthatis generatedor eachsearchresult. Choosing
Query usesasnippetthatmatcheghequery Beginning useghestartof thedocumens content.Top
useghetop of the currentpage.Description useghevalueof the Description metatag.

3.6.12 Abstract Length

Syntax:enternumberin text box

This determineghelengthin bytesof the documentbstract.

3.6.13 Max Title Length

Syntax:enternumberin text box

This determineshe maximumlengthin bytesof thedocumentitle shavn in theresults.If thetitle is over
thislength,it will betruncatecandendedwith ellipses.

Title lengthmaybeexpandedipto 10 charactersver this settingin orderto avoid cuttingoff in themiddle
of aword.

Setto-1 to alwaysusethefull title.

3.6.14 Max URL Display Length

Syntax:enternumberin text box

This determineshe maximumlengthin bytesof the matchingURL shavn in theresults.If thetitle is over
thislength,it will betruncatedafterthe hostnamavith ellipsesandendedwith asmuchof the pathand
filenameasit can.

Notethatthis doesnotaffectthe URL thatis actuallylinkedto - thatURL is alwaysthefull, properURL.
This settingonly affectsthe displayedURL.

Setto-1 to alwaysusethefull URL.
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3.6.15 Resultsper Page

Syntax:awholenumber

This controlsthe numberof results(answers)isted on eachresultspage. Whentherearemorethanthis
mary answergo a users querytheuserwill have to hit “next” to seemoreanswers.

3.6.16 Max UserResultsper Page

Syntax:awholenumbeyor -1 to disable

Searclusersareableto customizehow mary hits perpagethey seeby supplyingthe parameterpp . This
settingplacesanupperboundon how mary resultsper pagethey canrequest.This preventssomeondrom
requestindl000000resultson a pageandboggingdown the searchsystem.

If setto-1 , thenall rpp parameterareignored.

3.6.17 PageLinks Shown

Syntax:awholenumbey defaultsto 10
This specifiegthe numberof pagelinks to includein the summaryof theresults.

For example,if we areon page22 of 5,000total results by default directlinks will be shavn to pagesl8
through27 (for atotal of 10links). If Page Links Shownis setto 20, it will shaw links 13 through32,
for atotal of 20 pagelinks.

3.6.18 Resultsper Site

Syntax:anintegerselectbox andYes/Nobutton

The Max settingcontrolsthe maximumresultsper site perpageto display For large profileswith mary
pageqandthusresults)persite, settingResultsper Site canincreaseaheresultsvariety shavn onasingle
page by replacingsomesame-siteesultswith lessefranked but different-siteresultsfrom subsequent
pages.

Whenresultsarelimited to N persite,nomorethan N resultsfor ary givensitewill beshavn onary given
page.ResultgpastN for asitearesuppressedndresultsfrom new sites(thatarenot pastN yet) added,
until thepageis full. Oncethe pageis completetheresultsarereorderedthe secondandlaterresultsfrom
asitearemovedup underthefirst resultfrom thatsite,indented andfollowed by a More results for
site link. Thenext pages resultswill be obtainedoy the sameprocessresumingatthe pointin raw
resultsleft off by the previouspage.Notethata givensite mayappeaion subsequerpiageqif thereare
moreresultsfor it), but its resultsthatweresuppressetbr the previous pagewill notbeshavn (because
they arevisible via thepreviouspages More results  for site link). Also, sincetherearenow two
degreesof navigationthroughtheresults— standargaginationplustheMore results  for  site
links — notall of thetotal resultscountedmaybe shavn via paginationtherestareshavn via More
results  for site
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NotealsothatsettingResultsper Siteto otherthanUnlimited  canincreasesearchtime, aspotentially
muchmorethanonepageof raw resultsmustbe obtainedandsuppressedndresultsmustberegrouped.

The Allow override buttoncontrolswhetherthe searctusercanoverridethe profile’s Resultgper Sitelimit
ontheAdvancedSearchorm. This canbe setto N to preventthe potentialdelayof groupingby site,or Y to
allow theuserto seta customvalue. For profilesthatareMeta Searctback-endsif thefront-endMeta
Searchis usingResultsper Site,all theback-endshouldhave Allow override setto Y sothatthe
front-ends valuecanbeused for consisteng

3.6.19 Allow site: syntax

Syntax:a Yes/Nobutton

This controlswhetherto allow thesite:host guerysyntaxin asearchto limit resultsto asingledomain.
It hasno effectonthe From this domain box onthe AdvancedSearchform, which usesa separateariable
(sq) insteadof embeddingn thequery For profilesthatareMeta Searctback-endsif thefront-endMeta
Searchis usingResultsper Site, all the back-endshouldhave Allow site: syntax setto Y sothatthe
front-ends valuecanbe passedia the site:host syntax.

3.6.20 ResultsWidth

Syntax:awholenumberor a percentagealid foranHTML <TABLE> WIDTH

This controlsthewidth of the <TABLE>s usedin thesearchresults.This maybe a numberindicatinga
fixedwidth or anumberfrom 1 to 100followed by a percentsign@y. Thistellstheusers webbrowvserhown
wide to male thetable.

3.6.21 BoxColor

Syntax:a color nameor numbervalid for HTML color specification

This controlsthecolor of the“gray” informationalboxesatthetop andbottomof searchresultspages.

3.6.22 Show File Icons

Syntax:selectYesor No button

Shaw file typeiconsonindividual results.Theseiconsappearor non-htmltypes(office files, PDF images,
etc). Theexactpositioningor usageof theiconscanbe customizedisingthe XSL Styleshee(see
XSL File setting3.6.10).

3.6.23 Show Thunderstonelogoon results

Syntax:selectYesor No button
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This controlsthedisplayof the Thunderstonéogo onthe searchresultspage.Thelogois displayedon the
first andlastpageof asearch.

3.6.24 Showv AdvancedSearch

Syntax:selectYesor No button

This controlswhetheror notthe AdvancedSearchouttonis displayedonthe searctform. If setto No then
thebuttonwill be hidden,otherwiset will bedisplayed.

3.6.25 Query Autocomplete

Syntax:selectYesor No button

QueryAutocompletgalsoknowvn as“typeahead”jetsthe SearchAppliancesuggesfull wordsfrom the
users partially typedqueriesasthey’re beingtyped. If theuserhastypedense , queryautocompletenay
suggesensemble , enseignement |, etc.

Like SpellCheck thelist of wordsusedfor QueryAutocompletecomesfrom the currentprofile’s content,
sotheonly suggestionsnadewill bewordsthatoccursomevherein thecontent.

3.6.26 Max Completions

Syntax:awholenumber

This controlsthe maximumnumberof completionghatwill be shavn to the userwhenusingQuery
Autocompletdunctionality

3.6.27 ResultsHighlighting

Syntax:selectNone,Classeslinline or Bold

Theusers querywill behighlightedin variouspartsof the searchresults(Title, Abstract,etc.) with the
selectednethod:

¢ None or N- No highlightingwill bedonein searchresults.

e Classes orY - Termswill behighlightedwith <span> tagsthatreferto classeshataredefinedin
aseparat€€SSfile, /common/search.  cs s by default. Eachtermin thequeryis taggedwith a
differentclasswhich areeachhighlighteda differentcolorin thedefault search.css . All these
rulescanbeoverriddenwith your own CSSon theresultspage.

e Inline - Termswill behighlightedwith <span> tagsthatdirectly specifyafixed CSSstyle. This
is not customizablebut is self-containe&nddoesnot dependn a separatetylesheebor file. Same
visualresultasClasses with thedefault CSS.

e Bold - Termswill behighlightedwith <b> tags.
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Thedefaultis Bold .

3.6.28 Context Highlighting

Syntax:selectNone,Classeslinline or Bold

Theusers querywill behighlightedin the context view (MatchInfo page)aswell asthecachedcontent
view with the selectednethod.Samechoicesasfor ResultsHighlighting . Thedefaultis Classes .

3.6.29 PDF Query Highlighting

Syntax:selectYesor No button

Whenmakinglinks to PDFsin searchresults the SearchAppliancewill addextrainfo to thelink which
will causeheusers queryto be highlightedby the PDFviewer. Changinghis settingto “N” will remove
thatextrainformationfrom thelink, andno longerhighlighttheusers queryin the PDFdocument.

3.6.30 PDF Highlighting Format

Syntax:select'Acrobat7+” or “Legag”

Controlstheformatusedto provide queryhighlightinginformationfor PDFlinks.

e Acrobat 7+: Usesthesearch parameteasdefinedin the PDFOpenParametespecification.
Supportedy AdobeAcrobat7 (Januarn2005)andall laterversions.

e Legacy : Usesthexml Highlight File Formatsyntax,which hasbeendeprecatethy Adobe.It was
disabledby defaultin AcrobatReade® (July 2008),andcompletelyremovedfrom AcrobatReadetX
(Nov 2010)andall laterversions.

Thisis atemporarysettingis for compatibility andwill beremovedin afutureversionof the Search
Appliance(forcing Acrobat 7+ behaior).

3.6.31 Font

Syntax:afont namevalid for HTML <FONT> specification

This specifieghefont to usethroughouthe searchinterface.

3.6.32 Display Charset

Syntax:astandardANA charsehame
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This setsthe charseusedto displaysearchresultsin. Thedefaultif emptyis the charsefor StorageCharset
underAll Walk Settings.This charseshouldbea supersebf US-ASCIlI (same7-bit sequences),
compatiblewith Top HTML, andtranslatabldy the SearchAppliancefrom StorageCharset.

A <META HTTP-EQUIV=Conte nt -Ty pe>tagin Top HTML will beupdatedcautomaticallyto reflect
this charsetThis updatecanbedisabledby putting2 or morespacedvetweerMETAaNndHTTP-EQUIV in
TopHTML.

Notethatif the Display Charsetiffersfrom the StorageCharsetsearctresultsmustbe corverted
on-the-fly potentiallydegradingperformanceslightly. Thus,if Display Charseis ever changedit is
recommendethatStorageCharsebechangediswell, andafterthe next rewalk (whenall thedatabaselata
is now in thenew StorageCharset)Pisplay Charsebe changebackto default (empty which will still
displayin the new StorageCharset).

3.6.33 TopHTML and Bottom HTML

Syntax:HTML

Thisis staticHTML to placeatthe beginningandendingof every searchpagerespectiely. It is usefulfor
settingstylesanddisplayingnavigationmenusandotherwisemakingthe searctpagedook like therestof
yoursite.

The<!-- THUNDERSTONEBALERS --> placeholderis replacedat searchtime with custom
informationnecessarfor searchlf you customizeyour TopHTML, make sure
<l--  THUNDERSTONEBADERS --> issomavherein the TopHTML's<head> section.

TopandBottomHTML whenplacedtogethershouldbe exactly whatis requiredto createa completeand
valid HTML page.You canuseyour favorite HTML editorto createa pagewith a placeholdefor the
searchiform andresults.Thencutandpastethe sectionof HTML beforethe placeholdeinto the Top
HTML andthesectionof HTML aftertheplaceholdeinto the BottomHTML.

If $query occurswithin thesefields, it will bereplacedy theusers query

3.6.34 Enable Sherlock

Syntax:selectYesor No button
Thisinformsthe searcho includecommentagsin theresultspageto allow Sherlockto procesghelist.

Sherlockis ametasearckool for Macintoshcomputers.

3.6.35 TopBestBetTitle

Syntax:text

Thisis thetitle text of bestbetsdisplayedabove thesearchresults.Commonchoicesare“Best Bets ”
and“Suggested Links ". SeeUsing Best Bets 4.16for moredetails.
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3.636 Right BestBetTitle

Syntax:text

Thetitle text of bestbetsdisplayedo theright of searchresults.Commonchoicesare“Best Bets ” and
“Suggested Links ”. SeeUsing Best Bets 4.16for moredetails.

3.6.37 Top BestBet Group

Syntax:choosegroupfrom drop-davn list

This controlswhich groupof bestbetswill beshavn above theresults. Thegroupmustalreadybe created.
SeeUsing Best Bets 4.16for moredetails.

3.6.38 Right BestBet Group

Syntax:choosegroupfrom drop-davn list

This controlswhich groupof bestbetswill beshavn to theright of theresults. Thegroupmustalreadybe
createdSeeUsing Best Bets 4.16for moredetails.

3.6.39 Top BestBet Box Color

Syntax:valid HTML color

This controlsthe colorto be usedfor the backgroundf thetop bestbetbox. SeeUsing Best Bets
4.16for moredetails.

3.6.40 Right BestBet Box Color

Syntax:valid HTML color

This controlsthe colorto be usedfor the backgrounaf theright-sidebestbetbox. See
Using Best Bets 4.16for moredetails.

3.6.41 Top BestBetBorder Style

Syntax:selectfrom drop-davn list

This controlsthe style of thetop bestbetbox border You canchooseo have noborder aborderaroundall
thebestbets,or anindividual borderaroundeachresult.SeeUsing Best Bets 4.16for moredetails.
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3.6.42 Right BestBet Border Style

Syntax:selectfrom drop-davn list

This controlsthe style of theright-sidebestbetborder You canchooseo have no border aborderaround
all thebestbets,or anindividual borderaroundeachresult. SeeUsing Best Bets 4.16for moredetails.

3.6.43 Right BestBet Box Width

Syntax:enternumberin text box

This controlsthewidth of the bestbetboxesshavn to theright of theregularsearchresults.See
Using Best Bets 4.16for moredetails.

3.6.44 Authorization Method

The Authorization Method settingcontrolswhatResultsAuthorizationmethod(sareusedby the
SearchAppliancewhenverifying useracces$o searchresultURLs. Seethe ResultsAuthorizationsection
(p- 124)for details.The possiblesettingsare:

¢ None: No acceswerification;returnall searchresultsto all users.Thisis thedefault. It is alsothe
settingthatshouldbe usedfor a MetaSearctprofile, evenif oneor moreof its back-endprofilesdoes
useResultsAuthorization:therequestaindresponsdor credentialwill automaticallybe passedack
andforth from front-endMeta Searcho back-endprofiles,whichwill handletheauthorization(not
thefront-end).

e Forward login cookies :TheSearchAppliancewill forwardlogin cookiesfrom theuserto
theresultURL. Thisis for customHTML-form-basedsingle-sign-orsystems.

e Basic/NTLM/file - prompt via form : TheSearchAppliancewill prompttheuserfor
their credentialsvith aform, thensendthemto theresultURL viaHTTP Basic,NTLM or
Windows/SMBfile authentication.

3.6.45 Login Cookies

FortheForward login  cookies ResultsAuthorizationmethod,oneor morecookiesmustbenamed
intheLogin Cookies setting.No valuesaregiven,asthey will be obtainedautomaticallyon a
persearchbasisfrom theuser

Whenauserconductsa searchijf thenamedcookiesareseenfrom the users browser the useris assumed
to beloggedin, andthe cookiesareforwardedto theresultsURLs for authorizationlf thenamedcookies
arenotseentheuseris assumedhotto have loggedin yet, andis redirectedo Login  URLinstead.
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3.6416 Login URL

FortheForward login cookies ResultsAuthorizationmethodf noneof theLogin Cookies are
seenat searchtime, theuseris assumedhotto have loggedin yet, andwill beredirectedo this URL
instead.TheLogin URLshouldbethe URL to thesite's form-basedogin page.

After loggingin, thesite’s login pagecanbe configuredo re-redirecthe userbackto their original searchf
desired.Thespecialtoken“%REFERERY6f usedin theLogin  URL, will bereplacedvith theURL back
to theusers searchThus,it couldbe assignedo a query-stringvariablein theLogin URLsothatthe
login pagecanredirectbackto the search E.g. with thisvaluefor theLogin  URL

http://login.ac mec onflo gi n. asp?searc hurl =¥REFERER%

the SearchAppliancewould redirectthe userto http://login.ac meco m/lo gi n. asp, with the
searchurl  variablesetto the SearchAppliancesearchpage(with query).Thelogin.asp ~ codecould
be modifiedto redirectthe userbackto thesearchurl  queryvariableafterlogin.

3.6.47 Basic/NTLM/file Cookie Type

For theBasic/NTLM/file - prompt via form ResultsAuthorizationmethod thissetting
controlswhatcookietypeto usefor the SearchAppliances copy of theusers credentials.

With Basic/NTLM/file - prompt via form set,whenauserconductsasearctfor thefirsttime,
aform is presentedfrom the SearchAppliance)askingfor a userandpasswerd. Theuser/passs sentback
to theuserasa cookiefrom the SearchAppliancefor usein future searchesvithout having to re-prompt.
Theuser/passs alsosimultaneouslysedto validatesearchresultsvia HTTP Basic/NTLM or
Windows/SMBfile access.

TheBasic/NTLM/file Cookie Type settingcontrolswhetherthis cookiefrom the Search
ApplianceshouldbePersistent  (retainedoermanentlysothe userdoesnot have to login again)or
Session (discardedafterbrowserclosurefor security).

Notethatthe Basic/NTLM/file Cookie Type cookieis distinctfromtheLogin Cookies ;they
areusedfor differentaccessnethods.Theformeroriginatesfrom the SearchApplianceandis only ever
sentto/from the userandthe SearchAppliance:non-cookie-basedccessnethodsarethenusedfrom the
SearchApplianceto theresultURLs for actualauthenticationLogin  Cookies , hawever, originatefrom
athird-partyform-basedogin systemandpassrom thelogin sener to the userto the SearchApplianceto
theresultURLSs.

3.6.48 Login Verification URL

For theBasic/NTLM/file - prompt via form ResultsAuthorizationmethodtheuseris directly
promptedor alogin by the SearchAppliance.Sinceauthenticatioris handledby anothersener, when
searchresultsaredeniedaccessthe SearchAppliancecannotknow if thedenialis URL-basedlack of
accesdy theuser),or login-basedmistyped/wrongassverd).
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To differentiatethe two andgive usersa chanceo correctmistypedpasswerds,a Login

Verification URLmaybeset. This shouldbea URL thatall usershave accesso, but thatis still
protectedi.e. anorymoususersaredenied).lt shouldbeanactualfile (notadirectory),preferablysmall(a
few KB), andpermanengnotlikely to move, berenamedr have permschanged).

If Login Verification URLis set,the SearchAppliancewill verify a users prompted-fologin by
accessinghis page.Sinceall usershave accesgo it, adenialis assumedo meanthelogin wasincorrect,
andtheuserwill bere-promptedor their credentialsWithoutaLogin  Verification URLset,a
mistypedpasswerd will resultin no searclresults but theuserwill notknow if they do nothave accesso
theresults,or they merelymistypedtheir passverd.

3.6.49 Unauthorized ResultQuery

For all Authorization Method typesof ResultsAuthorization,it is assumea protocol-level denial
will beissuedwvhenthe SearchApplianceaccesseB/RL(s) thata userdoesnot have accessoo. E.g. for
HTTPURLs,a401 Unauthorized messagshouldbeissued.

However, somesenersmayonly issuea human-readabldenialmessagejut otherwisereturnanok (e.g.
HTTP 200) protocolmessagefor suchresultsthe SearchAppliancewill assumehe userhasaccessand
will erroneouslyeturntheresult.

To remedythis, Unauthorized Result Query maybesetto aquerythatwill matchonly denied
pageqe.g.“Access Denied "). TheField/Type boxshouldbesetto thequerytype (substringvs.
REX) andfield (raw HTML vs. formattedtext) for thesearchTheQuery field is setto theactualsubstring
or REX query

Notethatthis settingimposesanextra searcHoad,aseachsearchresultmustbe verifiedwith afull-page
GET insteadof aHEAD, aswell asqueriedagainst.Thus,Unauthorized Result Query should
only besetif absolutelynecessary

3.6.50 UsemameFixup

Usernamd-ixup allows you to make modificationgo the ResultsAuthorizationusernamgrovided,suchas
addingor remaving a domain. This allows multiple back-endsvith slightly differentauthentication
schemeso be searchedgimultaneouslyn aMetaSearch.

e Search - thesearchexpressiorto matchontheincomingusernameUnlessyou're strippingoff a
domain this shouldbeleft blankto matcheverything.

e Replace - thereplacemenstringusedto modify whatwasmatchedn thesearchPleasesee
exampleshelaw, or the ReplacementStrings of the Vortex manualon our websitefor the exact
syntax.

For example, suppose/ou have awiki andafile sener. They usethe sameauthenticatioback-endsbut the
wiki takestheformatusername andthefile senertakestheformatDOMAIN\usernam e. If youcreatea
profile for eachof themandsettheUsername Fixup Replace valuefor thefile senerto
DOMAINW1 , thenyoucanmeta-searchothwith username andeachwill gettheformatit needs.
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Examples

e Changingusername to MYDOMAIN\userna me

— Search (Empty)
— Replace MYDOMAIN\\1

e ChangingMYDOMAIN\usern ame to username

— Search >>=I\\+\\=.+
— Replace \4

e ChangingMYDOMAIN\usern ame to OTHERDOMAIN\usen ane

— Search >>=I\\+
— Replace OTHERDOMAIN

3.6.51 Max Docsto Auth-Check

This settingis the maximumnumberof raw (pre-auth-check3earchresultURLsto examinefor authorized
results duringresultsauthorization Decreasinghis limit canspeedup searcheandreduceorigin sener
load,atthe costof possiblytruncateddisplayedresults.E.g. noisyquerieshatmatchmary overall
document®nthesener, but few of which areauthorizedor the searchuser mayusealot of sener
resourcessoreducingthis limit mayreducethatload.

Themaximumvalueis -1 or blank (thedefault), for nolimit: i.e. continueuntil all resultsarechecled, or
Successful ~ Auth Result Limit orTotal Auth Timeout isreached.

3.6.52 SuccessfulAuth ResultLimit

This settingis the maximumnumberof authorized displayable post-auth-checkjesultsto try to establish,
duringresultsauthorizationlncreasinghis limit makesit morelikely to getanexacthit countfor asearch
(insteadof a singlepage) atthe expenseof moresearchtime andmoreorigin sener load.

Theminimum (anddefaultif empty)is thesameastheResults per Page setting(p. 95), which
producesa pageof resultsthe fastest The maximumis -1 for nolimit, i.e. continueuntil all resultsare
checlked,or Max Docs to Auth-Check orTotal Auth Timeout isreached.

3.6.53 Total Auth Timeout

This settingis the maximumtotal time in secondgo spendsearchingandauthorizingresults during Results
Authorization. The maximumsettingvalueis -1 for nolimit, i.e. letSearch Timeout (p.111)cancel
thesearchf reached Any othernegative valueis relatve to Search  Timeout . Thusthedefault (if
empty)of -5 meansstopsearching secondbeforeSearch Timeout , sothatthereareafew seconds
left to sendtheresultsto theuser
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3.6.54 Allow Authorization URL

If enabledihe Authorization URLfield of eachdocumentis usedfor ResultsAuthorizationinsteadof
thedocumentJRL. (If the Authorization URLfield of adocuments empty or this settingis disabled,
thedocumentJRL is used.)Enablingthis canspeedup searchesindercertaincircumstances.

Sometimesanentiregroupof documentsharethe sameauthorization For example,on somesystemghe
contentof adirectoryalwayshave the sameauthorizatiorasthedirectoryitself. In otherwords,every
users permission®nthefilesin ary directoryis the sameastheir permission®n thedirectoryitself. If this
is the casethenResultsAuthorizationcanauthorizeall resultsin thedirectoryjust by authorizingthe
directoryitself, once.Thisreductionin callsspeedsip searches.

For this optimizationto be effective, the Authorization URLfield in thedatabasenustbe populated
(seeData from Field, p. 64). For example,on systemsvherethe contentof a directoryalwayshave the
sameauthorizatiorasthe directoryitself, Authorization URLshouldbesetto the parentdir of each

URL. Themorefilesthereare(on average)in agivendirectory the moreeffective this optimizationwill be.
Additionally, the Authorization Caching settingshouldbesetto Session , sothatthe one-timedirectory
authorizatiorcanbereusedor eachresultinsidethedirectory (OtherwiseResultsAuthorizationmust
repeathedirectoryauthorizatiorfor every resultin thedirectory asnormal.)

The Authorization URLfield mayalsobeusedon systemghatdo not meetthe group-authorizatio
criteria(mary docssharingthe sameauthorizationdetailedabore. An ervironmentmay exist wherethe
walked/resultJRL is simply notthe sameURL thatshouldbe usedfor ResultsAuthorization.For example,
thewalk/resultURLs maybefile:// URLs, yettheauthorizatiorshouldtake placewith http://

URLs of thesamehostandpath.In sucha casethe Authorization URLfield couldbe populatedvith
thehttp:// variantto tell ResultsAuthorizationto usethoseURLSs. In thisinstancethefield is being
usedto properlyauthorizeJRLs, andwill notnecessarilgpeedip searchegbecausehe

Authorization URLs areuniqueandnot sharedacrosgroups).

3.6.55 Authorization Caching

Whetherandhow to cacheResultsAuthorizationtraffic. Thedefault of None doesno caching.Whensetto
Session , ResultsAuthorizationtraffic is cachedor thedurationof the sessioni.e. thatsearchalone.
Normally cachingis of little benefitbecausauthorizationJRLs aretypically the sameasresultURLs, and
thelatteraretypically uniquein a givensearchthuscachingwill nothelp. However, if the

Authorization URLfield is populatedandAllow Authorization URL is enabledgnablingcaching
may speedip ResultsAuthorizationsearchesSeeAllow Authorization URL (p. 105)for details.

3.6.56 Dehug ResultsAuthorization

Enablingthis settingcauseopiousdehugginginformationto belogged.It shouldonly beenabledatthe
requesbf TechSupportfor diagnosingResultsAuthorizationproblems.
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3.6.57 Show Authorization Info

Enablingthis causesletailsaboutthe ResAuthprocesgo bedisplayedon the searctresultspage- which
URL arebeingattemptedwhatthe outcomeis, how long it takes,etc. This canassisin troubleshooting
why resultsarent displayingwhenexpected.

e None (default)- No informationis displayed.

e Admin Users Only -informationis displayedonly if the browseris currentlyloggedin to the
admininterface.This allows adminsto troubleshooResAuthwithout exposinginformationto all
users.

e All Users -informationis displayedor all searctusers.

WARNING - Theinformationshavn includesinfo aboutURLs thatsearchusersdon't have accesso
(explaininghow/why they failed). The SearchApplianceacknavledgingthe existenceof theseURLs when
they’re unauthorizeatouldbe considerea securitybreachin somescenarios.

It is recommendetb only setit to Admin Users Only whentroubleshootingandthensetit backto
None whennaolongerneeded.

3.6.58 Enable Spell Check

Syntax:selectYesor No button

Thisturnsonthespellcheckoption. With this optionon, ary searchwhich produceso resultsdisplaysa
list of alternate-spellinguerieswhichwill producemoreresults.If aqueryproduce®neresult,the Search
Appliancesuggeststherwordssimilarin spellingto thewordsyou entered.The suggestionarebasedn
theactualwalk databasesounusuakpellingsor terminologyusedon your site arepicked up by the
spell-checkr. Thenumberof suggestionsaries,dependingpntheSuggest Time Limit and
Number of Suggestions options.Thedefaultis on.

3.6.59 SuggesfTime Limit

Syntax:choosdrom drop-davn list

This controlsthe numberof secondshe SearchApplianceallows for spellingsuggestionso bemade.See
alsoEnable Spell Check 3.6.58for moreinformation.

3.6.60 Number of Suggestions

Syntax:choosegrom drop-davn list

This controlsthe numberof spellingsuggestionsffered.SeealsoEnable Spell Check 3.6.58for
moreinformation.
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3.6.61 Synonyms

Syntax:chooseérom drop-davn list

This allows youto selecta level of equivalencematching.You canlimit resultsto specificmatchesor you
canallow synorymsandphrasesThevaluesaredescribedasfollows:

Disabled : nophraseaecognitionandno synoryms (equivalences)Only searche$or thetheactualterms
in aquery Thisisregardlesof ™ usage.

Phrase recognition only : recognizegqueryword groupsthatareknowvn phrasesandsearchor
themasphrases.

Phrases & Allow synonyms : phraserecognitionplusallowsthetilde () operatorto match
synotymson specificqueryterms

Phrases & Use synonyms by default : phrasaecognitionandmatchingsynorymsonall query
terms(tilde to turn off on specificterms).

SeealsoUsing the Thesaurus (sectiord.3).

3.6.62 Main Thesaurus

Syntax:the symbolicnamefor the primarythesaurus

Hereyou canselecta mainthesaurusA drop-davn list allows you to selectoneof thethesaurthatwas
definedin System , Custom Thesaurus .

SeealsoUsing the Thesaurus (sectiord.3).

3.6.63 SecondaryThesaurus

Syntax:the symbolicnamefor the secondaryhesaurus

Hereyou canselecta secondaryhesaurusA drop-davn list allows you to selectoneof thethesaurthat
wasdefinedin mSystem , Custom Thesaurus .

SeealsoUsing the Thesaurus (sectiord.3).

3.6.64 Translate Boolean

Syntax:selectYesor No button

Off by default. If on, Booleankeywordsand, or , andnot in thesearchguerywill betranslatednto set
logic.

The SearchApplianceusessetlogic internally andthis settingtranslatedasicbooleanstatementito
propersetlogic automatically Thisis alimited translation anddoesnot supportnestingof statements.
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For moreinformationon the SearchAppliances useof setlogic, pleaseseethe Using SetLogic to Weight
Search Items of the Texis manualon our website.

3.6.65 Allow the @ Operator

Syntax:selectYesor No button

Off by default. If on, allow useof the @(intersectionspperatorin queries.Querieswith few or no
intersectionge.g. @) maybeslowver, asthey cangeneratea copiousnumberof hits.

3.6.66 Allow Linear

Syntax:selectYesor No button

Off by default. If on,anall-linearquery—onewithoutary indexable“anchor”words—is allowed. A query
like“/money #million ”, whereall thetermsuseunindexablepatternmatcher§REX, NPM or XPM) is
anexample.Sucha queryrequiresalinearsearctof the entiretable,andthis canbevery slow for atableof
significantsize.

If allinear s off, all queriesmusthave atleastonetermthatcanberesohedwith the Metamorphindex,
anda Metamorphindex mustexist onthefield. Undersuchcircumstancegtherunindeabletermsin the
guerycangenerallyberesohed quickly, if the“anchor”termlimits thelinearsearcho atiny fractionof the
table.TheerrormessagéQuery would require linear  search ” maybegeneratedy linear
gueriedf thisis off.

3.6.67 Allow NOT Logic

Syntax:selectYesor No button

Onby default. If on,allows“NOT” logic (e.g.the- operator)n aquery

3.6.68 Allow Post-Processing

Syntax:selectYesor No button

Off by default. If on, post-processingf queriess allowedwhenneededafteranindex lookup,e.g.to
resohe unindexabletermslike REX expressionsor only partially indexableterms.If off, somequeriesare
faster but they maynotbeasaccuratéf they arent completelyresohed. TheerrormessagéQuery
would require  post-processin g” maybegeneratedby suchqueriesf thisis off.

3.6.69 Allow Wildcards

Syntax:selectYesor No button
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Onby default. If on, wildcardsareallowedin queries Wildcardscanslowv searchesomeavhatbecause
potentiallymary wordsmustbelookedfor.

3.6.70 Allow Leading Wildcards

Syntax:selectYesor No button

Off by default. If on,leadingwildcards(“*word ") areallowedin queries. Allow Wildcards mustalsobe
enabledNotethatleading-wildcardermsaresignificantlyslower to searcHor thantrailing-wildcardterms
suchas“word* .

3.6.71 Single-Word Wildcards

Syntax:selectYesor No button

On by default. If on,wildcardsearchesvill spanonly onewordin thetext —insteadof upto 80 characters
acrosswords— andwill sufix-match.E.g.thequery“con*tion " will match“condition " butnot
“consider my position " nor*conditionally

3.6.72 Allow WITHIN Operators

Syntax:selectYesor No button

Off by default. If on,“within” operatorgw/ ) areallowed. Thesegenerallyrequirea post-procesto resohe,
andthereforethey canslow searchesdlf off, theerrormessagé’delimiters’ not allowed in
qguery " will begeneratedf thewithin operatolis usedin aquery

3.6.73 Require All Words

Syntax:selectYesor No button

By default, all wordsa usersearchefor mustbein theresultfor it to match.If Require All  Words is
changedo N, aresultwill beshavn if anyof thequerytermsarein theresult.

Resultghatmatchmultiple wordswill beranked higherthanresultsthatmatchfewer.

3.6.74 Resole PhraseNoiseWords

Syntax:selectYesor No button

Off by default. Thisindicateswhetherto exactly resole the noisewordsin phraseslf on,aphrasesuchas
“state  of the art " will only matchthoseexactwords;however, this mayrequirepost-processingp
resohe (potentiallyslower). If off, arny word is permittedin placeof the noisewords,andno
post-processing neededthisis fasterbut potentiallylessaccurate.
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3.675 PhraseWord Processing

Syntax:selectbox

This settingcontrolshow sufiix/wildcard processing- asdeterminedy theWord Forms setting—is
appliedto phrasesSingle-word termsalwayshave suffix/wildcard processingpplied;hovever phrases-
multi-word termsboundby hyphensor in double-quotes- areonly processedf this settingallowsiit.

Therearetwo choices:

e Last word only : Only procesghelastwordin the phrasethisis the default. For example, with
thisvalueset(andWord Forms setto Any word forms )thequery“"vacuum cleaner" ”
would match“vacuum cleaner " aswell as“vacuum cleaners ”

e None: Do noprocessingn phrasenvords.With this valueset,thequery"vacuum cleaner" ”

would only match“vacuum cleaner ", regardles®f Word Forms.

Notethatasinglewordtermis notaphrase- evenif double-quoted andthusPhraseWord Processing
doesnotapplyto it.

3.6.76 KeepNoiseWords

Syntax:selectYesor No button

Off by default. Thisindicateswhetherto keepnoisewords(Yes) in thequeryduringqueryprocessingnd
searchor them,or remove them(No, the default) from the queryandignorethem.

3.6.77 NoiseList

Syntax:whitespaceseparatedist of noise(stop)words

A list of wordsto beignoredin querieg(if Keep Noise Words is No). If emptythedefaultlist will be
usedwhichis:

aaboutafteragainagoall almostalsoalwaysamamanandanotherary anybodyaryhow aryonearything
aryway areareasataway backbe becaméecausdeenbeforebeingbetweerbut by camecancannotcome
coulddid do doesdoesdoingdonedown eacheachelseevenever every everyoneeverythingeverythingfor
from front getgettinggo goesgoing gonegot gottenhadhashashave have having he herherehim hishow i
if in intoisisisn'tit justlastleastleft lesslet like make mary may maybeme mine minemoremostmuch
my my myselfnever no nonenotnow of off on oneontoor our oursehesout over perput puttingsamesawv
seeseenshallshallshesheshouldshouldso somesomebodysomeonesomethingstandsuchsuretake than
thatthetheirtheirthemthemthentherethesethey thisthisthosethroughtill to tootwo unlessuntil up upon
ususvery waswaswe wentwerewerewhatwhat's whaterer whenwherewhetherwhich while whowho
whoerer whomwhosewhosewhy will will with within withoutwon't would wouldn't yetyouyour
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3.6.78 Searcch Timeout

Syntax:integernumberof seconds

Thisis the maximumoveralltime to spendsearchingandsendingresults.Exceedinghis limit, whetherdue
to senerload,network slowvnessgetc. will resultin a“Timeout” messagéo theuser This helpsprevent
heary loadfrom overwhelmingthe sener. Thedefault (if empty)is 30 secondsThe maximumis -1 for no
limit, whichis stronglydiscouraged.

3.6.79 Show Err or Messages

Syntax:selectbox

Shav Error Messagesletermineshe dispositionof errormessageduringsearcheslt maybesetto oneof
thefollowing values:

e None
Suppressll errors

e In HTML comments
Shaw errorsin HTML commentgfor HTML resultstyles)sothatthey arenotnormallyvisible to the
user but canbeviewedvia View Sourcein abrowvser In XML resultstyles,errorswill besuppressed.

e In HTML comments & query errors  visible
Shaw errorsin HTML commentgfor HTML resultstyles),but shav query-relatearrors(e.g.
“Your query was all noise words. ") visibly (in grayboxes).

ThedefaultisIn  HTML comments & query errors visible . Notethatin admin(testsearch)
mode all errorsarealwaysshawn visibly, for adminperusal.

3.6.80 Debug SQL Level

Syntax:integer/he numberor empty/Oto disable

SettingDelug SQL Level to anon-empty/non-zeraalue(typically 3) enablesxtra delug messagefor
certainSQL statementsGenerallyonly setattherequesbf techsupportfor diagnosingoroblems.

3.6.81 Debug Metamorph Level

Syntax:integer/he numberor empty/Oto disable

This enablesxtra dehug messagefor certainMetamorphstatementsGenerallyonly setattherequesbf
techsupportfor diagnosingoroblems Notethatthis settingcangenerateopiousamountof messages.
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3.6.82 FastResultCounts

Syntax:selectYesor No button

Off by default. Somecomplex queriesinvolving cateyoriesor proximitiescloserthanpagecantake more
time to determineaxactresulthit counts.In somecasest may causdimeouts.Enablingthis optionwill
determinehit countsmuchfaster andusinglessCPU, in thesecasesattheexpenseof accurag. Thehit
countsfor comple querieswill generallybe overestimatedit will saytherearemorehits thantherereally
are).

3.6.83 Proximity

Syntax:choosegrom drop-davn list

Proximity givesthe ability to locateanswerswith greatemprecision.The SearchApplianceinputform gives
you seseraloptionsto controlthe searchproximity:

line All querytermsmustoccuronthesameine
sentenceQueryitemsmustall residewithin the samesentence
paragraph Within the sameparagraplor text block

page All itemsmustoccurwithin sameHTML documen{the default)

A bargraphdisplaywill be shawvn ary time arankingsearchvasperformed(e.g.all searchegxcept
Show Parents ).

3.6.84 LanguageCharacters

Syntax:list or rangeof charactersasinsideREX[]

TheLanguageCharacters settingcontrolswhatcharactergonstitutea languagequery Queryterms
composecentirely of thesecharactersireconsideredanguagderms,andhave Word Forms processing
applied.Thesyntaxis alist of charactergno separation)and/orarangeof charactersthesameasa REX
characteclass(withoutthe braclets). Thedefaultis \alpha\'\x80-\ XFF, i.e. alphabetichi-bit (for
UTF-8) andapostrophéfor contractions)For bestresults all charactershatcould matchpartof a Word
Definition expression(p. 75) shouldusuallyalsobelistedin LanguageCharacters.

3.6.85 Word Forms

Syntax:choosegrom drop-davn list

TheWord forms optionsgive you controlover how mary variationsof your querytermsaresoughtin
your searchasfollows:
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Exact match: Only exactmatchesareallowed. (the default)
Plurals & possessies: Pluralandpossesse formsarefound. (s, es,’s )
Any word forms: As mary word formsascanbederived arelocated.

Custom: usethethreecustomsettingsbelow to determineword forms.

3.6.86 Custom Suffix List

Syntax:Space-separatdigt of sufixes

WhenusingtheWord FormsCustom, thisis the space-separatdidt of sufixesto use.All of thesewill be
repeatedistrippedoff of words,aslong asthewordis longerthanthe Custom Suffix ~ Min Length .

An examplesettingcouldbes es ' a e i y.Forthewordsmith’s ,thesand’ wouldbestripped,
causingt to matchsmith , smiths , etc.

3.6.87 Custom Suffix Default Removal

Syntax:Y or N

Whenusingthe Word FormsCustom , this controlswhetherto remaove atrailing vowel, or oneof atrailing
doubleconsonanpair, afternormalsufix processings finished.Thiswill notapplyif it would take the
word belonv the minimumwaord length.

For example,if ing isin thesufix listandDefault ~Removal isY, thenthewordrunning will have
theing stripped.andthenthe2ndn will beremaovedvia Default ~ Removal , producingrun .

Default Remaal is setto Y whenusingAny Word Forms, but notwith Plurals & Possessives

3.6.88 Custom Suffix Min Length

Syntax:Number

Whenusingthe Word FormsCustom , the SearchAppliancewill nottry to strip additionalsufixesfrom
ary word shorterthanthis length. For example,if min lengthis 3or more,thees onyes will notbetreated
asasufix.

Min Lengthis setto 3 whenusingPlurals & Possessives ,and5 for Al Word Forms.

3.6.89 Word Ordering

Syntax:choosdrom drop-davn list

Controlshow importantword orderis for resultsranking: hits with termsin the sameorderasthe queryare
consideredetter For example,if searchingor “bear arms”, thenthehit “arm bears ”, while
matchingbothterms,is probablynotasgoodasanin-ordermatch.The default weightis Medium(500).



114 CHAPTER3. OPERATION

3.6.90 Word Proximity

Syntax:choosdrom dropdown list

Controlshow importantproximity of termsis for resultsranking. The closerthe hit’s termsaregrouped
togetherthebettertherank. Thedefault weightis 500.

3.6.91 DatabaseFrequency

Syntax:choosegrom dropdown list

Controlshow importantfrequeny in thetableis for resultsranking. Themoreatermoccursin thetable
beingsearchedtheworseits rank. Termsthatoccurin mary documentareusuallylessrelevantthanrare
terms.For example,in aweb-walk databas¢heword “HTML is likely to occurin mostdocumentsit thus
haslittle usein finding a specificdocumentThedefault weightis 500.

3.6.92 DocumentFrequency

Syntax:choosdrom dropdown list

Controlshow importantfrequeng in documents for resultsranking. Themoreoccurrencesf atermin a
documentthebetterits rank,up to a point. The default weightis 500.

3.6.93 Positionin Text

Syntax:chooseérom dropdown list

Controlshow importantclosenes$o documenstartis for resultsranking. Hits closerto thetop of the
documentareconsideredetter The default weightis 500.

3.6.94 Clicks from Home

Syntax:choosdrom dropdown list

Controlshow importantbeingcloseto aBaseURL is for resultsranking. The moretimesthewalk hadto
click onlinks to getto the page thelower weightit will have. Thedefault weightis off, i.e. do notfactorin
clicks-from-homefor resultsranking.

3.6.95 RankedRows

Syntax:number

The maximumnumberof rows thatcanbe scrolledto whenreturningrankedresults.This canbe setto 0 for
all matchingrows, or to ary othernumber Thelower the numberthe betterthe performancehowever users
won't beableto scrollthroughasmary results.Thedefaultis 200.
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3.6.96 XML Export Variables

Syntax:namesseparatethy nevlines

XML Export Variables isalist of variablespneperline, thatareto bedisplayedandpropagated
throughXML searchresults.This canbe usedto propagatddTTP headergrom the client’s requestpr for
includingarbitraryextrainformation.

e HTTP Headers

You canspecifytheheademnamein all capswith underscorefor spacesandwith aHTTP_ prefix.
For example toinclude“User Agent”, specifyHTTP_USER_AGEN

e Arbitrary variables

You canspecifyary namedvariable,andvaluespassedn to the searchquerywill be propagatedn
the XML output.

For example,if youusecbtGroup andHTTP_USER_AGEN&ndthesearchJRL includes
...&cbtGroup=us  er &cbt Group=backup&. .. ,thenthefollowing blockwill appeain the XML
output:

<exportVar>
<variable name="HTTP_USER_AGENT">Mazi Il a/ 5.0 ....</variable >
<variable name="cbtGroup ">user </v aria bl e>
<variable name="cbtGroup ">backup</v aria bl e>

</exportVar>

3.6.97 File URL Format

Syntax:choosegrom dropdown list

Controlshow file URLs areformatted.The Max Compatibility settingwill formatthemas

file:/llllserve r/ shar e which bothInternetExplorerandMozilla-basedbronserssuchasFirefox
andSeaMonky supportwhile the InternetExploreronly settingwill formatthemas

file://server/s hare .

Notethatfor Mozilla-basedrowsersyouwill alsoneedto enablepermissiorfor HTML pagego openfiles
by creatingauser.js  in your profilesdirectory(whereprefs.js is) thatcontaingnote:lineswrapped
to fit the printedpage):

user_pref("capa bili ty .poli cy.policy names", "localfilelinks" );

user_pref("capa bili ty.poli cy.l ocalf il elin ks.si tes",
"http://[HOSTNAME ") ;

user_pref("capa bili ty.poli cy.l ocalf il el in ks.ch eckl oaduri. enable d",
"allAccess");

whereHOSTNAMIS thenameor IP addres®f thesearchresultsasseenn thebrowseraddresdar
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3.6.98 Redirect Format

Syntax:choosdrom dropdown list

Controlshow redirectsarepresentedvhendoing QueryLogging,assomecombinationof HTTP 302
redirectandHTML meta-refreshedirects.

TheMax Compatibility settingis recommendedyhichworksaroundknown bugsin Internet
Explorerby notusinga 302redirectwhenlinternetExploreris requestindile:// URLs.

3.6.99 PhishingProtection

PhishingProtectiornpreventsthe SearchAppliancefrom beingusedasatool in aphishingattack.

The SearchAppliancehasaredirectpageaspartof its QueryLoggingfunctionality whereit will provide a
redirectto the URL specified.It would be possiblefor anattacler to specifya URL that, atfirst glance,
lookslike alink from the SearchAppliance whichtheusermaytrust. After theredirect,it actuallyendsup
somevhereelse.

If PhishingProtectionis enabledtheredirectpagewill make surethatary URL specifieds actuallyin the
profile’s walk databaséeforeissuingtheredirectto it.

3.6.100 DecodeDisplayed URLs
DecodeDisplayedURLswill causehe URL thatis displayedn searchresultsto be URL-decodedwhich
includesreplacingsequencewith their propercharacters.

This canbeusefulwhenURLs have wordsseparateavith spaceswhich arereplacedwith %20to beavalid
URL. DecodeDisplayedURLs allows you to displaythe decodedrersion,makingthefiles easierfor search
usersto read.

"this%20is%20a% Of il e. txt " becomesthis is a file.txt".

3.6.101 ResultsCaching

The ResultsCaching optioncanbe usedto enablea searcltresultscachemechanismyhich canspeedup
respons¢ime for frequently-usedjueries WhenenabledtheHTML or XML resultsof searchearestored
in a perprofile cache andif alatersearchis madewith the samequerystringparameterghecacheresult
may bereturnedavoiding the needfor afull search SettingEnabledto Y enablesesultscaching.

SettingAllow Override to Y allows usergto controlwhethera searchusesand/orupdateghe cache py
specifyinga valuefor therescache querystringvariable:

e n - Do notsearchor refreshthecachej.e. searchasif cachingweredisabled.

e refresh - Do notsearchthe cacheput updateit if rulesallow.

e norefresh - Searchthecacheput do notupdatei.
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e y - Searchandupdatethe cachenormally

Both EnabledandAllow Override areconsideredappearancebptions,i.e. they will nottake effectfor
Live SearchunlesdUpdate Live and Test isused.SeetheResultsCachingsectionof Profile Tools
(p. 37) for moredetailson whento useresultscachingjts caveatsandmanagement.

Note: ResultsCachingis a completelyseparatdeaturefrom the similarly namedCacheContent.

e CacheContentsavesadditionalinformationwhile walking sothatuserscandownloadanoriginal
copy of theresultdirectly from the Applianceinsteadof theoriginal location. Thisis donethrougha
View Cached link onthesearchnterface.

e Thisfeature ResultsCaching savzesanentirepageof resultsaftera searchis performedsoadditional
searchefor thesametermscanusethatcachensteadof performingthe searchagain.Thisis
invisible to searclusers.

Pleasesee3.5.99for moreinformationon CacheContent.

3.6.102 Max CacheEntry Age

This setsthe maximumage,in secondsfor aresultscacheentry Entriesolderthanthis will notbe usedfor
resultsandwill be purgedby theresultscachemanagerThedefault (if empty)is 21600secondsi.e. six
hours.

3.6.103 Max CacheSize

This setsthe maximumsize,in bytes,of theresultscache.Thisis notahardlimit, but whenthecachegrows
largerthanthis, theresultscachemanagewill startto remove old/low-priority entries.Thedefault (if
empty)is 10000000qonehundrednillion bytes).

3.6.104 Min Seaich Time

This setsthe minimumsearchime, in secondsthata querymusttake in orderto be consideredor results
caching.Querieghatarefasterthanthis arenot cachedbecausehey areconsideredastenoughto save the
space Thevaluemaybeanintegeror floating-point(decimal)number;the default (if empty)is 2.0.

3.6.105 Visible
This controlswhetherthis profile is visible to otherSearchApplianceqor eventhe sameone)for usein a
metasearch Any profile thatis to be usedasa partof a metasearchmusthave theVisible  flagsetto Y.

If aprofilehasVisible setto Nandis usedasaback-endor metasearchit will returntheerror
Profile not Visible
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3.7 SystemWide Settings

This areais for settinggthataffect the SearchApplianceasa whole and/ormay be sharedby multiple walk
profiles.

3.7.1 Admin Theme
Selectsa colorthemeto usefor the SearchAppliances administratie interface. This doesnt affectwalking
or thesearchnterfacein ary way:.

It canbeusefulto provide ameansof quick visualdifferentiationbetweermultiple SearchAppliances.

3.7.2 HomePage

By defaultwhenthe SearchApplianceis directly accessedsin http://hosthame _or_i pitwill
present pagethatallows selectionof theadminor searchinterface. This optionallows you to replacethat
pagewith any HTML youdevise. TheHTML you uploadshouldreferto imagesandsuchusingfully
qualifiedURLs because¢hey cannotbe uploadedo the SearchAppliancefor usein relatve URLS.

CheckingDefault  will revertthe SearchAppliancehomepageto its factorybehaior.

3.7.3 Enter At Search, Default Profile

By defaultusersaccessinghe SearchApplianceusingno particularURL will begivena choiceof adminor
search Enablingthis optionremovesthatchoiceandentersat thesearchor the profile namedn the
Default Profile setting.

3.7.4 Favicon.ico

The SearchAppliancecomeswith no favicon.icofile. If youwish users’browsersto displayyour
compan’s favicon whenthey areaccessinghe SearchApplianceyou’ll needto uploadthaticon. If youno
longerwishto have afavicon checkDelete .

3.7.5 Robots.txt

The SearchAppliancecomeswith no robots.txffile. If youwantto controlhow webwalking robotsvisit
your searclpagesyou canuploadarobots.txffile. Thisrobots.txtfile will applyto all pageseturnedbythe
SearchApplianceincludingadmin,documentationandsearchesvhetheraccessetly HTTP or HTTPS.
Seehttp://www.robo ts tx t. org for thesyntaxof robots.txtfiles.

If younolongerwishto have arobots.txtcheckDelete .

Note: You mayalsocontrolrobotsfor searchesn a profile by profile basisby usingmetarobotswithin the
top HTML of thesearctsettingsor the customXSL if you're usingan XSL style sheefor searchresults.



3.7. SYSTEMWIDE SETTINGS 119

Seehttp://www.robo ts tx t. org for thesyntaxof themetarobotstag.

3.7.6 Cluster Members

Thisfield definesghe machine(spnd/ornetwork(s) thatconstitutea clusterof SearchAppliances.You can
specifymultiple addressewith a network prefixandwildcard (like 10.10.10.* ), netmasKlike
10.10.1.0:255.2 55.2 55.0 ), oraddress/prefixleflike 10.10.1.0/24 ) format. All machines
matchingtheselPswill beallowedfull accesso the SearchApplianceinternalswithout verification. This
allows for replicationanddataload.

If therequesis forwardedsuchthata X-Forwarded-Fo r headeis included(like aloadbalancer)all
IPsthroughthe forwardingchainmustbe allowedby ClusterMembers.

3.7.7 API Logging
Allows youto recordthe XML request® responsesf all dataloacandSQAP adminAPI callsto

api.log inthelogsdirectory This canbeusefulwhentroubleshootingvhy dataloadequestarent
storingproperly

Dataloadandreplicationare supportedn thefull Texis product,but notWebinatoronly.

3.7.8 TaskMonitor Logging

Controlstheverbosityof loggingfor the TaskMonitor. Messageareloggedto taskmonitor.lo gin
thelogsdirectory

3.7.9 GoogleConnectorLogging

Controlstheverbosityof loggingfor the processingf GoogleConnectorsMessagesreloggedto
gcon.log inthelogsdirectory ThisincludesGoogleFeedpushesandfull connectomactions.

3.7.10 DisableAll Walks

Whenthis settingis on, nowalkswill launchfor ary profilesfor ary reason(manual schedulegtc). Setting
to Y will stopALL profilesfrom walking, overridingary individual profile’s Disable  Walks setting.

This canbe usefulwith machineghatshouldbe dataload-onlyor for machineghatwantto guarante¢heir
contentwon't change.

3.7.11 Update Software

This allows you to configurethe systemnto performupdatesutomatically Therearethreestepsto
performinganupgradeandyou canselecthov mary stepsareperformedautomatically The stepsare
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describedasfollows:

e Don't check for updates automatically - the SearchAppliancewill notperformary
actionsonits own.

e Check for wupdates but don't download or install - the SearchAppliancewill
discorerswhethersoftwarethatis never thanwhatis installedis available.

e Download updates but don't install - theSearchAppliancewill downloadsoftware
updatesandhold themfor youto peruseandinstall.

e Install updates automatically - the SearchApplianceautomaticallyappliessoftware
updatesasthey’re madeavailable.

3.7.12 HTTP Proxy Sewer

If youneeda HTTP proxyto accessheinternetwhile checkingfor updatesyou canspecifythesener here.

If youdon't needa proxy, leave blank.

3.7.13 Proxy Usemame

If theHTTP proxy usedwhencheckingfor updatesequirescredentialsenteryour usernamdere.

If you're notusingaproxy or it doesrt requirecredentialsleave blank.

3.7.14 Proxy Password

If theHTTP proxy usedwhencheckingfor updatesequirescredentialsenteryour passwerd here.

If you're notusingaproxy or it doesrt requirecredentialsleave blank.

3.7.15 SystemReplication Settings

“Tamgets”definesnachineghatwill receve systenreplicationfrom the Appliance.Thisincludesthe
creationanddeletionof profiles,all profile settingschangesandall profile data.

Systenreplicationtargetsmusthave Allow  Receiving enabledasdescribedelow.
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3.7.16 Allow Receving

the Appliancecanonly be arecever of SystemReplication(describedbore) if this AppliancehasAllow
Receving setto Y. Thesendemustalsobelistedin this Appliances ClusterMembersasdescribedabore.

3.7.17 Log All Replication

Writesinformationfor eachreplicationqueueprocessoto replication.log . Thisforcesloggingfor
all profiles,andalsofor non-profile, Systemdatareplication.

If both”Log All Replication"anda profile’s "Log Replication"areset,loggingfor thatprofile will bethe
moreverboseof thetwo.

3.7.18 EnableHTTPS Sewer

This enableghe SearchAppliances HTTPSwebsener, allowing webbasecadminandsearcheso be
accessetlia HTTPSin additionto or insteadof HTTP. Turnthis onto enableencrypteccommunications.
Thenaccessheadmininterfaceusinghttps  in theURL insteadof http . (Note: this settingwasformerly
calledEnable HTTPS Admin.)

3.7.19 Require HTTPS for Direct Admin

Setthis optionto Y sothatdirectaccesso theadmininterfaceis only permittedvia HTTPSandnotHTTP.
“Direct” meangheimmediate directconnectiorto the SearchAppliancefrom thewebbrowser(or proxy;
if ary); securityof the earlierhopsof proxy-fornardedconnectionss checled by Require HTTPS for
Proxy Admin.

If you usethis youmustalsoturnon Enable HTTPS Server.

For safetyRequire HTTPS for Direct Admin canonly beenabledvhile accessingheadmin
interfacevia HTTPS.

If you have setthis optionY andaccidentallyconfigureit suchthatyou cannotaccesshe Search
Appliance,you canre-enabledHTTP adminby goingto the physicalconsoleof the SearchApplianceand
selectinghedrop Admin restrictions (HTTPS,IP,Ciph er requirements) option.

(Note: this settingwasformerly calledRequire HTTPS Admin .)

3.7.20 Require HTTPS for Proxy Admin

Setthis optionto Y sothatproxy-formardedaccesgo theadmininterfaceis only permittedvia HTTPSand
notHTTP. Forwardedconnectiongrethosehop(s)in theconnectiorchainthatareforwardedfrom the
clientto aproxy (thatthenaccessethe SearchAppliancedirectly); for controlof directconnectiongo the
SearchApplianceadmin(or thedirectlast-hopfrom a proxy to the SearchAppliance),seeRequire HTTPS
for Direct Admin.
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Forwardedconnectionarechecled by examiningthe X-Forward-Proto headewalueof connectiongo
theadmininterface:if all tokensarehttps , theforwardedconnectioris consideredgecure/HTTPS,
otherwiseinsecure/HTTHf no X-Forwarded-Pro to headelis presentthe connectioris not
consideredorwardedandthis settingdoesnotapply Notethatfor this settingto be effective, thenetwork
mustbesecureduchthatall deviceswith directaccesgo the SearchAppliancecanbetrustedto set(or
clear)theX-Forwarded-Prot o headeproperly astheheadeiis easilyforged.

For safety Require HTTPS for Proxy Admin cannotbeenabledf you're currentlyaccessinghe Search
Appliancevia aninsecureproxies.

If you have setthis optionY andaccidentallyconfigureit suchthatyou cannotaccesshe Search
Appliance you canre-enableHTTP adminby goingto the physicalconsoleof the SearchApplianceand
selectinghedrop Admin restrictions (HTTPS,IP,Ciph er requirements) option.

3.7.21 Admin AccesdPs

This controlswhatIP addresseareallowedto accessheadmininterface.You may specifyoneor more
individual IP addressesr networks. Networks maybe specifiedwith eitherglob, address:netmaskr
address/prefixleayntaxes. Placeeachentryon aline by itself. Blank meanso IP restriction theadmin
interfacemaybe accesseftom ary IP (with propercredentials).

Example.If youhave alocal classC network of 10.10.1.0aswell asonepublic IP suchas198.49.220.Yyou
wantto have adminaccesyouwould use

10.10.1.*
198.49.220.1

or

10.10.1.0/24
198.49.220.1

or

10.10.1.0:255.2 55.255.0
198.49.220.1

If therequests forwardedsuchthata X-Forwarded-Fo r headeis included(like aloadbalancer)all
IPsthroughthe forwardingchainmustbe allowedby Admin Access IPs .

For safety The SearchAppliancewill only accepthev Admin Access [Ps valuesthatallow thelP
addresst’s currentlybeingaccesseérom.

3.7.22 HTTPS/SSL Protocols

Which protocolsto allow for HTTPS/SSLconnectiongo the SearchAppliancesener from remoteclients.
Note:webmin will only usethefirst onechecledunlessall arechecled. SSLv2andSSLv3aredisabledby
default, dueto known vulnerabilities.
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For client SSL protocolsduringwalks,seeSSL Client ProtocolsunderAll Walk Settings.

3.7.23 HTTPS/SSL Ciphers

Which ciphersto allow in HTTPS/SSLconnectiongo the SearchAppliancesener from remoteclients.
Thisusestheopenssl ciphers command-lindormat. e.g.turn off low securitycipherswith
DEFAULT:!ILOW.

3.7.24 Enable SNMP sewice

This enablegshe SNMP sener onthe SearchAppliance.With this enabledyou canuseSNMP monitoring
toolsto monitorthe conditionof the SearchAppliance.

A few itemsof particularinterestmightbe

What OID (Objectldentifier)
Disk space 1.3.6.1.4.1.2021.9
Systemload .1.3.6.1.4.1.2021.10

Critical processes .1.3.6.1.4.1.2021.2

3.7.25 SNMP Community Name

Thisis thecommunitynameusedto accesshe SNMP information.We suggestisingsomethinguniqueto
your organizatiorratherthan”public”.

3.7.26 SNMP Location Value

Thisis prettymucharything youwant. It hasno significanceaxceptasa designatofor youto identify
whereor whatthe SearchApplianceis.

3.7.27 SNMP Contact Value

Thisis prettymucharything youwant. It would normally containsomecontactinformationfor theadmins
of the SearchAppliance.

3.7.28 SNMP AccesdPs

This controlswhatIP addresseareallowedto accesshe SNMPinterface.You mayspecifyoneor more
individual IP addressesr networks. Networks maybe specifiedwith eitheraddress:netmasi
address/prefixleayntaes. Placeeachentryon aline by itself. Blank meanso IP restriction,the SNMP
interfacemaybeaccesseffom ary IP.
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Example.If youhave alocal classC network of 10.10.1.0aswell asonepublic IP suchas198.49.220.You
wantto have SNMPaccesyouwould use

10.10.1.0/24
198.49.220.1

or

10.10.1.0:255.2 55.255.0
198.49.220.1

3.7.29 Administration Interface Options

Thesesettingsallow you to tweakthe appearancef the pagesvhenyou're working with the
Administrationinterface.Notethatthis is thetitle of the SearchApplianceadministation pagessuchas
All  Walk Settings , List/Edit URLs, System ,etc.,notthetitles of the actualseach pages,
which arecontrolledin eachprofile’s Search  Settings

3.7.30 <title> order

By default, thetitle of administratiorpageshav $profile-$sectio n,whereprofile  isthecurrent
profile,andsection s the sectionof the profile beingviewed. This settingallows you to swapthoseto so
it shawvs sectionfirst.

3.7.31 <title> max profile length

If thenameof the currentprofile is longerthanthis number it will betruncatedy ellipseswhenit displays
in thetitle. This canensureyouwill alwaysbeableto seeboththeprofile andthesectionin your pagetitles.

-1 (default)meangdont truncate and0 removesthe profile form pagetitles.

3.8 ResultsAuthorization

ResultsAuthorizationallows restrictionof searchresultsto authorizedusersonly, on a perURL basis.Only
userswith accesdo agivenURL will ever seethatURL in aresultlist, insteadof all usersseeingall
matchegandpotentiallybeingdeniedaccesdo resultsalreadyshavn).

Accesgo aURL, aswell asthe namespacef usersjs determinedy the URL's origin sener, notthe
SearchAppliance,sonoreconfiguratiorof usersor accesss needed- thepre-isting sener access
controlsarejust forwardedby the SearchAppliance.And sinceaccesss determinedn a perresult,not
persearchpasis.a singleprofile cansene a multitudeof userswith ary combinationof whole/partial
accesgo theunderlyingdata.
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ResultsAuthorizationworksat searchtime (late binding) by accessingachpotentialsearchresultURL
with theusers credentialsOnly URLs authorizedo thatuserarethenshavn in searchresults.The
authenticatioomethod(susedwill dependntheexisting system(salreadyusedby theindexed URLSs.
Variousschemesiresupported:

o None: No acceswerification;returnall searchresultsto all users.Thisis thedefault.

e Cookie-based : CustomHTML-form-basedsingle-sign-orsystemsUsersfirstlogin onaweb
sener (notaWindows workstationlogin), which thensendsanaccesookieto the users browvser
This cookieis automaticallyreturnedo the sener whenaccessinduture pagesandgrantstheuser
access.

e Basic : HTTP Basicauthenticationfor webseners.
e NTLM Windows NTLM authenticationfor webseners.

e SMB/Windows: SMB for Windows file seners(for Thunderston@roductshatsupporffile://
walking).

For cookie-basedystemsthe SearchAppliancewill merelyforwardthe cookiesthe userhasalready
recevedfrom thesitelogin page.For all others(Basic/NTLM/SMB),the SearchAppliancemustprompt
for theuserandpasswrd directly, asthey areneededo verify resultURLSs. In thelatter case credentials
will thenbe storedin a cookieby the SearchAppliancesothatfuture searcheslo not needto re-promptfor
alogin. NotethatNFS-mountedile senersarenot currentlysupportedy ResultsAuthorization,dueto
limitationsof NFS.

3.8.1 ResultsAuthorization Walk Settings

The SearchApplianceitself needseadaccesso theentiresetof URLsin orderto build a searchindex.
Therefore peforewalking a protecteddatasetfor ResultsAuthorization,it maybenecessaryo fill outthe
Login Info setting(p.80)underAll  Walk Settings with afull-accessadmintypeaccountsothat
the SearchAppliancecanwalk the data.

Orit maybenecessaryo fill outaPrimer URL(p. 78) containinglogin info to submitto a site’s login
form, sothatthe SearchAppliancecanobtainthelogin cookiesneededor accesso therestof thesite.

3.8.2 ResultsAuthorization Search Settings

After asuccessfulvalk, ResultsAuthorizationis configuredwith theResults  Authorization

Options groupontheSearch Settings page.Theprimarysettingis Authorization Method
(p. 101),whichis determinedy the authenticatiorsystem(s)n useby theindexed URLSs. If cookie-based,
thisis setto Forward login  cookies ; for all othersystemsit is setto Basic/NTLM/file -
Prompt via form . Mostof theremainingsettingsdependnwhich methodwasselectedseethe
Authorization Method setting(p. 101)for details.

Therearealsoafew resource/tuningettingssuchasMax Docs to Auth-Check , Successful
Auth Result Limit ,Total Auth Timeout ,andDebug Results Authorization ,which
arenotrequired but merelyfine-tunetheresults.
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3.9 Meta Search - Search multiple profilesasone

Metasearchallows you to searchmultiple profilessimultaneoushandmeige anddisplaytheresultsasif it
wasonebig profile. Themetasearctcansearchandcombineprofilesfrom multiple SearchAppliances.

3.9.1 Profile Creation

Whencreatinga profile, changethe Standard selectboxto Meta Search instead.

3.9.2 Meta Search Walk Settings

Walk Settings is somavhatof amisnomerfor ametasearchprofile sinceit doesnt do ary walking of
it's own. Onthis pageyou list the host(s)andprofile(s)to searchrandmeige whenthis profile is accessed.

For eachprofile youwantincludedin thesearchyoulist the profile’s namein the Profile Namecolumn
andthehostnameor IP of themachinewherethatprofile residesn theHost IP or Namecolumn.You
mayuseDNS resohablenamesor IP addressem the hostcolumn.IP addresseareslightly moreefficient
becausé¢hey dont requireDNS lookup. But namesaremoreflexible. Only the DNS, not a bunchof profile
settingshasto changevhenmachinegyetreplacedr renumbered.

TheDisplay = Namecolumnis usedto provide a userfriendly namefor this profile thatwill bedisplayed
if theuseris allowedto choosewhich profilesto search.

TheStatus columnshaws the statusof the remoteprofile oncea host/profilehasbeenenteredand
Update hasbeenpressedlf thetagetis searchableDKis displayed.Otherwisetext explainingtheerror
is displayed Refreshinghe pagere-querieghetametprofiles.

If User Selection issettoY thentheuserwill bepresentedvith alist of Display = Namesandcan
choosewhich onesto searchLeaving themall uncheckdwill causeghemall to besearched.

TheMeta Mode settingcontrolswhetherprofilesonthe samehostwill be searchederiallyor in parallel.
“Samenessdf hostis determinedy theHost IP  or Namesetting,sousingdifferentnamesor aname
andan|P addreswvill allow youto mix serialandparallel.

TheResults Merge Method settingcontrolshow tamgetprofiles’ resultsaremegedandsortedby the
metaprofile. Two methodsareavailable:

e Requested order
Theresultswill besortedasrequested,e. asspecifiedoy theorder query-stringvariable(or if that
is unsetthemetasearchResult Order searchsetting).Thisis thedefault. Thus,resultsfrom
differenttaiget profilesmay or maynot be mixedtogetherdependingn how they sortby order ).

e Target profile order
Theresultswill besortedby their Profiles  settingorderfirst, thenby requestedorder variable)
order Thiswill resultin all resultsof thefirst taget profile beingshawn first, thenall resultsof the
next targetprofile, etc.
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Notethatin bothcasesthetarget profilesstill individually sorttheir resultsaccordingo requestearder .
TheResults Merge Method settingonly affectshow thosetop resultsarethenmeigedandsortedby
themetaprofile.

Max Backend Data Size providesasanitylimit ontheinformationcollectedfrom metasearch
baclends.You canusuallyleave this untouchedbut it mayneedincreasedf you're gettingMax Page
Size Exceeded errorsin your metasearchesults.This canbecausedy having anexceptionallylarge
numberof resultsperpage(thousands)or very large Additional Fields.

3.9.3 Search Settings

Theappearanceptionscontrolthe appearancef the metasearctresultspages Currentlythe Results
Authorizationandqueryoptionsof the metaprofile do not apply: usethetamget profiles’ optionsinstead.

Whenusingbestbetsthe metasearchprofile musthave the samegroupnamesasthe baclendprofiles. Any
bestbetsfrom the baclendsthathave groupnameghatarenotdefinedin themetaprofile will notbeshawn.

Queryloggingof the metasearchandthe baclendsareindependenof eachother The metasearchwill
respecits own queryloggingsettingaswill eachof thebaclendprofiles.Soit is possibleto have multiple
logsfor thesamequeryif boththe metasearchandthebaclendhave queryloggingturnedon.

3.10 AccesControl

AccessControlallows differentadministratie userso be givendifferentlevels of accesso the Search
Appliance;normally with accesontroloff (the default) all usershave accesgo all administratie
functions.AccessControlcanonly be enablecbr disabledby theadmin user

3.10.1 UserGroups

Usergroupsallow easieraccesontrolmaintenancegasuserswith similar permissionganbe administered
togethemnceratherthanseparatelgeseraltimes. The specialgroupEveryone alwaysexistsandcannot
be edited;it alwayscontainsall usersasa corvenience.

Usergroupsmay containothergroupsaswell asusersallowing complex hierarchiego be createdf
neededPermissiongor a userareaffectedby all groupsa useris directly or indirectly amemberof. For
example,if userAmyis in groupProgrammers , andgroupProgrammers isin grouplT , thenAmyis
alsoindirectlyamemberof IT , andherpermissionsreaffectedby thosegrantedo not only herselfand
Programmers butlT aswell.

3.10.2 Object hierarchy

Eachadministratie actionthatcanbeaccess-controllee.g. editingwalk settingscreatingaccountsgan
bethoughtof asanobject. Someactionsarebroaderthanothersandcanbethoughtof asa supersete.g.
editingall profilesis a supersebf editinga specificprofile. Thus,accesgontrolobjectsarearrangedn a
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tree-like hierarchywhereeachobjecthasa parentobject,andcaninherit permissiongrom it. This makes
settingprivilegeson a logical groupof objects(e.qg. all profiles)easierasonly oneobjectmayneedto be
changedthe parent).Also, whennew child memberge.g. new profiles)arecreatedthey will inheritthe
sameprivilegesautomatically Theaccessontrolobjecthierarchyin the SearchApplianceis asfollows:

/ Global root object
Users/ User accounts
admin admin user
Other users
Groups/ User groups
Profiles/ Profiles
default default  profile
other profiles
Settings/ Profile settings
Maintenance/ System page
Info/
Updates/
Logs/
Settings/
System Wide
ACLs
Thesaurus
Save, Restore
Mounts
System/
RAID

Notethatthesé‘files” do notreally exist: the objectsaremerelysymbolsrepresentingctionsthatcanbe
access-controlled.

3.10.3 AccesControl Lists

An objectmayhave an AccessControlList (ACL) associateavith it. ACLs determinevhatrights
(Read/Write/Delete/Changeerms)usershave on objects.Eachobjects ACL containsoneor moreAccess
ControlEntries(ACEs).An ACE identifiesa trustee(a useror group),a setof rights,andwhetherthose
rightsareallowed or deniedthetrusteeon thatobject.In additionto the ACL explicitly setonanobject,
rightsmaybe inheritedfrom parentobjects’ACLs, asmentionedabore.

3.10.4 Determining Effective Rights

Theeffective rightsa specificuserhason anobject— whatthe usercanactuallydo with the object—are
determinedy examiningACEsin a specificorder Thefirst ACE thatmatchedoththe userandthedesired
accessight determinesvhethertheuserhasthatright onthe object. An ACE matcheghe userif it specifies
theuseror ary grouptheuseris directly or indirectly amemberof. An ACE matcheghedesiredright if the
rightis listedin the ACE.
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ACEsareexaminedin thefollowing ordet::

1. ACEsexplicitly setontheobject
2. ACEsexplicitly setontheobjects parent

3. ACEsexplicitly setontheobjects furtherancestorspearesancestofirst

At eachobject,ACEsarechecledin ACL order(theorderdisplayedor anobjecton the AccessControl
page).Ordercanbe changecamongmultiple ACEson the sameobjectby usingtheup arrow and
down arrow buttonsnext to the ACEs.

If nomatchingACE is foundafterall levelsareexamined(backto therootor Global ACE), accesss
allowedby default (thisis for back-compatibilitywith non-ACL mode).

3.10.5 Required Rights for Admin Actions

CertainACL rightsarerequiredfor certainadministratre actionsto be performed.In orderto maximize
rights-configuratiorilexibility, someactionsrequirerightson multiple objects.For example editing
settingson a profile requiresrightsnot only on the profile, but alsoon the settingitself. Notein the object
hierarchy(p. 128)thatprofilesandsettingsaretwo “sibling” branchestatherthansettingsbeingreplicated
asdescendantsf every profile. Thus,profilesandsettingscanbe thoughtof asa two-dimensionagrid for
permissionsandausers rightscanbetailoredacrosghatgrid: access$o onesettingacrossll profiles,
accesdo all settingsoneprofile only, etc.

Therightsneededor specificactionsarelistedbelow. If auserdoesnot have therequiredrightsfor an
action,eitheraredAccess denied messagavill bedisplayedor (if accesstill grantedo otherparts)
the affectedobjectmaysimply not appeatreadaccesslenied) ,or mayappeagrayedout (write access
denied).For moreinformationandsomeexamplepermissiorschemesseethe Using AccessControl
sectionp. 151.

Walk and Search Settings

For settingsunderBasic,All Walk, andSearchSettingsa usermusthave readaccesso the profile aswell
asreadaccesdo the specificsettingin orderto seethe setting.Write accesgo the profile, andwrite and
deleteaccesdo the setting,is neededn orderto modify a setting.(Deleteis neededo cleara setting,which
may not beapparenfrom theform.) Notethatsomesettingsaregroupedon aline, suchasthe

Enterprise  setting:permissionganbegrantedo thegroupasawhole (Enterprise ), or only
specificsettingsn thegroup(Enterprise - Yes or Enterprise - Domain). If auserhasnoread
accesgo asetting,it will notbedisplayedonthepage.lf auserhasno write accesgo a setting,it will be
disabledgrayedout andnot modifiable).

11n versionss.3.0andearlier dery ACEswerealwaysrequiredto be beforeallow ACEsfor anobject.
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Starting and stopping a walk

Write accesdo the profile andwrite access$o theWalk now settingis requiredto startawalk. Write
accesdo the profile andwrite accesso theStop walk settingis requiredto stopawalk.

BestBets
Write accesdo the profile andwrite acces$o theBest Bet Groups settingis neededo modify the
BestBet Groupsfor a profile, or to modify BestBetwordsfor a specificURL (underList/Edit URLS). Note

thatthisis distinctfrom editingBestBet seach settingge.g.Top Best Bet Title ), whichonly affect
searchpotthewalk itself.

List/Edit URLs

Write accesdo the profile andwrite accesgo the List/Edit URLs settingis neededo modify URLsin
thedatabasdncludingusingtheUpdate Soon link. Readaccesgo bothis neededo view URLSs.

List Duplicates

Readaccesdo theprofileandreadacces¢o theList  Duplicates  settingis neededeadtheerrortable
andlist theduplicatesof a URL.

Walk Status

Readaccesso theprofile andreadaccess$o theWalk status settingis neededo view Walk Status.

Query Log

Readaccesso theprofile andreadaccesdo theQuery log settingis neededo view the QueryLog.

Profiles
Readaccesso the profile andreadaccesgo the desiredsetting(s)areneededo view thegivensetting.

Write accesdo bothis neededo modify a setting.Deleteaccesgo theprofile is neededo deletethe
profile. Write acces¢o All  Profiles  (theparentof profiles)is neededo createa new profile.

Accounts

Write acces$o All  Users is neededo createa new user Write accesso the useris neededo change
thepassword for auser Deleteaccesdo theuseris neededo deleteauser
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User Groups

Write acces$o All  Groups is neededo createa new group.Write accesgo thegroup,aswell aswrite
accesso eachmembembeingaddedor removed,is neededo addor remore membergo or from agroup
(exceptwherethe groupis only indirectly beingmodifieddueto a membeiitself beingdeleted) Delete
accesdgo thegroupis neededo deleteagroup.

AccessControl

Change-permaccesdo anobjectis neededn orderto create edit or deletean ACE ontheobject.

Maintenance

Readaccesso Info underMaintenance is neededo readthe Informationlinks. Write accesgo
Updates underMaintenance is neededo install or upgradesoftware.Readaccesso Logs under
Maintenance is neededo readthe Logslinks. Write accesss neededo Kill  in orderto kill processes.
Write accesdo Settings  underMaintenance is neededo modify Settingswith the exceptionof
Enableor DisableAccessControlLists: thesecanonly andalwaysbe performedoy theadmin user
regardlessof ACLs (e.g.for emegeng reset).Note: giving a userwrite permson Settings , directlyor
indirectly, canallow themto overridearything onthe systemg.g. via externally-modifiedsave andrestore
settings.Also, notethata userwith physicalaccesgo the machinecould overwrite settingse.g.re-install
the software.

3.11 Running the Searh Interface

Seesectiord.1,p. 133.
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Chapter 4

Proceduresand Examples

4.1 Searching your Index

Searchthe pagesyou have indexed by enteringthe following URL into your Webbrowser:
http://www.mysi te .c omte xi s/ sear ch/

Theaboveis avirtual pathcomprisedf 2 parts.“.../texis " is the Texis Web Scriptinterpreterand
“Isearch " isthepathto thesearchscriptrelative to yourinstallations ScriptRoot
(/usr/local/morp h3/ te xi s/ scrip ts).

The URL givenabore will searchthelive databasaepecifiedn thedefault profile called“default  ”. If
thatprofileis notfoundit will try to searctthe default walk database.

You may specifyanalternateprofile by includingits namein the URL.
...Isearch/?pr= MYPRORLE
WhereMYPROFILESs the nameof the profile youwishto use.The searchwill usethelive database

specifiedby thatprofile.

You mayalsospecifya databaseéo searchinsteadof a profile.
...Isearch/?db= DATABASE

WhereDATABASHs the nameof the databasgou wishto use.Thiswould generallybethelive database
for a givenprofile which maybefoundasthefirst itemlisted on theadministratie interfaces

Walk Settings page.Databasessedthis way mustexist underthetexis subdirectoryof the
installationdirectory Whatyou specifyfor DATABASES only the portion of the pathandnameunderthe
texis directory For example,to searchthe database

lusr/local/morp h3/t exis/ mypr of il e/d b2 youwould use:

.../search/?db= mypr of ile /d b2
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Whenusingadatabasénsteadof a profile, thelook andfeel settingswill bethosethatwerelive whenthe
walk of thatdatabase@vasperformed.Theprofile will notbeconsultedor morerecentchangesA benefit
of notconsultingthe profile, however, is someincreasedgearchspeedwhich maybe usefulon avery
heaiily searchedystem A disadwantageof specifyingthe databasés thatit will nolongerbecorrectif a
new walk is performed.

To gethelpon constructinggueriesclick onthe Advanced buttonof the searciform. Ontheadwanced
searcHorm youwill find hyperlinksinto the searcthelp,whichis alsoincludedin this manualin section6.

To placethesearchform ontoyour existingwebpage(skall uptheLive  Search from theadministratie
interfacemainmenu(or the URL you determinedrom theabore). Thiswill bringupthesearciform. Use
yourwebbrowsers view pagesourceoption (MSIE: TopMenu->View- >Sourc e, Netscape:
TopMenu->View-> Page Source ) to getthesourceof the page.Cuteverythingbetweerandincluding
the<FORM>and</FORM>tags.Thatform maythenbe pastednto thewebpage(spf your choice.You
mayalsorearrangdhelook of theform aslong asthevariablesarestill presentlf you have catgoriesthere
will beacq selectist in theform. You mayleave thisoutif you alwayswantto searcheverything.Or you
may male it a hiddenvariablewith afixedvalueif you alwayswantto searchthe samesection.

4.2 Similarity Seaiching

Thesearchscripthasafeaturecalled“Find Similar” which allows a userto click onasearchresultrecordto
find morepageswithin thedatabassimilarto thatone. This featuremayalsobe accesseffom ary web
pageby placingtheappropriatdJRL onit. Youmaysearchor pagesn your databas¢hataresimilarto
ary otherwebpagewhetherit’sin thedatabaser not. The URL for finding similar pageshastheform
shavn below.

http://www.mysi te .c omte xi s/ sear ch/ ~»
—similar.html?pr =def ault& re f= http :// somesi te /so mepage.h tml

If theprofileto besearcheds “default” thepr=default&  portionmaybeomitted:
ref=http://some si te /s omepage.h tml

If theprofileto be searcheds anything otherthan“default” thatmustbe specifiednsteadof default
pr=myprofile&re f=http :// somesi te /so megrage.h tml

If thepageto belocatedis thepagethe URL is ontheref=URL portionmaybeomitted:

ltexis/search/s imil ar .ht ml
or
ltexis/search/s imil ar .ht ml?pr=mypro fi le

Thesimilar functionwill lookupthedesiredURL in thedatabaser, if it's notin the databasedetchit from
thewebserer. It will thensearchthe databaséooking for indexed pagessimilarto the specifiedoage.

You couldplacea URL like thison all of your pagessouserscould,with oneclick, find all pageson your
sitesimilarin contentto theonethey werereading.
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4.3 Usingthe ThesaurusFeature

You cancreateathesauruso eitherreplaceor addto the defaultthesaurusThe creationproceduras the
samefor eitherusage Notethata thesauruss notlimited to synoryms. It cancontainarything you wishto
associatevith a particularword: i.e., identities,generalitiespr specificsof theword entry plusassociated
phrasesacroryms, or spellingvariations.The SearchAppliancemaintainsa collectionof thesaurthatyou
upload.For eachprofile you may selectwhich, if ary, thesauruso use.

Herearethe stepgo usethethesaurugeature.

¢ Createathesaurudile. Usethe syntaxdescribedn thedocumentUser EquivalenceFile Format” at
thefollowing URL: http://www.thun ders to ne.co m/si te /t exi sman/ ~»
—user_equivalenc e _fil e _format. ht ml

Thatdocumentefersto thethesaurugsan“equivalencefile”.

e Uploadyourthesauruso the SearchAppliance.At themainmenuclick System then
Custom Thesaurus underManageModules.

¢ In theNamefield, entera symbolicnamethatwill belistedasanoptionin searctsettings.Thisname
doesnothave to berelatedto thefilenameon diskin ary way.

¢ InthePermutationgield, chooseavalue. This valuecontrolshow mary variationsof your defined
termsto createduringindexing of your uploadedsourcefile. Hereis anexampleof the effect of the
variousvalues.

Assumeathesauruentryof: car,ford,chevy {0 yota

Permutation None: Justthetermsasyou enteredhem.Query“car” wouldfind “car”, “ford”,
“chevy”, and“toyota”. Query“ford” would only find “ford”.

Permutations Single : Thetermsyou enterecandthereverse.Sameasabore plusaqueryfor

ary of “ford”, “chevy”, or “toyota” wouldfind “car”.

Permutations Full : Equateeverytermwith every otherin eachentry Sameasabove plusa
queryfor “ford” wouldfind “chevy” and“toyota”.

¢ IntheNew File field, enter(or browseto) thefile onyourdiskto upload.Click Save Changes
to uploadandindex thefile. Whenindexing is completedyouwill receve areportaboutthe
indexing. If Show results of indexing ischecled,youwill alsogetasummaryof the
indexedwords.

e After yourthesauruss installedonthe SearchApplianceyou cangoto Search  Settings  for a
profile to actvatethethesaurusTherearethreerelatedoptions:Synonyms, Main thesaurus
andSecondary Thesaurus .

e SetSynonyms usingthefollowing information.Synonyms indicateshow youwantto applya
thesaurugeitheryoursor thedefault) to queries.
Disabled : nophraseecognitionandno synoryms (equivalences)

Phrase recognition only : recognizequeryword groupsthatareknovn phrasesandsearch
for themasphrases
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Phrases & Allow synonyms : phraseecognitionplusallowing thetilde () operatotto match
synorymson specificqueryterms

Phrases & Use synonyms by default : phraseecognitionandmatchingsynorymsonall
queryterms(tilde to turn off on specificterms).

e SettheMain Thesaurus andSecondary Thesaurus fieldsby usingthefollowing
information.If youwantto useonly your thesaurusindnotthe default one,selectyoursfor the
Main Thesaurus optionandleave verb'Secondaryrhesaurussetto none.If youwantthe default
in additionto yourown, leave Main Thesaurus setto Built-In andset
Secondary Thesaurus toyours.Thenamedistedin theseoptionsarethe symbolicnames
(Namefield) you gave your thesaurwhenuploadingthem.

e Click Update to applythesesettings.Thereis noneedto checkApply Appearance , andthese
settingsareappliedto bothTest Search andLive Search .

4.4 Getting Software Updates

You canobtainsoftwareupdatesnanuallyor automatically For informationaboutgettingthem
automaticallyreferto Update Software in SystemWide Settingg(3.7.11).

Usethefollowing proceduré¢o manuallyobtainsoftwareupdatesrom ThunderstoneYou areableto select
which updatesouwant, if ary.

Note:if you needto usea proxyto accessheinternet,pleaseseethe Software  Update Settings
(3.7.11)in SystemWide Settings.

At mainmenu,click System , thenUpdate Software underUpdate/Backup.

A list of availableupdatess presentedCheckthe boxesfor updateghatyouwantto dovnloadfrom
Thunderstonegandclick Yes. Theupdatesaredownloadedo the SearchAppliance,but they arenot
installedyet.

Theselectegpackagesirelistedfor verification.Click Yes to installtheupdates.

Whentheinstallationis completeda messagéndicateshatupdatesarecompleted.

4.5 PageExclusion, Robots.txt,and Meta-robots

Onthefirst accesso a sitethefile /robots.txt will beretrieved,if its exists. Settingstherewill be
respectedAny encounteretJRL thatis disalloved by robots.txt will bediscardedMetarobotsis
alsorespectedor eachpageretrieved. Seehttp://www.robo ts tx t. or g/wc/ excl usion .h tml
for therobots.txtandmetarobotsstandards.

If thereareary HTML treesthatyou don't wantindexedyou maywantto setuparobots.txt file, meta
robotswithin theHTML pagespr usethe variousexclusionoptionsto the SearchAppliance.For example:
if you hada“text only” versionof yourwebsener thatduplicatedhe contentof your normalseneryou
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would notwantto index it. (Ontheotherhandif mostof your meaningfultext is containedn graphics,
Java, or JavaScriptyou maywantto walk the text treeinsteadof thenormalone,sincegraphicsandJava are
notsearchable.)

Supposegour“text only” pageswvereall underadirectorycalled/text . Thesimplestwayto prevent
traversalof thattreewould beto usethe exclusionor exclusionprefix.

Theexclusionwouldlook somethindik e this:

Itext/

Theexclusionprefix would look somethindik e this:
http://www.mysi te .c omte xt/

Thatwill preventretrieval of ary pagesunderthe/text tree.This doesnot preventotherWebrobotsfrom
retrieving the/text  tree.To setupa permanenglobalexclusionlist you needto createafile called
robots.txt in yourdocumentootdirectory Theformatof thatfile is asfollows:

User-agent: *
Disallow: ftext

Where* is thenameof therobotto block.* meansary robotnot specificallynamed(all robotsin this case
sinceno othersarenamed).Or you could specifythe nameof therobot. For the SearchApplianceit would
be ThunderstoneSA . Youmayspecifyseveral“Disallow’s for ary givenrobot(seebelow). The
“Disallow”s aresimplepathprefixes. They maynot containwildcards.

You mayalsospecifydifferent“Disallow” setsfor differentrobots.Simply insertablankline andadd
another‘Useragent’line followed by its “Disallow” lines.

Heres alargerexample:

User-agent: *
Disallow: text
Disallow: fjunk

User-agent: ThunderstoneSA
Disallow: ftext
Disallow: /thunderstonesa

User-agent: Scooter
Disallow: Itext
Disallow: /junk
Disallow: /big

TheScooter robotwill beblockedfrom accessingry pagesunderthe/text ,/junk ,and/big trees.
The SearchAppliancewill beblockedfrom accessin@ry pagesunder/text and/ thunderstonesaill
otherrobotswill beblockedfrom accessingpagesunder/text  and/junk
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Useof robots.txt is notenforcedn ary way. Robotsmayor maynotuseit. The SearchAppliance
will, by default, alwayslook for it anduseit if presentThis maybedisabledoy turningoff “Respect
robots.txt”. Whenusingrobots.txtyou maystill use“Exclusions”for manualexclusion.

Metarobotsprovidesanothemethodof controllingrobotssuchasthe SearchAppliance.Any HTML may
containa metatagin the sourceof theform.

<meta name="robots" content="WHAT-T O-DO>

WHAT-TO-DQnay containary of thefollowing keywords. Multiple keywordsmaybe usedby placinga
comma( ) betweerthem.

Table4.1: Meta-Robotd-lags
Keyword Meaning
INDEX Index thetext of this page
NOINDEX | Don't index thetext of this page
FOLLOW | Follow hyperlinkson this page
NOFOLLOW Don't follow hyperlinkson this page
ALL Synorym for INDEX,FOLLOW
NONE Synorym for NOINDEX,NOFOLL®V

Likerobots.txt thisis notenforcedn ary way. Robotsmayor maynotuseit. The SearchAppliance
alwaysindexesandfollows hyperlinksby default soit only looksfor NOINDEXand/orNOFOLLOVNd/or
NONE

4.6 Indexing Other Sites

You mayindex asite otherthanyour own by specifyingits URL justasyouwould for your own site.
http://www.anot hers it e.c om

Pleaséekind whenindexing othersites.Many arelow bandwidthor heavily usedalreadyandwon't
appreciatédeinghit hard.

4.7 Indexing Individual Pages

To addanindividual HTML pageto thedatabasejut notgo afterary of its referencesaddit to the
Single  Page list box.
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4.8 Reindexingon a Schedule

It is oftendesirableio reindex a givensiteon aregularbasisbecaus@f continuouslychangingcontent.You
mayspecifyaRewalk Schedule tohandlethisfor you.

It is alsousefulto performasinglerewalk atalatertime or dateto avoid overloadingawebsener during
heary useperiods.

4.9 Checkingfor Web Serwver Err ors

Whenyou startawalk youwill besentto thewalk statugpage.You mayalsoreachthatpageatary time by
selectingWalk Status fromthemenu.Thispagewill shav youthe summarystatusof the runningwalk.
Whenthewalk completeg/ouwill seea summaryof thewalk aswell asalist of ary errorsencountered.
Following theerrorlist is alist of duplicatepagesncountered.

You mayalsoview documentinkageandinfo anderrorsfrom the List/Edit URLs page(3.3)from the
menu.

4.10 Removing Pagesfrom the Database

Usethe List/Edit URLs menu(3.3)to find anddeletespecificURLs from thethedatabaseYou may
deleteindividual pagesor mary pagesat onceusingwildcards.

4.11 Erasingthe Entir e Database

If you decideto wipe outyour existing databas@ndit’s settingsto startover go to “Profiles” andclick
“Delete” next to the profile youwish to delete.Thiswill completelyremaove the selectedvalk databasand
all optionsrelatedto it.

4.12 UsingMultiple Databases

Onceyou have alive searchablelatabasgou maywantto build a separat@neto containdifferentkinds of
pagesor to experimentwith, without destrging your live databaseUsethe Profiles ~ menuto createa
new profile anddatabaseYou createthe new profile with default settingsor with a copy of the settingsfrom
anothermprofile.

4.13 Integrating Search with your Site

Therearefour maintechniquedo integratethe SearchAppliancewith your site. Thetechniquesre
catgyorizedasfollows:
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e Link totheAppliance
e Embedasearchbox
e RequesXML searchresults

e |Invoke thesearchSOAP API

Thefirst two aresimpleto implement.They involve only staticHTML contentandcanbeusedin
situationswvhereno dynamicscriptingis available.

Thelatertwo aremorepowerful andcanbe usedin dynamicallygenerateavebsites.You'll createa
“searchpage”for your site (search.phpsearch.aspetc) which acceptsa queryfrom the searchuser Your
searchpagemakesa searchquery(HT TP request}o the SearchAppliance,andrecevesresultdata.Your
searctpagethendisplaysthe datain whaterer manneryouwishto the searchuser

Theadwantageof thelatertwo methodds your site controlsall interactionwith the searctuser makingit
easyfor your searchresultspageto “inherit” thelook andfeel of your site. They never contactthe Search
Appliancedirectly.

4.13.1 Link to the Appliance

Whenyouwantto make aHTML link to your profile’s searchinterface,selectthe appropriatgrofile in the
admininterfaceandclick Search in themenubar

Theaddres®f thatsearchpagecanbeusedin alink to searclthatprofile, suchas:
<a href=" searhAddes$>Search</a>

WhereseachAddessis the URL of thesearchpage.

4.13.2 Embeda search box

It's possibleto have a smallsearchhox on your pagesvherethe usercantypea queryandsubmitsearches.
Thesearchbox submitsto the Applianceanduserswill have the searchresultssenedby the Appliance,
althoughthelook andfeel of the searchresultspagecanbe customizedo look like your site.

To acquirethe HTML neededor anembeddedearchox:
e Intheadmininterface,click Profiles  in themenubarandselectthe profile you'd like to usein the
searchbox.
e Click Search inthemenubar ThisopenghesearcHorm.

e Useyourwebbrowsers “View PageSource”option(View->Source inthemenu,or Ctrl+U ) to
openawindow thatcontainghe HTML sourcecodeof the page.

e Copy everythingbetweerandincludingthe<form> and</form>

e Pastetheform into yourwebpage(s).
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e Add the Appliances hostnameo the beginningof theform’s action  attribute. For example,if your
Applianceis search.mysite.c om andthe existing attribute lookedlik e:

<form action="/texis /...
You'd changeit to:
<form action="http:/ /s earc h.mysit e. com/t exis .. .

4.13.3 RequestXML search results

Your own dynamicphp/asp.net/etpagescanissuea queryto the Appliance,andreceve backXML results.

Issuing a Query Programmatically

Hereis anexampleURL for asimple XML search:
http:// HOSTMME/t exis /se ar ch/mai n.x ml? pr= profile&query= query

WhereHOSTMME is the IP/hostnamef your SearchAppliance profile is the profile to searchandquery
is theusers query

Search Parameters

Thepossibleparameterthatcanbeusedin thequerystringare:

Queries:

e cq - Catgoryquery:cgq=1 for 1stcateory, cq=2 for 2nd,etc. Canbeprovidedmultiple timesor as
aCSVtoincluderesultsin any of thosecategyories.

e cqgall - Settingto Y requiresresultsto bein ALL cq cateyories,insteadof ary oneof them
e dg - MaximumDepthquery

e Mtqg - Mime Typequery(e.g.mtg=text/* )

e query - Mainsearchguery

e sq - Sitequery(e.g.sq=docs.compan y. com)

e tq - Title-only query

e uqg - URL query
Search control:

e dateSource - Whatdateto use,id or Modified (seebelow)

¢ mdgt - Modified DateGreatefThan: Only resultswith a modifieddatelessthanthis will bereturned.
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mdlt - Modified DateLessThan:Only resultswith amodifieddatelessthanthiswill bereturned.
pr - Specifieghe SearchApplianceprofile

prox - Proximity: Only returnresultswith thequerywordsin thesameine , sentence
paragraph ,orpage (default)

order - Controlsthesortorder Valuesarer (relevance),dd (newestfirst), or da (oldestfirst). May
alsobeanAdditional Field to sortby; seeSortingunderAdditional Fields,p. 162.

rpp - ResultsPerPage(seealsoMax User Results Per Page searchsetting(p. 95)
sr - ResultsPerSite

sufs - Word forms(sufixes).ValuesareO (Exactmatch),1 (Plurals& Possesses),2 (Any word
forms),or 3 (Custom)

Rank Knobs: controlstheinfluenceof rankingparametersyom Off (0) to Maximum(000 ). Medium
(500) is the default.

rorder - Word order: Favorsresultswith querytermsin the sameorderasthequery

rprox - RankProximity: Favorsresultswith querytermsclosetogether

rdfreq Databasérequeng: Favorsresultswith querytermsmorerareacrosgheentireprofile
rwfreq - Document-requenyg: Favorsresultswith querytermsrepeatednoreoften

rlead - Positionln Text: Favorsresultswith querytermsearlierin thedocument

rdepth - Depthin Site: Resultsmoreshallav depth(fewer clicks from the BaseURL) arebetter

Additional Fields: To addsearctrestrictiongo the queryyou canspecifyform variableswith aname
constructedisaf nOP, wheren is thenumberof theadditionalfield (1, 2, or 3), andO P is oneof the
following operations:

eq - thefield is equalto theform variable(e.g.afleq )

gt - thefield is greatetthantheform variable(e.g.af2gt )
gte - thefieldis greateror equalto thantheform variable
It - thefieldis lessthantheform variable

Ite - thefield is lessor equalto thantheform variable

like - thefield matchegheform variable(text search)This hasthe samesyntaxandfunctionality
of the Metamorphgueryengineusedin the maintext search.

Examples:

afleg=important - only resultswherethefirst additionalfield is setto important
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af2lt=100 - only resultswherethe 2ndadditionalfield is lessthan100.

af3gte=2010-01- 01 - only resultswherethe 3rd additionalfield is 20100r newer.

afllike=importa nt - only resultswherethefirst additionalfield containghewordimportant

afllike=(critic al, import ant) - onlyresultswherethefirst additionalfield containseither
important  or critical

dateSource: id vs modified

ThedateSource parameteallows youto determinenvhich dateassociateavith the URL getsusedfor
display sorting,etc.

e Modified (default)- Thetime thecontentwaslastmodified

e id - ThetimethatSearchAppliancelastupdatedts recordof thecontent

If acollectionof filesthatweremodifiedayearagowerepicked up by the SearchAppliancewalk last
night,thentheModified datewould beayearago,buttheid datewouldbelastnight.

id isthedefaultdateSourcavhenrequestingan RSSfeedof asearch.

XML Elementsin Search Results

Searclresultscanbe sentasXML from the SearchApplianceto the hostsener. This sectiondescribeshe
XML elements.

<ThunderstoneRe sult s> Overall containerfor thesearchresults

e <XmlOutputVersi on> Definestheversionof this xml output

e <ResultsFromCac he> SettoY if thisis from resultscaching

e <Query> Main text searchstring

e <TitleQuery>  Queryappliedonlyto titles

e <UrlQuery> Queryappliedto Url

e <DepthQuery> MaximumDepth

e <MimeTypeQuery> Queryappliedto Mime Type

e <CategoryQuery> Numericindex for a categyoryto use.1 is thefirst cateyory, etc.

e <RequireAllCate  gor ie s> Setto Y if resultsmustbein ALL specifiedCategoryQuery
insteadof "one or more”

¢ <ResultsPerSite Query > Max resultspersite
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<TextQuery> Main searchguery sansnfield: prefix. Suitablefor concatenatiomwvith
"infield: " andre-insertionn anew query
<TextQueryHighl igh t> TextQuerywith queryhighlighting(if enabled)
<PreviousRefine > Additionalrefinequeries
<SiteQuery> Sitequery(fromsite: hostin thequery or dedicatedsq querystringvariable)
<InFieldQueries All owed> Setto Y if infield: gueriesareallowed
<ModifiedDateLe  ssT han> Only returnresultswith Modified dateearlierthanthis
<ModifiedDateGr eat er Than> Only returnresultswith Modified dategreatetthanthis
<UrlRoot> URL root of the searchscript,for makinglinks
<Profile>  Profileused
<dropXSL> Whetherto applyor dropthe XSL stylesheet
<AdvancedSearch > Setto 1 if theadwancedform shouldbedisplayed
<Proximity>  Proximity usedfor thesearchPossiblevalues:

— line - Mustoccuronthesamdine

— sentence - Mustoccurwithin the samesentence

— paragraph - Mustoccurwithin the sameparagraph

— page - mustoccurwithin sameHTML documen{default)

<Suffixes>  Sufiix processindor thesearchPossiblevalues:

— 0 - ExactMatchonly

— 1 - PluralsandPossesses
— 2 - All Word Forms

— 3 - Custom

<Thesaurus> Setto 1 if the Thesaurusvasusedfor synoryms
<Order> Orderingof thesearchPossiblevalues:

— r -relevance
— dd - newestfirst
— da - oldestffirst

<RankOrder> Favorsresultswith querytermsin thesameorderasthequery
<RankProximity>  Favorsresultswith querytermsclosetogether
<RankDatabaseFr equency > Favorsresultswith querytermsmorerareacrossheentireprofile

<RankDocumentFr equency > Favorsresultswith querytermsrepeatednoreoften
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e <RankPosition>  Favorsresultswith querytermsearlierin thedocument
e <RankDepth> Favorsresultsfewer links away from the startingpoint

e <mode> Setto admin if thisis a TestSearch

e <opts> Internaluseonly

e <authUser> Userthatwasauthenticatedia the ProxyModule

e <metasearchTarg et> Indicateswhatbaclendmetasearchamgetsareavailable,oneelementor
eachtaget. Currentlyselectedargetswill have a selected="select ed" attribute

e <AdminUrl> Url to theadmininterface

e <MakeLiveUrl> Url to make this Look andFeellive

e <RssUrl> Url to RSSversionof thissearch

e <OpensearchUrl>  Url to the OpenSearchersionof this search

e <OpensearchTitl  e> Suggesteditle for thisOpenSearch

e <QueryAutocompl ete >Setto Y if QueryAutocompletes enabled
e <LogoutUrl> Url for a’Logout’ link

e <Category> Cateoriesavailablefor search

<CatVisible>  Setto Y if thecatgyory shouldbe selectablén thelist of cateyories

<CatSel> Setto Y if thiscateyoryis currentlyselected
<CatVal> NumericlD for this cateyory

<CatName> Displaynamefor this categyory
e <TopBestBets> List of "BestBets”links

— <BBTitle> Title for this sectionof BestBets
— <BestBet> Individual BestBetrecords

<BBResultNum> Orderednumberfor this BestBet
<BBPriority> Priority for this BestBet,asassignedn theadmininterface
<BBLink> Url for this BestBet

<BBLinkDisplay>  Url thatdisplaysfor this BestBet.Long Urls areintelligently
truncatedor display

<BBResult> Url text for thisindividual BestBet.asassignedn theadmininterface

* <BBDescription>  Descriptionfor thisindividual BestBetasassignedn theadmin
interface

*x <BBGroupname> Nameof the BestBetgroupthis BestBetbelongsto
x <BBGroupid> id of the BestBetgroupthis BestBetbelongsto

x <BBKeywords> Keywordsthattriggerthis BestBetrecordto display Thisis all
keywordsfor this individual record,not justthe onethattriggeredthis activation

*
*
*
*

*
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o <Profilelnfo> Enclosesomeprofile summaryinfo

<Profile> Profileto whichthis ProfileInfo refersto

<ResultDecl> Declaration®f UserFieldsthatwill bein Result elementseachhasa
name andtype attribute

<ExitlsEarly> Setto Y if searchaborted

<ExitReason> Setto ok if searchfinishednormally otherwisetokenindicatingreason(see
ExitReasonablebelow)

<RedirectUrl> If presentspecifiesxternalUrl to redirecttheuserto for Results
Authorization

<LoginUrl> If present|ocal Url to login with rauser /rapass for ResultsAuthorization.

e <Summary> Enclosesearctresultssummaryonly presenif a searchwasactuallyperformed

<Profile>  Profilethatthis Summary elementappliesto

<Start> Firstresultitemto list

<End> Lastresultitemto list

<TotalNum> Total numberof resultitemsfound,befoe ResAuthetc.
<TotallsEstimat e> Setto Y if TotalNum is anestimate
<TotallsShort> Setto Y if TotalNum is known to be short(e.g. early exit)
<UserResultsNum > Total numberof resultitemsfound, after ResAuthetc.
<UserResultsIsE  sti mae > Setto Y if UserResultsNum is anestimate
<UserResultsIsS  hor t> Setto Y if UserResultsNum is anestimate
<ResultsAuthori zat io n> Setto Y if ResultsAuthorizationwasused
<Total> Readablaext for totalnumberof results after ResAuthetc.
<GroupBySite> Setto Y if Resultgper Sitewasusedwith this query
<CurOrder> Text thatdescribesheorderby whichresultsarelisted
<OrderLink>  Url thatprovidesanalternatve sortingorderresultslist
<OrderType> Text thatdescribe©OrderLink

<NewSkip> (Metasearclonly) Skip valueto usefor ary furtherrequestOnly neededvith the
SQAP API

<PreviousLink>  Url tothepreviouspageof results
<FirstPage> Setto 1 if thisis thefirst pageof results
<Pages> Containgdataon pagesf results

x <PageLink> Url to acertainpageof results
x <PageNumber> Pagenumbera pageof results

<NextLink>  Url to the next pageof results
<LastPage> Setto 1 if thisis thelastpageof results
<Credit> Text tointroducethecreditimage
<Creditimage>  Url of thecreditimage
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e <Result> Containgdataabouta givenresult

<Profile>  Profilefor this Result

— <BackendProfile > Profilesusedby metasearcbhaclends

— <Num>Numberof this resultitem

— <Skip> Internaluse:raw skip(s)for result.Valid for MetaSearchback-ends
— <Id> Identifierfor thisresult

— <ResultTitle> Title of thisresult

— <Url> Url of thisresult

— <ClickUrl> Url for this resultitem, asshouldbe clicked by theuser UseUrl if notpresent.
Only sentif QueryLoggingis enabledjn which caseit containsredirectfor loggingthe
click-through

— <UrlPDFHi> Url to highlightthis PDFin AcrobatReaderonly usedwith Legacy
highlighting

— <UrIDisplay>  DisplayedUrl for this result

— <UrlCached> Url to retrieve the cachedversionof this result

— <RawRank> Raw relevancerankvaluefor thisresult(0-1000)

— <ScaledRank> Raw rankscaledup for amore-like-thissearch(0-1000)
— <PercentRank> ScaledRanksa percentag€0-100)

— <DocSize> Size(bytes)of thisresult

— <MimeType> MimeTypefor thisresult

— <MimeTypelcon> Iconfile to usefor this MimeType

— <Depth> Numberof links walkedfrom BaseUrl to this Url

— <UrISimilar> Url to searchor pagessimilarto this result

— <Urlinfo>  Url for context of answerswithin a matchingdocument
— <UrlParents>  Url of pageghatlink to this searchresult

— <Modified> Dateandtime thisresultwaslastmodified

— <Visited> Dateandtime thisresultwaswalked

— <Abstract>  Brief text surroundinghe matchedwvord or phrase

— <Charset> Charactesetof theformattedtext of the page(typically StorageCharseunless
conversionfailure)

— <SiteName> Nameof thesitefor this resultitem
— <UrIMoreResults  Fro mSt e> Url for moreresultsfrom this site

— In addition,ary Additional Fieldsthathave beenselectedor Outputwill besentaschild
elementof Result , oneperfield. Eachelemenis namedafterthefield, with au: XML
namespacprefix sincethey arecustomfields. Thevalueof thefield will bethe contentof the
element.

For example,aninteger field Quantity andaGMLPoint field Location maybegiven
as:
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<u:Quantity>57<  /u: Quanti ty >
<u:Location>47. 4500 -122.3000</u:Lo catio n>

e <RightBestBets> List of right "Best Bets"links, seeTopBestBets
e <Spelling> Spellingsuggestions

— <SuggestWord> An individual spellingsuggestion
x <SpellPhrase> Labelfor thesuggestions
x <SpellLink>  Url to searchfor the suggestion
* <SpellWord> Suggestiortontent
x <SpellCount>  Numberof resultsfor this suggestion

e <exportVar> Additional exportedvariables
e <QueryMessage> Message$o shav totheuser

e <Message> Additionaldiagnostianessages

Thefollowing tablelists the possiblevaluetokensfor the <ExitReason> element:

Table4.2: XML <ExitReason> Tokens
Token Description

ok Normalexit
ResAuth-ExternalLoginRequiredNeedLogin Cookies:redirectto <RedirectUrl>
ResAuth-CredentialsRequired | Needuser/passsendrauser /rapass to <LoginUrl>

ResAuth-Loginincorrect User/pasincorrect;re-sendo <LoginUrl>
ResAuth-SuccessLimit Successfuhuth ResultLimit reached
ResAuth-Tmeout ResultsAuthorizationtimeout
ResAuth-MaxDocsCheck Max Docsto Auth-Checkexceeded
ResAuth-SmbError SMB error

ResAuth-NoSmb SMB unavailable/couldnotberun

Invoking Query Autocomplete
QueryAutocompletecanbeusedin your own customfront endusingJavascriptsimilar to thatusedby the
normalsearchinterface.If youwantto invoke it arbitrarily, you canrequestURLs of theform:

http://  HOSTMME/ exis /se ar ch/a ut oco mgde te .j son? pr= profile&term= term

WhereHOSTMME is thelP/hostnamef your SearchAppliance profile is the profile to searchandtermis
theusers partially typedterm.

Autocompletaeturnsa JSONarrayin the OpenSearcformat
(http://vwwopensearch.giSpecficationgOpenSeach/ExtersiongdSugggions) Gettingcompletiondor
term=sea wouldreturnsomethindike:

['sea",["seattl e" " sears ", "searc h"] ]
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AutocompletealsosupportsISON-Psoadding&callback=updat  eLis t tothe URL wouldreturn:

1] n n

updateList({ter m: "sea", completions: ['seattle","se ars", "searc h"]})
Alternatively, you canrequesautocomplete.xm | insteadof .json to getanXML documenback:

<Completions>
<Term>sea</Term >
<Completion  score="16">sea tt le </Conpl etio n>
<Completion  score="5">sear s</Compe ti on>
<Completion  score="1">sear ch</ Conpl et io n>
</Completions>

4.13.4 Invokethe seacch SOAP API

Insteadof makinga HTTP requestaindparsingthe XML responseit’s possiblefor pagedo invoke the
searchSQAP API. Thisallows interactionswith the Applianceto appeaiaslocal functioncalls,
automaticallyhandlingall thedetailsof HTTP request@andXML parsing.

Seethe SOAP API (p. 169)for detailson settingup andusingthe SQAP API.

4.14 Search ResultRSSFeeds

SearclresultRSSfeedscanhelpyou monitora certainsearchguery andlet you knowv whennew results
appearfor thequery

All searctresultpageshare anRSSlink embeddednh them.Recentversionsof modernbrovsers,suchas
InternetExplorerandFirefox, have built-in featureghatnotify youwhenanRSSfeedyou're subscribedo
changes.

¢ |E 7 and8 - http://www.micr osoft .c omwin dows/ IE/i e7/to ur/r ss/
e Firefox- http://kb.mozi Il azine .o rg /L iv e_Bookmar ks _-_Fi re fo x
e Opera- http://www.oper a. com/mai I/ rs s/

4.15 OpenSeach Support

Thesearchinterfacealsohasanembedde®penSearchdescription.This meanghatmodernbrovserscan
usethe Quick Searchhox (to theright of theaddresdar)to performsearchesn the SearchAppliance.

¢ Bring up thesearchinterfacefor the profile of your choice
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e Hit the”down” arron next to the Quick Searchbhox

e Chooseé'Add SearchProvider.” to addthe SearchApplianceto thelist of availablesearches.

InternetExploreruserscanfind moredetailedinstructionsat
http://msdn.mic rosoft .co m/en-us/ lib rary/c c848862.a spx

AddingstrictSpec=Y  totheOpenSearctDescriptionURL will causethe SearchApplianceto truncate
variousfieldsasrequiredby the specificationln practice thisisn’'t necessargasbrowsershandlelonger
names.

4.16 UsingBestBets

The SearchApplianceallows youto creatdinks thatwill appeaseitheratthetop or to theright of thesearch
results(or anywhereelse,if usingan XSL stylesheetyvhenspecifickeywordsaresearchedor. They canbe
usedfor suggestedinks, or to promotespecificURLs sothey standout from the mainresults.The BestBet
links arearrangednto groupswhich allow you to enableor disablea groupof resultseasily

4.16.1 Quick Creation

Theeasiestvay to createBestBetsis to directly addkeywordsto URLSs. This skipsthe groupanddisplay
settingswhich canbe customizedater (andaredetailedbelaw).

Fromthe“List/Edit URLs” page enterthedesiredJRL andclick onthe URL to getthedetailson that
URL. Thereis aform onthepagethatallows keywordsto be addedo thatURL. You candefinea priority,
title, descriptionandkeywordsfor the URL (asdetailedin thelist belown, underFully Customized.

Thegroupwill belistedas(Create  New). Thiswill createadefaultgroupandautomaticallysetit to
display instantlyusingthe BestBetyoujust created Thecreatedgroup(default ) canthenbeusedto
createary numberof otherkeyword-URL associations.

You cango to the“SearchSettings”pageto customizehow the BestBetsaredisplayed asdetailedbelow.

4.16.2 Fully Customized

BestBetscanalsobecreatedully customizedThefirst stepis to definea group. Thisis donefrom the
“BestbetGroups”pageunder‘Tools”. You cannamethe group,anddecidewhich informationwill be
displayedaboutthegroup.

After creatingagroup,you canuse the“ManageBestBets’link to addBestBetsto thegroup. You canalso
browse*“List/Edit URLS” pageenterthe URL youwant,andclick onthe URL to getthe detailson that
URL. Thefieldsontheform are:

e Url - TheURL to link to with this BestBet. Only usedwhenaddingBestBetsdirectly to thegroup,
ratherthangoingthrough“List/Edit URLS'.
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e Priority (optional)- Thepriority for this BestBet. If multiple BestBetsmatchasinglequery
their Priority fieldsdeterminewhatorderthey’re shavn. If you're only settingoneBestBet per
URL, or arent particularaboutthe order you don't needto seta priority.

e Title - Thetitle thatwill bedisplayedor the BestBetonthesearchresultspage.

e Keywords - A commaseparatedist of whatkeywordswill triggerthis BestBet. A BestBetis
displayedvhenthe queryis completelycontainedwithin oneof the keywordsfor thatBestBet.

e Group - Which BestBet Groupthis BestBetwill becreatedn. A BestBetwill only hase achanceo
matchif its groupis setto displayaseitherTop Best Bets orRight Best Bets onthe
SearclSettingspage.

If nogroupscurrentlyexist, (create  new) will bedisplayedandagroupwill becreatedor you
if you enterkeywordsandatitle for this BestBet.

Only usedwhenaddingBestBetghrough“List/Edit Urls”, ratherthanaddingto a BestBetgroup
directly.

e Description (optional)- Thedescriptionto displayfor this BestBet. The BestBet Groupfor this
BestBet might be setto not displaythe descriptionsoit’s optional.

Thetitle anddescriptioncancontainHTML code.Be carefulthatit doesnot disrupttherestof the page
layout. You cancreatemultiple entriesfor the sameURL. Eachtime you save a new setof blankboxeswill
beshavn.

OncetheBestBetsarecreatedyou cango to the“SearchSettings”pageto setup how they aredisplayed.
For thetop andright placementyou candefinewhich groupis shavn there,whattitle if ary to display
above thelinks, andthe color, sizeandstyle of the boxesaroundthe BestBets.

As with ary of the SearctSettingsthesewill applyto the“TestSearch'first, andthenwhenyou applythe
settingshe copiedto the“Li ve Search” allowing you to testthe settingsandmalke surethey areappropriate
beforegoinglive.

4.17 UsingAccessControl

The conceptandactionsof accessontrolin the SearchAppliancearediscussedh detailin the Access
Controlsectionp. 127. Thefollowing aresomegeneralips on how to setupandmaintainaccesgontrol
rights.

4.17.1 Initial Lockdown

Sincethe default modefor AccessControlwhencreateds to allow all rightsto all usersfor
back-compatibilityit is recommendethatpermsbe“locked down” first, andonly grantedasneededThe
admin user having theirrevocableability to resetACLs, shouldremaina “superuserwith all accessand
otheraccountgurnedinto lesseipermissiorusers.Lockdavn shouldhapperin this order:
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1. Allow superuserTheadmin usershouldhave anAllow entryfor all rightsto thetop-level
Global object.

2. Dery everyone:ThegroupEveryone shouldhave aDeny entryfor all rightsto thetop-level
Global obiject.

With theseperms,usersotherthanadmin —includingnew usersandprofilescreatedn thefuture—will not
be ableto seeor modify administratie settings.They canbe grantedpoermsasneededater, for example,
the Readright couldberemovedfrom theGlobal dery ACE sothatthey canreadbut not modify ary
adminaction/setting.

4.17.2 Example: Userwith Complete Control on One Profile

To configurea userthathascompleteaccesgo just onespecificprofile (but no otherprofiles,nor the restof
administratiorsuchascreatingaccountstc.),setup thelockdowvn settingsabove, then:

1. Createa Profile ACE onthespecificprofile, for thatuser readandwrite accessandtypeAllow .

2. Createa SettingACE for All  Settings , for thatuser read,write anddeleteaccesstype Allow .

Theuserwill now beableto modify ary settingon thatprofile, aswell asstart/stopvalksonit, but will not
beableto edit otherprofiles.

4.17.3 Example: Userwith Look and FeelControl on All Profiles

To configurea userthathasthe ability to changehe Top andBottomHTML on any profile, but cannotedit
walk settingsnor startnor stopawalk, etc.,setup thelockdavn settingsabore, then:

1. CreateaProfile ACEonAll  Profiles |, for thatuser readandwrite accessandtypeAllow .
2. Createa SettingACE for Top HTML, for thatuser read,write anddeleteaccesstypeAllow .

3. Createa SettingACE for Bottom HTML, for thatuser read,write anddeleteaccesstypeAllow .

Theuserwill now beableto changehetop andbottomHTML for ary profile.

4.18 Indexing File Sewers

The Thunderston&earchAppliancecanindex Windows andUnix file senersin additionto webseners.
To do soyouwill first needto mountthefile senerto the SearchAppliance,andthenconfigurethewalk.

1n version5.3.0andearlier theadminusershouldinsteacbe explicitly grantedall rightsto eachof the second-leel objects(All
Users All GroupsAll Profiles,All SettingsandMaintenance).
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To mountthefile sener you needto goto the Systempageandselect
Network Filesystems & Shares 3.3.

After you have mountedyour sener to the SearchAppliancetheinterfacewill give youtheBaseURL to
usein your profile. You mayusethat URL or arything underneatti.

4.19 Replication

4.19.1 Replication Overview

In replication,a sener profile sendsvalk datato anothersener profile. Thetwo profilescanbe on different
machinesr they canbe onthesameone.If the profilesareon differentmachinesthe sendingand
receving profilescanhave the sameor differentnamesl|f the profilesareon the samemachineuse
differentprofile names.

Hereis anexamplethatillustratesthereplicationprocessin this example the Sender profile hasbeenset
up asthesendeprofile andReceiver s therecever profile. After Sender performsawalk, it sendshe
walk datato Receiver . TheReceiver profile acceptdhe dataas-is,withoutregardto its own profile
settings.Only the profile thatperformedhewalk may sendthewalk data,soin this exampleReceiver
cannotreplicate(thedatait recevedfrom Sender ) to anotherprofile.

To avoid undesiredverwriting of replicationwalk data,you shouldnotallow therecever profile to perform
walks.

Beforethereceverwill accepteplicationdata,thesender(sheedto be grantedpermissiorto sendthe data.
This permissioris managedn aclustermembelist.

A gooduseof replicationis to setup multiple machinego replicateto a singlereceving profile. For
example,machinedA, B, andC eachhave adifferentprofile, andthey eachreplicatetheir walk datato a
profile on machineD, whichis therecever. Anotheruseof replicationis to sendwalk datafrom multiple
profileson a machineto a singlerecever profile thatis onthe samemachine.This providesa meansf
combiningwalk datainto a singleprofile. Anotheruseof replicationis to replicatedatafrom onesendeto
multiple recevers. This way multiple machinesold the samewalk data.

4.19.2 Procedur

Theproceduren this sectionis anexampleof settingup replicationon a singlemachine It canbeadapted
to multiple machineconfigurationgy changinghe ReplicationSettings.

Setup the SenderProfile

e Chooseanexisting, walkableprofile to bethe senderOr goto theProfiles  menuitemandcreate
one filling in all fieldsfor anormalwalk. We'll assumaethis profileis calledSender .

e GototheAll Walk Settings menuitemfor theSender profile.

¢ Scrolldown to Replication Settings
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o Entertheinformationfor therecever. In thisexample,Host 1P or Nameis localhost
becauseve’ll be sendingdatato the samemachine andProfile Nameis Receiver . Thepage
now includesthelocationof therecever profile.

e Click Update and Gobutton.

o After amomenttheWalk Status pageopens.Noticethatthereare N itemsin thereplication
queue.ThenumberN is similarto the numberof pageghatwerewalked. Theitemsremainin the
gueuepecausehey cannotbe sentuntil therecever profileis createdbelon). Normally, whena
recever profile is presentthe contentsof the queueareautomaticallysentto therecever.

Createthe Recever Profile

e Createanew profile calledReceiver viatheProfiles  menuitem. (This matcheghereceving
profile namewe enterednthe Sender profile.)

e At mainmenuclick System , thenunderSystem Settings headinggclick
System Wide Settings

o At theCluster Members field, enterthelP addres$or eachsener thatwill sendwalk datato this
machine.Usea separatdine for eachentry In this example thereis onesendingP addressandit is
127.0.0.2(uselP numbersnotthewordlocalhost ). To enableanentiresubneto senddata,use
an|P prefixandwildcard,e.g.10.10.*

e Click Update button.
e At mainmenu,click Profiles

e WhenProfiles  pageopensglick Sender . A Walk Settings pageopendfor the Sender
profile.

e Click Walk Status button. TheWalk Status pagefor theSender profile opens.
e Therearestill N itemsin thereplicationqueue.
e Click thereplication qgueue link.

e Theitemsin thereplicationqueuearesentto theReceiver profile. OntheWalk Status page,
therearenow 0 itemsin thereplicationqueuewhichindicategheitemsweresent.

e Onmainmenu,click Profiles ,click Receiver ,click Walk Status andobsenre thatthereis
alist of pagegecentlywalked. Thesepagesverenotwalked by Receiver ,insteadthey were
obtainedrom Sender , which performedhewalk.

4.19.3 DatalLoad API

Thereplicationsystemcanalsobe usedto load datadirectly ontothe SearchAppliancefrom anoutside
sourcejnsteadof “pulling” it from a URL or its links. This canbeusedfor datathatis not permanently
storedatits URL (e.g.generatedlata),andthereforecannotbefetchedfor indexing; it caninsteacbe
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pushedo the SearchAppliancefor indexing. This featurerequiresversion5.4.19or laterof the
texisScripts packagdseeSystemy UpdateSoftware).

Beforeloadingdataontothe SearchAppliance,it mustbe configuredo acceptdatafrom thelP address(es)
thatwill besendingo it. This procedurds the sameasfor replication;seethe ClusterMemberssetting,
p. 154,

SubmissionFormat

Datais submittedio the SearchAppliancewith anHTTP POSTrequessentto a similar URL astheadmin
interface(e.g.http://  ../dowa Ik ), but with /recvdata.xml appendedE.qg.:

http://www.mysi te .c omte xi s/ dowalk/ re cvdata .xml

Thefollowing POSTvariablesmustbe setin therequestBe sureto URL-encodahevalues:

e profile
Setto thenameof thereceving profile.

e data
Setto anXML documentontainingthedata,andwhatto dowith it (insert/delete/etc.Seebelav for
details.

Specifyingall fields manually
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Below is anexampledata documentvhereall fieldsarespecified Be sureto HTML-encodevalues.

<?xml version="1.0" encoding="UTF-8 "? >
<ThunderstoneRe pl ic at ion
xmins:dt="urn:s che mas- micr osoft -c omd ata ty pes"
>
<ltem>

<Type>I</Type>

<Size>150369</S iz e>

<Visited>2005-1  0- 25 15:25:18</Visit ed>

<Dlsecs>0</DIse  cs>

<Depth>0</Depth >

<Url>http://www .mysi te .c omd ir/ page.h tml</ Url>

<Title>Sprocket Specifications< ITit le >

<Body>...</Body >

<Keywords>sproc kets, gears, hubs</Keywords>

<Description>Sp  ro cket details</Descri pt ion >

<Meta></Meta>

<Category>Mecha ni cal </ Cate gory>

<Modified>2005- 10-25 11:21:07</Modi fi ed>

<NextCheck>2005 -1 0-2 5 16:25:18</NextC  heck>

<Views>0</Views >

<Clicks>0</Clic ks >

<CTR>0.000000</ CTR>

<Pop>0</Pop>

<MimeType>text/ ht ml</MimeType>

<Charset>UTF-8< /C har set>

<Refs dt:dt="bin.base6 4">. .. </Ref s>

<Errors dt:dt="bin.bas e64">. .< /Err ors>
<RawData dt:dt="bin.base 64"> </R awData >
</ltem>

</ThunderstoneR epli catio n>

Any elementwhosetext datamight notbe XML-safe (e.g.binarycharsin the <Body>) shouldbe
base64-encodedndtheattribute dt:dt="bin.bas e64" setin thetag.E.g.the<Refs> and
<Errors> elementstext dataarealwaysbase64-encodedlotethatthe XML namespacprefix dt
shouldalsothenbesetto urn:schemas-micr ~ osof t- com:dat at ypes in theroot
<ThunderstoneRe pl ic at ion >element.

Theelementsre:

e <Type> Theactionto take with this data.Text valuemaybe oneof:

— | Insertthedata(overwrite previousdatafor URL if ary)
— DDeletethe URL
— DPDeletethe URL asa pattern(e.g. http://www.mysi te .comdir/ *)
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— Ul Updatesearchindexes(call aftera batchof inserts/deletes)
<Size> Theintegersizeof theoriginaldocument.
<Visited> Whenthedocumentvasfetched,in YYYY-MM-DD HH:MM:SSformat.
<Dlsecs> Numberof secondsakento dowvnloadthedocument.
<Depth> Depthof URL from aBaseURL, e.g.0is aBaseURL, 1is oneclick away, etc.
<Url> TheURL of thedocument.
<Title>  Thetitle of thedocument.
<Body> Theformattedbodyof thedocument.
<Keywords> Any keywordsfor thedocument.
<Description> Thedescriptionof thedocument.
<Meta> Any metadatafor thedocument.

<Category> Thecatgyorythedocumenisin, if ary. Mustbea category namefrom the profile’s
Categyories.

<Modified> TheLast-Modified dateof thedocumentjn YYYY-MM-DD HH:MM:SSformat.
<NextCheck> Whenthedocumenshouldberefreshedin YYYY-MM-DD HH:MM:SSformat.
<Views> Numberof views of the documenthow mary timesit’s beenshavn in searchresults.
<Clicks> Numberof clicks of thedocumenthow mary timesit’'s beenclickedonin searchresults.
<CTR>Click-through-ratiofloating-pointnumberratio of clicksto views.

<Pop> Documentpopularity: numberof referenceglinks) to it.

<MimeType> The MIME typeof thecontentsenedatthe URL, or providedin RavData.
<Charset> Charactesetof <Body> data.Shouldcorrespondvith Storage Charset profile
setting(p. 70). If acharsebtherthantheStorage Charset is used;t shouldbeastandardANA
charsethatthe SearchAppliancecancorvertto theStorage  Charset .

<Refs> Optionalelementwith referencegchild links) of thedocument.

<Errors> Optionalelementwith errorsof thedocument.

Uploading a binary file
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If youhave abinaryfile, suchasa PDFor anOffice documentyou cansendit with the dataloadAPI andlet
the SearchApplianceextractthetext fromiit.

<?xml version="1.0" encoding="UTF-8 "? >
<ThunderstoneRe pl ic at ion
xmins:dt="urn:s che mas- micr osoft -c omd ata ty pes"”
>
<ltem>
<Type>I</Type>
<Url>http://www. exanpl e. convd at al oad.p df </ Url>
<RawData dt:dt="bin.base 64" >0M8&RIKXGu.. .. </ RawDaa >
</ltem>
</ThunderstoneR epli catio n>

Theelementsre:

e <Type> Theactionto take with this data.Text valuemaybe oneof:
— | Insertthedata(overwrite previousdatafor URL if ary)
e <Url> TheURL of thedocument.

e <RawData> elementwith thebase64ncodingof raw documentlt mustincludethe
dt:dt="bin.base 64" attribute.

Combining the two: binary fileswith customfields

It is possibleto specifybotha <RawData> documentandfieldssuchas<Title> , <Description>
etc. Thebinarydocumenwvill be processedandary otherfieldsprovidedwill overridethevaluesthatcame
from thedocument.

This canbeusefulin situationswvhereyou have a ContentManagemengystem(CMS) thatcontains
metadatabouta documenthatdoesnt actuallyoccurarywherein thedocumentYou candoacustom
dataloadhatpushesn thedocumentandthe customTitle/Description/etc.

Additional Fields

Eachprofile-specificAdditional Field is optionally sentin a singleelementnamedafterthefield, with the
XML namespacprefixu. Thevalueof thefield is thecontentof the XML elementNotethattheu XML
namespacprefix shouldbedeclaredn theroot<ThunderstoneRe pl ica ti on>node,asshavn
earlier

For example,aninteger field Quantity andaText field State maybegivenas:

<u:Quantity>57<  /u :Quanti ty >
<u:State>NY</u: Stat e>

Other Details
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Theoptional<Refs> elementiststhelinks (referencesjrom the givendocumentfor parent-childinking.
Its text valueis abase64-encodedML documentvith the following formatwhendecoded:

<results xmins:dt="urn:s chemas-micr osof t- com:dat at ypes">
<result>
<Url>http://mww .mysi te .c omd ir/ page.h tml</ Url>
<Ref>http://www  .mysi te .c om/d ir/ ot herp age.h tml/ </ Ref>
</result>

</results>

Each<Url> shouldbethesameasthe<Url> intheabore <ltem> block. The<Ref> isasinglelink
from thepage.Only one<Ref> maybelistedper<result> ;additionallinks shouldbe sentwith
additional<result>  elements.

Theoptional<Errors> elementcontainsary errorsto beloggedfor thedocumentNotethatthis maybe
emptyor not presenif no errorsareto belogged.lts text valueis a base64-encodeXiML documentivith
thefollowing formatwhendecoded:

<results xmins:dt="urn:s chemas-micr osof t- com:dat at ypes">
<result>
<Url>http://www .mysi te .c omd ir/ page.h tml</ Url>
<Reason>Document not found: 404 (Not Found)</Reason>
<[/result>

</results>

As with the<Refs> elementthe<Url> mustcorrespondvith theoriginal<ltem> <Url> , andmultiple
errorsmustbelistedin separateresult>  elements.
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Reply Format

Theresponséo a DataLoadrequesis an XML document:

<ThunderstoneRe pl ic at ion Result >
<ltemResult>
<rid>000000000< /r id>
<Type>D</Type>
<DP>1</DP>
<Status>OK</Sta tu s>
<Info>Not  found</Info>
</ltemResult>
<Rows>1</Rows>
<Version>Versio n 5.01.1234567890 20051010 (...
2005-10-10 12:34:56</Versi on>
</ThunderstoneR epli catio nResul t>

Theelementsre:

<rid> Thereplicationid. Ignored.

<Type> Theactiontype specifiedn therequest.

e <DP>Thenumberof URLs deletedby a<Type>DP</Type> action.Elements not presentor
other<Type>.

<Status> Resultcode:

OKSuccess
FAIL_UNKNOWNTYPThe<Type> wasnotrecognized
NODATANo parsabladatain request

Not Allowed SendeilisnotaCluster Member

No Profile  Noprofile  setin requesPOST

FAIL Failed,unknavn reason
e <Info> Optionaladditionalmessageg.g.Not found if anon-eistentURL is deleted
e <Rows>How mary requeskltem> swereprocessed.

e <Version> Versionandreleasalateof the software.

Oncedatahasbeensuccessfulljoadedontothe SearchAppliance,if the profile hasary recever profiles
definedunderReplication Settings , thedatawill alsobequeuedor replicationto thoserecevers.
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Dataload SOAP API

Thereis a SOQAP API availablefor dataloadallowing youto usea SQAP library to communicatevith the
SearchAppliance.For anoverview of SOAP, Pleaseseethe SOAP API (p. 169).

TheWSDLsfor the dataloadAPI canbe foundon the Profile Tools page.Providing theséWSDLsto
whatever tool your languageuses suchasVisual Studios wsdl.exe  program shouldgeneratehe
necessaryrapperclass.

Theparameteraredefinedwithin the WSDL itself, andaregenerallythe sameasmentionedabore in the
SubmissionFormat andReply Formats, with afew exceptions:

e Theentiretransactiongsrewrappedy SQAP ervelopsandthetop-level elementsarecalled
dataload anddataloadResponse insteadof ThunderstoneRe pl ic at ion Result ,
respectiely.

e Thedataload elementtontainsaprofile  elemenin additionto all theltem s.

C# Example Project

A C#exampleprojectis availablethatdemonstrategsingboththe searchanddataloadSQAP interfaces.In
theSystem -¢Advanced Tools sectionof theadministratiorinterface,chooseExtra Downloads
andthenThunderstone  Soap Example . Instructionsarelistedon thatpageandwithin the zip itself
for how to usetheproject.

4.20 Additional Fields

4.20.1 Overview

Theadditionalfieldsfeaturein the SearchApplianceallows you to definestructureddatathatcanbe
searchean, sortedby, andincludedin theresultswhenusingan XSL stylesheetTypical usesmight
includehaving prices,datesor ratingsassociateavith the documents.

4.20.2 Populating

To populateAdditional Fieldsthey shouldfirst bedefinedin the Additional Fields sectionof All Walk
Settings You canspecifyaname whichis usedasthe nameof the XML elementwhendisplayingthe
results aswell aswhenusingthe Datal.oadAPI.

Oncethefield hasbeendefinedit canbe populateceithervia the DataLoadAPI or throughthe Data From
Field settingssection.Thefieldsarepositionallynumberedandyou canload ExtraField 1, 2 and/or3 from
thepagethatis read.If you areloadingfrom a<meta> field youwill typically wantaREX Seaich of .+
andthe From Meta Field you areloadingfrom.
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4.20.3 Sorting

To sortresultsby an Additional Field, usetheorder form variable.To specifythefirst Additional Field set
thevalueto afl , for thesecondaf2 andfor thethird af3 . To reversethesortorderyouaddad to the
value,i.e. afld , af2d , af3d .

4.20.4 Searching

Seethe Additional Fieldssectionin Issuinga Query Programmatically (p. 142)for informationon
specifyingadditionalfield searche the URL.

421 DBWalker

4.21.1 Overview

The Texis DBWalker moduleprovidesawalkableHTML interfaceto aremotedatabaself thereis a
databassener somavherewhich hasa JDBCdriver, DBWalker cansene up thatdatabaseia HTML,
which canthenbe walkedby the SearchApplianceor viewed by users. DBWalker canbe configuredo
print all recordson asinglepage,or to provide an“index” pagewhich createdinks to individual pages,
eachof which shaws a singlerecordof thetable.

DBWalker is differentfrom thenormalideaof an“import” in multiple ways:

o DBWalkerdoesnotdoary actual‘importing” atall - it simply enablesaway to view partsof a
databasé¢hroughawebsite.It’s still upto the SearchApplianceto walk the givenwebsiteandindex
its content.

e Theideaof ‘import' impliesa one-timeaction.BecausdBWalker providesaHTML interface,it can
be usedto keepup to datewith changego theremotedatabaself a singlerecordin theremote
databasehangesthenDBWalker's HTML interfacewill bedifferent,andarefreshwalk by the
SearchAppliancewill seethisandchangets internalindex accordingly

JDBCconnectionarecachedacrossHTTP requestsThefirst time arequesfor a configurationis receved,
it establishesa JDBC connectiorandkeepst for 5 minutes.If anotherequesfor thesameconfigurations
receved,it will re-usethe sameconnectionThis greatlyenhancethe SearchAppliances walking speed,
andkeepsirom boggingdown theremotedatabasevith unnecessargonnect/disconneeictvity. JDBC
connectiongreclosedafter5 minutesof inactiity.

4.21.2 Configuration Overview

DBWalker usesmultiple individual configurationdor the differentdatabaseandtablesit needgo talk to.
Eachconfigurationdescribes singlegroupof settingsfor a singletablein a singledatabaselt is possible
to have multiple configurationsisethe sametableanddatabases for example,you canhave one
configuratiorlist the entirecontentof a table,while anotherconfigurationimits the datato a certainrange.
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Eachconfigurationspecifiesvhich databaséo talk to with atype (“PostgreSQL, “Oracle”, etc.,which
determinesvhatJDBCdriver to use),a JDBC connectiorstring (which specifieghingslik e host,port, and
databaseq usernameanda passwrd. The configuratiormustalsospecifywhichtableis to beread,and
canoptionallyspecifywhich columnsto read(defaultsto all), ary filter for the data(by way of aWHERE
clause)andakey field.

If nokey field is specifiedthenDBWalker won't know how to uniquelyidentify rows, soit will print all the
dataonasingleHTML page.If akey field is specifiedthenDBWalker will createanindex page which
lists only thekey field column.Eachrow’s key field is listedasalink backto DBWalker, whichwill give a
pagedisplayingall of the selectedieldsof only thatrecord.This allows morefine-grainedndexing and
searchingn largetables.

4.21.3 DBWalker Output Overview

The DBWalker’sinternallibrariesproduceXML output. Thisis transformednto HTML via a XSL
stylesheetwhichis changeablen a perconfiguratiorbasis.Whenarequesis recevedthatendsin .xml ,
DBWalkerwill returnanXML documentwith areferenceo anXSL stylesheebnthe DBWalker sener
(whichmodernbrowserswill automaticallyfetchandapply).

However, if arequesis recevedwith theextension.html , DBWalker will applythestylesheesener-side
beforethe clientever seest, andhandtheresultingHTML to theclient. Thisis usefulfor clientsthatdo not
apply XSL transformationso XML documentglike the SearchAppliance).

4.21.4 DBWalker Authentication Overview

Therearetwo waysto do authenticationwith the remotedatabaseAuthenticatiorinformationcanbe stored
in the configfile, or it canbe provided dynamically

If ausernameandpasswerd areprovidedin the configurationthenthatuser/passvill be usedfor every
requesfor thatconfig. This hastheadwantagehatusersnever have to inputa username/passnd, but also
hasthe securitydisadwantagehataryonewho openghewebsitecanseethe data.Dependingon the
contentof the databasethis may or may not be significant.

Theotheroptionis to notincludea usernamer passwrd in the configuration WhenDBWalker is invoked
by in this situation,it will promptfor ausername/pas®nd (via Basicauthentication)If theremote
databasacceptghe credentialsthe pageis displayed For the SearchApplianceto walk thesepagesit will
have to know avalid username/pas®nd for the pages.Thisis suppliedin the Login Info of All Walk
Settings((80).

Thisintegrateswell with ResultsAuthorization.if the SearchAppliances searchis setto useAuthorized
SearchResultswith “Promptvia Form”, the credentialwill automaticallybe verifiedwith DBWalker.

To summarizeafew key points:

¢ If youincludeausernameandpasswerd in the DBWalker config,anyonewill beableto seethe
resultsincludingsearchesvith Results  Authorization in use:ary users login will work
sincethe correctuser/passs “built in” to the DBWalker config.
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e If nouser/passs includedin theconfig,thenuserswill have to supplytheirown username/passnd,
andtheconfigcanbeusedproperlywith Results  Authorization

¢ If nouser/passs includedin theconfig,besureto putavalid username/pas&ad in
theLogin Info (pg. 80)sectionof ary profile thatusest sothe SearchApplianceis ableto index
thecontent.If the SearchAppliancecant seetheresultsthenno searchesvill find it!

4.21.5 Obtaining DBWalker

DBWalkeris obtainedhroughSystem -¢ Update Software . Thej2re updatemustbeinstalledprior
totheDBWalker update Pleaseseethe Getting Software Updates(pg. 136)for detailsoninstalling
softwareupdates.

4.21.6 Managing DBWalker

e At mainmenu,click System ,thenDBWalker Settings / Status underManageModules.
The mainDBWalker Administrationinterfaceis dividedinto 3 sections:

o DBWalker Status

This shavs whetherthe DBWalker is currentlyenabledandif sowhatthe procesdD is. A buttonis
providedto enableor disablethe DBWalker, whicheveris applicable.

A link is alsoprovidedto theDBWalker Global Options page.

o DBWalker Configurations
This sectionlists all the configurationsvailablefor DBWalker. It shavs the configuratiomname what

type of databasé usesijts table,andits JDBC connectiorstring. If the DBWalker sener is currently
running,thenameof eachconfigurationwill bealink to thatconfigurationrs DBWalker page.

Hereyou have the optionto edit or deletearny configurationandto createnew oneswith the“Create
New Configuration.”. buttonatthe bottom. Pleaseseethe

Managing DBWalker Configurations sectionbelow for moreinformationon managing
configurations.

o DBWalker Stylesheets

This sectionallows you to managehe XSL stylesheetthat DBWalker uses.You canadd,delete,or
modify, or view stylesheetbere.Pleaseseethe Managing DBWalker Stylesheetgpg. 168)belav
for moreinformationon stylesheetandhow to managehem.

4.21.7 DBWalker Global Options
The DBWalker Global Optionspagelists settingshataffect all configurationsusuallyinvolving the
DBWalker ervironment.

Theseareconsideredadvanced’settingsandshouldonly needto be changedf advisedo by
Thunderston&upport.
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e LogLevel

This affectshow muchinformationis writtento DBWalker.log . Eachlevel includesall levels
aboveit.

— SEVERE Errorsthatcausehe DBWalker to fail, giving it no chanceto continue.These
includeerrorsreadingthe sener configfile, sener soclet errors,errorssettingup the JDBC
classloadertc.

— WARNING errorsthatcauseanindividual requesto fail, but allow the senerto continueon
servicingotherrequestsThesencludeindividual connectiorsoclet errors,individual
configuratiorerrorserrors,unexpectedSQL errors,etc.

— INFO - Thisis thedefaultlogginglevel. Logserrorsthatareprobablycausedy malformed
clients,or otherthingsthatwe think anadminshouldknow about.Includesclientsgiving
malformedHTTP headerstequestingionistentconfigs,sener startup/shutden notification,
etc.

— CONFIG- reportsall informationbeingreadfrom configuratiorfiles.

— FINE - Morefine-tunedbook-keepingwithout goinginto detailsaboutindividual
classes/methodicludesworker/soclet assignmentyorker pool manipulationcache
manipulationenter/ait of JDBC methods.

— FINER - reportsrun/stop/resumef individual threadsmoredetailsof worker processingf
soclet.

— FINEST - Kitchensinkandthensome.Thiswill causahelog to fill very quickly with
superfluousnformationduringnormaloperationandis advisedhot to beusedunlessequested
by Thunderston&upport.

Thedefault valueof INFO is fine for normaloperation.

¢ Max JVM Memory

This allows you to increasehe maximumamountof memory in megabytesthatthe JVM will allow
itself to allocate.If you areworking with very large tablesandgettingOutOfMemoryExce pt io n
errors,themyou mayneedto increasehis. Thedefault valueis 64Mh

Notethatthis valueis nottheamountof memorythatwill beimmediatelyallocatedby the JVM - it
will only allocateasmuchasit needsThis simply providesanupperlimit on how muchmemorywill
beused.

e Accept Debug Connections

Whenworking with Thunderston&oftware,this canassisin thetroubleshootinggf DBWalker
problems.Theres noreasorto setthis unlessThunderston&upporttellsyouto.

4.21.8 Managing DBWalker Configurations

Choosingo eitheredit a configuratioror createa new onetakesyouto alisting pagewhereyou canchange
thefacetsof a configuration.
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e General Information

The Generalnformationsectioncontainghingsthatdon' pertaindirectly to theremotedatabase
itself.

— Configuration Name
If you're creatinganew configurationyouwill be asledto enteraname.lt is usedwhen
specifyingwhich groupof settingsyou wantto usewhenDBWalker is invoked, but hasno
bearingbeyondthat. Namesmay containletters,numbersdashesandunderscoreéno spaces).
— Stylesheet
Specifiesvhich XSL stylesheeto use.You canonly usestylesheetshatyou've already
uploadedPleaseseethe Managing DBWalker Stylesheetgpg. 168)for moreinformation.
— Max Rows per Page

Setsa maximumnumberof rows to useon asingleindex page.If therearemorerowsthanis
allowedonasinglepage hext andback links areusedasnecessarijo seetherestof thelinks.

Thisis becauséf atablecontainslO million rows, justgeneratingheindex pagecantake huge
amountsof time. DBWalker canbetold to only dealwith 100rows atatime, keepingit from
gettingboggeddown.

— Appliance  Link

If youareusinganinternalinterfaceto accesshe SearchAppliances administratoiinterface,
this canallow youto forcethe DBWalker to bewalkedthroughaninterfacethatwill bevisible
to externalusers.Usuallythedefault for thiswill befine.

If administratorareaccessinghe SearchAppliancethroughaninternal-onlyinterface,let’s say

internalonly.my sit e. comthentheDBWalkerwill getwalkedas

http://internal onl y. mysi te .co m/te xi s. .. . Thiswill work fine for thewalk
itself, but whenexternalusersusesearchthey will seeresultsreferencing
internalonly.my sit e. comwhichthey won't beableto access.

By settingApplianceLink to somethindike www.mysite.com/ tex is (or whatever
externaluserswill beableto see)thenthe DBWalker will getwalkedwith the properlinks.

e Database Information

Thedatabasénformationsectioncollectsinformationabouthow to connecto your remotedatabase.

— Type
This determinesvhich JDBCdriver will beloaded.DBWalker comeswith supportfor
Oracle , Microsoft SQL Server , Sybase , PostgreSQL , MySQL andTexis .

TheOracle (dedicated) typeis usedto connecto anOracledatabas¢hrough
dedicated = modeinsteadof thedefaultshared mode. Thereis a slight performance
disadwantageo this, andshouldonly beusedwhentheordinaryOracle typedoesnotwork.

Alternatively, you canselectfjdbcConnect] asthetype,whichletsyou manuallyenterthe
JDBC ConnectiorString. TheHost , Port , andDB/Service valuesareall containedn the
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JDBCconnectiorstring,sothe Connect
— Host / Connect

String field replacesll 3 of them.

Databas@ype field contents
Oracle,SybasePostgreSQLMySQL, or | the hostnameof the machineyou're con-
MS SQL Sener nectingto, or its IP address.

Texis the hostname and full path to the
JDBC script on the remote sener, i.e.
host.mysite.co m/tex is /| dbc.

[[dbcConnect] thefull JDBC connectiorstring.

If thetypeis [jdbcConnect]

, thenthisfield is Connect

String
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String  Thecontentof thisfield dependonwhatType you have selected.

, Whichletsyou specify

thefull JDBC connectiorstring. Thisis usefulif you alreadyknow the JDBC connectiorstring
for yourremoteDB anddon't wantto have to breakit down into hostnameport, etc. The exact
formattingof this stringdiffersfor eachremotedatabaséype.

— Port Theportnumberthatthe remotedatabasés listeningto.

Oracle,SybasePostgreSQLMySQL, or

theportto use,or leave blankfor the de-

MS SQL Sener fault.

Texis unused,alreadyspecifiedas part of the
Host field

[[dbcConnect] unused,alreadyspecifiedas part of the

Connect String field.

— DB/Service Thecontentof thisfield is dependendnyour databasegype.

SybaseMS SQL Sener, PostgreSQLor

thenameof thedatabasgouwantto con-

MySQL nectto.

Oracle the nameof theserviceto connecto.

Texis the full path to the remote database
i.e. C:\morph3\texi s\t estd b\ or
Ivar/db/testdb

[[dbcConnect] unused,alreadyspecifiedas part of the
Connect String field.

— Username

Theusernaméo give to theremotedatabaself thisis left blank,username/pas®nrd will be
asledfrom theuserwhenarequesis made.Pleaseseethe“DBWalker Authentication
Overvien” section(pg. 163)for moreinformation.

If connectingo aMicrosoft SQL Sener databaset’s possibleto enterDOMAIN\user asthe
usernaméo usedomainauthenticationwhereDOMAINSs the domainthatthe sener belongsto.
— Password

Thepasswrd to give to theremotedatabaself thisis left blank,username/pas&ad will be
asledfrom theuserwhenarequesis made.Pleaseseethe “DBWalker Authentication
Overview” section(pg. 163)for moreinformation.

e Table Information

Thetableinformationsectioncollectsinformationaboutthetablethatyou wantto access.

— Table
thenameof the SQL tableyou wantto retrieve datafrom.
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— Fields

An optionallist of fieldsto retrieve from thetable.By default, all fieldsareretrieved. This is
specifiedasa comma-separatdidt, asyou would usein the beginningof a SQL query

— Where clause

Allowsyouto limit thedatareturnedoy DBWalker. It is notlimited to usingthefields specified
in thefields  section.Thewhereclauseshouldnot containthe SQL keyword WHERFust the
conditionalclause For example,if yourtablehasanid andaname youcouldsetFields to
name andWhere clause toid>100 toonly getnamesofrecordswheretheid is greater
than100.

— Key Field
Specifieghe“key” field of the databaseThis field shouldbe ableto uniquelyidentify each

recordin thetable,allowing DBWalkerto createalist of links to eachrecordfrom asingle
index page.If nokey field is specifiedtheentirecontentf thetablewill bedisplayed.

4.21.9 Managing DBWalker Stylesheets

XSL Stylesheetallow youto customizeheway the DBWalker resultsarepresentedia HTML. They are
appliedeithersener-sideor client-side asdetailedin theDBWalker Output Overview section(pg.
163)abore.

Hereyou cancanedit or deletestylesheetsyr uploadnew ones.If the DBWalker seneris running,you can
view ary stylesheeby clicking thatstyleshees name.

e Uploading XSL Stylesheets

Beneaththelist of currentstylesheetss the Upload Stylesheet Hereyou canbrowseto a.xsl file
anduploadit to the SearchAppliance.

If thefile alreadyexists,theOverwrite  existing  boxmustbechecledwhenyouupload,to
male sureyou acknavledgetheold file will be overwritten.

e Editing  XSL Stylesheets

Therearetwo methoddor edit XSL stylesheetsThe simplestway s to click onthe“Edit” button
next to astylesheetThis providesa pagewith alargetext areathatcontainghe contentsof the
stylesheetMake your changes&ndclick “Save” to save thechanges.

If you're doingheary developmento a stylesheetyou’ll probablyfind working in a text areavery
limiting. Alternatively you candownloadthe styleshee(by clicking onits nameonthe main
DBWalker page) male the changeyou wantlocally with your preferredXSL editor andre-upload
thefile. If furthertweaksarenecessarsimply changehefile andre-uploadt asmuchasnecessary

4.21.10 Adding Configurationsto Profiles

To getthe contentf a DBWalker configsearchableyou addit to oneor moreprofiles,whereit will be
walkedwith therestof the profile.
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OntheAll Walk Settings page(pg.57),thereis amulti-selectbox listing all of DBWalker’s
configurationsSimply selectall the configurationsyouwould like to beincludedin thatprofile, andthey
will bewalked.

4.22 SOAP API

4.22.1 SOAP Overview

The SimpleObjectAccessProtocol(SQAP) is aW3C (World Wide Web Consortiumyecommendatiothat
essentiallyallows for RemoteProcedureCall (RPC)functionalityover HTTP, via XML. (Thisis a
simplificationof the 120-pageSQAP specbut it suitsour purposes)SQAP webservicegrovidesa
systematicdefinedway of communicatingunctionrequestandresponsesver a network transport.

SQAP interfacesaredescribedy anotheMW3C recommendationVSDL documents Web Services
Definition LanguageWSDL documentarethe prototypedor SQAP functions.They definewhat
parameterareexpectedo thefunctions,whatformatsare/arent’ allowed, whatwill bereturnedgtc. Given
the WSDL of a SOAP webservice programscangeneratehe client codethatinteractswith the serviceqas
is demonstrateth the C# exampleprojectlater).

Specificallyfor the SearchAppliance the SCAP interfaceprovides,whenusingalanguagehathasa SOAP
API, awayto invoke a searchandonthe SearchApplianceandinsertdataasif it werealocal functioncall.

4.22.2 SOAP API vs. XML Output

The SOAP interfaceprovidesfunctionalityvery similarto the“XML output” searchinterface.Sowhy use
oneasopposedo theother?

UseSQAP if thelanguageyou arewriting hasa SQAP interfaceavailablefor you. Many languagesind
environments(includingVisual Studio)provide SQAP tools,whereyou provide the WSDL to the
webserviceandit will generatéwrapper” classedor you, allowing youto interactwith the Search
Applianceasif it weresimply alocal function.

If whatever developmentenvironmentyou're usingdoesnt have areal SOAP interface,thenusethe XML
APl insteadof the SOQAP API. All theaddednformation/rulesof SOAP thatmale it easyfor programgo
exchangedatawill insteadmake it morecumbersoméo usemanually

4.22.3 Getting the WSDL

TheWSDLscanbefoundontheSoap Tools pagefor theprofile. It links to the DataloadWSDLsanda
searchWSDLs,which letsyou chooseeithera WSDL for this profile, or for all profiles(asexplained
belaw).
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4.22.4 Global vs. per-profile WSDLs

Whenviewing searchWSDLs, you have the optionof requestinga WSDL specificto a singleprofile, or a
globalAll  Profiles  WSDL, which canbeusedfor ary profile.

If you do not make useof Additional Fields,then there will be no differ encebetweenper-profile and
global WSDLs.

Both perprofile andglobalWSDLsreferto the samesearchinterface. The sameSQAP responsés
generatedor bothWSDLs. Theonly differences in how specifictheWSDLsare- perprofile WSDLs
specifywhich Additional Fieldsoccurin theresults but theglobal WSDL mustuse<xsd:any> asa
catch-all,asthe Additional Fieldsmay changdrom oneprofile to another

Which you useis a trade-of thatyou mustdecideon.

e per-profile WSDLs

— AdvantageAdditional Fieldsfor the profile are“hard-coded’in the WSDL itself, soa SOAP
clientconsuminghe WSDL canmale betteruseof the Additional Fields.

For example,if your profile hasAdditional Fieldscalledprice andlocation ,thena
perprofile WSDL will specifythateachresultcontains<price> and<location>  elements.
WSDL toolscandothingslike declareresponse.price andresponse.locatio n
variables.

— DisadvantageBecauséhe perprofile WSDL is specificto thatprofile’s Additional Fields,a
differentWSDL mustbe usedfor every profile you wantto interactwith. If you're interacting
with mary differentprofiles(or it oftenchanges)anglobalWSDL maybe bettersuited.

e Global WSDLs

— AdvantageTheAll Profiles  wsdlcanbeusedfor ary profile. Thisis betterif your
applicationneedgo querymultiple profiles,or if youdon't work with Additional Fields.

— DisadvantageAdditional Fieldsarerepresenteih the All  Profiles ~ WSDL with
<xsd:any> , whichallowsit to notdeclarewhich Additional Fieldswill occurin the XML (as
it maychangegrom oneprofile to another).

This meanghatprogramsonsuminghe WSDL cannotknow which Additional Fieldswill be
returnedandwill insteaddo thingslik e offer anarrayof Additional Field XML elementghat
you mustmanuallyloop over to find the onesyou want.

4.22.5 Configuring the SOAP Interface

The WSDL for the SearchApplianceis accessiblén thefollowing URL pathfrom the SearchAppliance:
ftexis/Thunders to neSearc hSer vi ce/de scri be.wsdl

Thislink is alsoavailablefrom the Tools-¢, SOAP Toolsmenupagein theadmininterface.
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Dataload SOAP API

The DataloadSQAP API takesthe sameparameterasthe normaldataloadAPI, pleaseseethe
Submission Format (p.155)andReply Format (p.160)sectionswith afew exceptions:

e Theentiretransactionsirewrappedoy SOAP ervelopesandthetop-level elementsrecalled
dataload anddataloadResponse insteadof ThunderstoneRe pl ic at ion Result ,
respectiely.

e Thedataload elementontainsaprofile  elemenin additionto all theltem s.

4.22.6 C#exampleproject

A C#exampleprojectis availablethatdemonstratessingthe searchSQAP interface.In the System-¢,
AdvancedToolsof theadministratiorinterface,chooseExtra  Downloads , andthen

Thunderstone  Soap Example . Instructionsarelisted onthatpageandwithin the zip itself for how
to usetheproject.

4.22.7 SOAP Links for Languages

This sectioncontaindinks for recommendationsf SOAP implementationén otherlanguages.
Thunderstonenakesno guaranteeto thecompletenessr quality of theseprojectswe simply provide links
for corvenience.

e ASPNET - thesameC# API codecanbecompiledinto a.NET assembhandusedfrom anASPNET
page.Pleaseseethe Windows CommunicatiorFoundationdocumentatioffior moredetails.
— http://msdn.mic ros of t. com/en- us/l ib rary/ dd456779.as px

e Perl- SQAP::Lite for Perlis acollectionof Perimoduleswhich providesa simpleandlightweight
SQAP interface.

— http://www.soap lit e.com/

e PythonTheWeb Servicedor PythonProjectprovideslibrariesimplementinghe variousprotocols
usedwhenwriting webservicesncluding SOAP, WSDL, andotherrelatedprotocols.

— http://pywebsvc s.s ourc ef or ge. net/

e Java- TheJava API for XML MessagindJAXM) providesaframeavork for sendingandreceving
SQAP messages.

— http://java.sun .co m/webser vic es/j axm/
e C++- ApacheAxis C++canbeusedasaclientfor SQAP seners.

— http://axis.apa che.org/a xi s/c pp/c li entus er-g ui de.ht ml
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4.22.8 SOAP API search Reference

Threeof thefunctionsfor searchingsearch , which performsanormalsearchmoreLikeThis , which
findssimilar pagesandshowParents , which shavs which pagedink to a page)take similar parameters:

e jump - numberof uservisible resultsto skip. 0 would returnthefirst pageof results, 10 thesecond
page etc. (assumindlOresultsperpage).

e order - specifieshow theresultsshouldbe ordered.Possiblevaluesare:r - sortby relevance
(default) dd - newestpagedirst da - oldestpagedirst

RankKnobstructue

Theres anoptional“rankKnobs”parametefor mary of the functionsthatcanspecifyhow thingsshouldbe
ranked (eachfunctionnoteswhetherit acceptsankkKnobs) All of thesecanbesetfrom 0-1000,wherethe
higherthevalue,themoreheaily thataspecis weighed;500is the default. Theseparametersorrespond
directly to the“Ranking Factors”settingson the AdvancedSearchpage.

RankKnobshasthefollowing parameters:

e order -importanceof thewordsbeingin theproperorder

proximity - importancehatthewordsareclosetogether

dbFreq - importanceof thefrequenyg of awordin thedatabase

docFreq - importanceof thefrequeng of aword within thedocument

leadBias - importanceof closenes$o the startof thedocument

search

This performsa normalsearchbasedn thequery/querieprovided.

Parameters:

e profile - Required.Specifiesvhich profile you're working with.

e query - Required.TheMetamorphqueryto searctfor.

Thefollowing parametersanbe providedto furtherrefinethe search:

e urlQuery - Usedfor URL Prefixqueries.Correspond$o thedefault searchinterfaces uq
query-stringvariable(p. 141).

e depthQuery - themaximumdepththatwould beallowed. Supplyingavalueof 3 would only
returnpageghatareno morethan3 clicks away from a BaseURL. Correspond$o the default
interfaces dq variable.
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e categoryQuery - numericindex for acateory to use.1 is thefirst category, etc. Correspondso
thedefaultinterfaces cq variable.

e proximity - specifiesarequiredproximity for thewordsin thequery Correspond$o thedefault
interfaces prox variable.Possiblevaluesare:

— page - wordsmustoccuronthe samepage(default)

— paragraph - wordsmustoccurin thesameparagraph
— sentence - wordsmustoccurin thesamesentence.
— line - wordsmustoccuronthe sameine.

Thesearch functionmayalsousetherankKnobsstructure(sectiord.22.8,p. 172).

Thesearch functionmayalsotake anumberof Additional Field parametersasdescribedn the
Searching  Additional Fields section(p. 64).

Theoutputof thefunctionis describedn the XML Elementsn SearchResultssection(4.13.3,p. 143).

moreLikeThis

moreLikeThis  returnsresultsthataresimilarto aresultalreadyfound.

Parameters:

e profile - Required.Specifiesvhich profile you're working with.

e id - Requiredtheid of asingleURL, returnedrom a previousfunction.

ThemoreLikeThis  functionmayalsousethe<rankKnobs> structureasdescribedn section4.22.8,
p.172.

Theoutputof thefunctionis describedn the XML Elementsn the SearchResultssection(4.13.3,p. 143).

showvParents

showParents listsall thepageghatlink to a previousretrieved searchresults.

Parameters:

e profile - Required.Specifiesvhich profile you're working with.

e id - Requiredtheid of asingleURL, returnedrom a previousfunction.

Theoutputof thefunctionis describedn the XML Elementsn the SearchResultssection(4.13.3,p. 143).
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getCompletions

getCompletions  retrievespotentialcompletiondor a partially typedquery It canbe usedby a custom
clientto implementautocompletasthe useris typing.

Parameters:

e profile - Required.Specifiesvhich profile you're working with.

e term - Required.Thepartially typedtermto getcompletiondor.

Output: Zeroor moreCompletion  elementsarereturned.Theirtext contentis a potentialcompletion,
andeachcompletionhasattributes:

e profile - theprofile this completioncamefrom.

e score -thescorefor thiscompletion.Completionsareranked accordingo scorewhich canbe
derivedfrom occurrence the contentqueriesandsearctuserclicks.

4.22.9 SOAP APl admin Reference
login
Parameters:

e username - theuserbeingloggedin

e password - thepasswerd for theuser
Returns:
e authToken - anauthenticatioiokenfor usein furtherrequests

login logsyouin to theappliancesupplyingyou with anauthenticatiortokenthatwill beincludedin all
furtherrequestso shaw thatyou're loggedin. All otherAdmin SQAP API callsrequireanauthToken for
use.lt’s sentin furtherrequestvia a SQAP Header

listProfiles

Parameters:
e none

Returns:
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e ProfileName - anarrayof profile namesequests

Returnsalist of all profilesthatcurrentlyexist onthe appliancelf no profilesexist, asuccessfutesponse
with no ProfileName  sis returned.

getProfileStatus
Parameters:
e Profile - nameof theprofile
Returns:
e ISRunning - whetheror notthewalk is currentlyrunning,setto true or false

Returnanformationaboutthe profile, currentlyjustwhetheror notthe profile is running.

addProfile
Parameters:

e Profile - nameof thenew profile

Type (optional)- thetypeof profile,standard or metasearch . Defaultsto standard

CopyOf (optional)- nameof the profile to copy

ParametricField - unusedn the Seach Appliance

PrimaryKey - unusedn the Seach Appliance

e Dataspace - unusedn theSeach Appliance
Returns:
e Success - will besetto ok, indicatingthe profile wascreatedsuccessfully

Addsanew profile to the SearchAppliance.If theres ary problem(alreadyexists,invalid profile name,
etc),a SOAP Faultwill bethrown.

deletePoofile
Parameters:

e Profile - nameof theprofileto bedeleted
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Returns:
e Success - will besetto ok, indicatingthe profile wasdeletedsuccessfully

Deletesa profile from the SearchAppliance.If theprofile didn't exist, the call will still succeed.

getSettings

Parameters:

e Profile - nameof theprofile. To getSystemWide Settingsuse!SYSTEM
o Name(optional)- arrayof settingnamesgo get. If no Nameis provided, all settingsarereturned.

e TestOrLive (optional)- whetherto returnthetestsettingsor live settings Returndive settingsby
default.

Returns:

e Setting - anarrayof name/aluepairsfor therequestedettings A TestOrLive  attributeonthe
settingsandicatewhetherthis appliesto test,live, or both.

Getsalist of settingdor therequestegrofile. You canrequesbneor morespecificsettingsby passingn
Nameparametersyr getall settingsby not supplyingaName

Somesettingshave testandlive versions.You canrequestvhich versionyou'd like (defaultsto live), and
thereturnedsettingsindicatewhetherthey applyto testor live. “Both” indicateshatsettingdoesnt have
differenttestandlive versions.

setSettings

Parameters:

e Profile - nameof theprofile. To setSystemWide Settingsuse!SYSTEM

e TestOrLive (optional)- whetherthis shouldapplyto testsettings]ive settingsor both. Defaults
to both.

e Setting - multiple name/aluepairsof settingsthatyou'd like to set
Returns:
e Success - setto ok, indicatingthe settingswveresetproperly

Appliesanarrayof settingsfor the givenprofile.

If thereis ary problem(suchasaninvalid settingname)in ary oneof thesettingsa SQAP Faultis returned,
andNONE of thesettingsareapplied.This allows you to tweakthe problemsettings andre-submitthe
entirebatchagain,without having them*“partially applied”in between.
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getTask
Parameters:
e Id -id of thetaskto get
Returns:

e Taskinfo - astructureof informationaboutthetask

Id -id for thetask,canbeusedin furtherrequests

Pid - ProcesdD of thetask,maybe-1 if taskhasnt started

Profile - Profilefor thetask,or !SYSTEMfor system-widdasks

Action - thetasks mainaction,definests behaior (dispatchupdateinde, etc)
— Status - thetasks currentstatus possiblevaluesare:

queued - taskis waitingto berun by thetaskmonitor

starting - taskhasbeenlaunchedandis startingup

running - taskis running

finished - taskcompletedsuccessfullyseeDetail maycontainmoreinformation

aboutits exit

x incomplete - taskexited beforecompletingeverythingit could,Detail  explainsthe
reasorfor earlyexit (usercancelingawalk, etc)

x died - taskendedabruptlyanddid notunragisteritself, or the procesavaskilled by

anothemprogram.

*
*
*
*

— Db - noteswhich of theinternaldatabasethetaskis operatingon for theprofile. May beINONE
for systemwide tasks,or 'lUNKNOWN thetaskis still startingandhasnt seta databasget.

— DbRole - currentlyunused

— ParentType - defineghetypeof parentrecordedor launchingthistask.SeeParentData
belav for valuesandtheir meaning.

— ParentData - Additional informationaboutthe procesghatlaunchedhis task,its content
depend®ntheParentType

x If ParentType=tas k,thenParentData containgheid of thetaskthatlauncheahis
task.

x If ParentType=web ,thenParentData containghe nameof the Appliancefunction
thatwasinvokedthroughthewebto launchthis task.

x If ParentType=cli  ,thenParentData containghe nameof the Appliancefunction
thatwasinvoked throughthe commandine to launchthis task.

x If ParentType=unk nown,thenParentData istheprocesdd thatlaunchedhistask.
— Args - Theamgumentghatwereusedto launchedhis task,canoccurmultiple timesfor
multiple aguments.

— Started - ThedateTme thistaskwasstarted.lt will notbe presenfor tasksthatarequeued
or arestill starting.
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— Updated - ThedateTme thistasklastupdatedts information.Most tasksshouldupdate
regularly, althoughmaygo long periodsof time without updatingduringlong operations.

— NextRun - currentlyunused
— Schedule - currentlyunused

— Description (optional)- Additional informationon whatthetaskwaslaunchedo do. Some
actionsdont needadescription(like updateindex ), but otherscanprovide additional
information(walk listsits BaseURL, etc).

— Detail - ForrunningtasksDetail maycontainadditionalinformationaboutwhatthetask

is currentlydoing (building indexes, etc).
For finishedtasks,Detail maycontainadditionalinformationaboutthereasorthetaskexited.
Progressinfo - Sometasksprovide additionalprogressnformation,suchaswalksor
replicationsenders.

x Attempted - thenumberof itemsattemptedpagesattemptedo befetched jtemssent

for replication,etc).

x Saved - thenumberof successfuitems

x Errors - thenumberof itemsthatencounterednerror

x Bytes - thenumberof bytestransferredr processed

x TodoCurrent - thenumberof itemsto do atthecurrentdepth

* TodoNext - thenumberof itemsto do atthenext depth

x LoadAttempted1lM in -theaverageitemsperminuteattemptedweightedtowardsthe
lastminute

x LoadSaved1lMin - theaverageitemsperminutesaved,weightedtowardsthelastminute

x LoadAttemptedl5 Min - theaveragetemsperminuteattemptedyeightedtowardsthe
last15 minutes

x LoadSaved15Min - theaveragetemsperminutesaved,weightedtowardsthelast15
minutes

x LoadAttemptedlH our -theaverageitemsperminuteattemptedweightedtowardsthe
lasthour

x LoadSavedlHour -theaveragetemsperminutesaved,weightedtowardsthelasthour

getTask retrievesinformationabouta specifictaskthatis runningor hasbeenrun. Theid likely comes
from apreviousgetTasks call, wherecheckingagaincanbe donemoreefficiently by giving theid
exactly ratherthanthe samecriteriato getTasks

getTasks

Parameters:

e Profile - thenameof the profile to gettasksfor, or !SYSTEMfor system-widdasks,or !ALL for
all tasks.

e Scope (optional)- defineswhattasksto get. Possiblevaluesare:
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— running - returnonly runningtasks.Thisis thedefault whenusing!SYSTEMor !ALL for
Profile.

— recent - returntaskssincethe mostrecentcrawl orimport. Thisis the default for individual
profiles.

— IALL - all tasksrunningandfinished.
e Db (optional)- which profile databas¢o retrieve tasksfor. Possiblevaluesare:

— live -theprofile databaseurrentlybeingusedfor search.

— other - if aNewwalk is running,thisretrievestasksfor thewalking databasenotthelive
searchdatabase.

TheDb parameteis unusedwith Profile valuesof !ISYSTEMand!ALL .

e Max (optional)- the maximumnumberof tasksto return,defaultsto -1 (unlimited).
Returns:
e Taskinfo - anarrayof structureof informationaboutthetask,seegetTask for details.

getTasks retrievesinformationabouttasksthatarerunningor have beenrun. This canbe usedto keep
tabsonwhatis runningon amachinepr to tell whena specificprofile hasall of its taskscompleted.

getThesauruses

Parameters:
e None
Returns:

e Thesaurus - anarrayof Thesaurugnformation

— Name- nameof thethesaurus
— Permutations - whatpermutationspplyto thisthesaurus
— NumProfileUsing - thenumberof profilesthatarecurrentlyusingthis thesaurus

Returnanformationaboutall thesaurusethatexist in the SearchAppliance.

setThesaurus

Parameters:

¢ Name- nameof thethesauruslf thisthesauruslreadyexists, it will bereplaced.
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e Permutations - whatpermutationgpplyto thisthesaurusPossiblevaluesareFull , Single
or None. Defaultsto Single

e Verbose (optional)- If setto Y, verboseoutputof processinghethesaurusontentwill beincluded
in theresponse.

e Content - thetext contentthatshouldbe usedfor thethesaurusSeethe Thesaurusectionfor
detailsontheformat(4.3,p. 135).

Returns:
e Output - outputof thethesauruprocessingperation Any errorswill belistedin thetext.

Creater updatesathesaurugn the SearchAppliance.Oncecreatedathesauruganbeusedin a profile
by settingits SSc_eqprefix  or SSc_uegprefix  tothisthesaurusName

deleteThesaurus

Parameters:
e Name- nameof thethesauruso delete
Returns:
e Output - outputof thethesaurusleletionoperation Any errorswill belistedin thetext.

Deleteghethesaurudlame Any profilesusingthis thesaurusvill have their settingproperlycleared.

4.23 ThunderstonelSAPI Proxy Module

4.23.1 Overview

TheThunderstonéSAPI Proxy Moduleis anllS add-onthatallows you to proxy requestshroughanother
machine.

Users’searchrequestarenot madedirectly to the SearchAppliance but to the Proxy Module,which then
passesherequestlongto the SearchAppliance.

The ProxyModulealsohasanoptional AuthProxy which allows the useof automaticActive Directory
credentialsvhenauthenticatinghe SearchAppliancesearchresults.InternetExplorerwill be configuredo
automaticallypassalongtheauthenticationnformation,allowing for SingleSignOn. The Search
Appliancecommunicatesvith the Proxy Moduleto authorizetheresults.
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4.23.2 Requirements

e [IS8 doesnt comewith 1IS by default, malke suretheWeb Server (lIS)\Web  Server role
hasbeenadded.

e lIS’swebsenerrole doesnt includelSAPI Extensiondy default. Add thefeature
Web Server (lIS)/Web  Server/ ~»
—Application Development/IS APl Extensions totherole.

For the Proxy Module with the authProxy:

The ProxyModulewith authProxymachinewill needto beaddedo InternetExplorers
Local Internet zone,soif youhave aseneralreadylistedthere,you maywantto useit.

This mustbea separatenachinefrom the SearchAppliance,andthe machinethe Proxy Moduleis installed
on mustbe a memberof the Active Directorydomain.

Ensurethatthe machinethatthe authProxyis beinginstalledon is a securenachine Becausdhe Proxy
Moduleis dealingwith authorizatiorfunctionality auserwith Administrative privilegescould potentially
tampewith operations.

4.23.3 Installing the Proxy Module

Beforeinstallingthe proxy modulethe only thing you needto know is:

e Thefull hostnamef the SearchAppliancemachine(e.g.thunderstone.m  ysite .c om)thatthe
ProxyModulewill becommunicatingwith.

You candownloadtheinstallerthatcontainghe Proxy ModuleandauthProxyfrom the SearchAppliance
machine.n the System-¢ AdvancedToolsof theadministratiorinterface,chooseExtra  Downloads
thenThunderstone  Proxy Module , andfinally click theDownload setupProxyModu le .msi
link for theinstaller Oncedownloadedtheinstallermustberun onthe Windons machinethatyouwishto
male the proxy.

Wheninstallingyouwill beasledfor afew items:

e Destination Location - Thisis wheretheactualDLL for the proxy moduleandits supporting
files areplaced.

e Target - Thefull hostnamef the SearchAppliancemachinethatthis ProxyModule should
connecto.

4.23.4 Post-Install Setup

If you're usingthe authProxytherearesomeconfiguratiorstepshatmustbe manuallyperformedasthey
occuron machinestherthanthe Proxy Module's machine. Pleaseerformthesebeforeattemptingto use
the Proxy Modulewith authProxy
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Grant “T rust for Delegation” to the proxy machine

Themachinghatrunsthe ProxyModule & authProxymustbemarlkedastrusted  for delegation
by the Active Directorydomaincontroller Thisis necessarjor the proxy to automatically‘passalong”the
users’authenticatiorio the searchedvebsites.

e On the domain controller, goto Start - Programs - Administrative Tools -
Active  Directory Users and Computers .

e ChooseComputers ontheleft.

e Locatethecomputeithatis runningthe ProxyModule,right-click onit, andchooseProperties

e CheckTrust computer for delegation .A messagboxwarningyouthat“thisisa
security-sensie operatiorandit shouldnot be doneindiscriminately”will popup. Click OK

e Click OKto closethe machines propertiesandclosethe
Active  Directory Users and Computers window.

Configuring Inter net Explorer for PassingCredentials

The ProxyModule & authProxymachinemustbelistedin InternetExplorersLocal Internet  security
zonefor all computersisingit in orderto functionproperly If it isnotin theLocal Internet | then
credentialwill notbeautomaticallyprovided. Evenif the credentialareenterednanually the Proxy
Module cannotauthenticatevith resultswhennotlistedin InternetExplorers Local Internet

If theProxyModulemachines alreadyin theLocal Internet  settingsyou mayskip this step.

Thefollowing stepsaddsthe Proxy Modulemachineto InternetExplorers Local  Internet

e StartinternetExplorer

e ChooseTools fromthemenu,andselectinternet Options
e ChooseheSecurity tah

e Choosd.ocal Internet fromthelist of zones.

e Click theSites buttonto editthelocalinternet.

e Click Advanced to manuallyaddasite.

e UncheckRequire server verification (https:) for all sites in this
zone

e Enterthefull hostnamef your proxyingmachinefor exampleproxyMachine.ex ampge .c om
¢ Click Add to addthesiteto the TrustedSites.

e Click Close to closethe Advanced window.
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e Click OKto closetheLocal Intranet  window.

e Click OKto closethelInternet Options  window.

InternetExploreris now configuredo passcredentialdo the proxy machine. Thisis a peruser
configurationandwill needto be configuredor ary userthatis authenticatingia the Proxy Module.

Configuring the Seaich Appliance

Therearethreethingsthatmustbe donein the SearchApplianceto configureit to acceptauthentication
informationfrom theauthProxyoneof themglobalandtwo on a perprofile basis.

Add the Proxy Machine to Cluster Members

TheIP addres®f the machinethatthe authProxyis installedon mustbe addedo thelist of
Cluster  Members to tell the SearchApplianceto trustthe proxy machine.

Goto System -¢System Wide Settings , andenterthe proxy machines IP addressn the
Cluster  Members field onanew line.

Makethe TargetProfilesVisible

Theprofilesthatyouwantto searchwith theauthProxymustbesetVisible , whichenableghe profile for
thingslike metasearchingandthe proxy module.

Selecttheprofilein theProfiles  page.

ChooseSearch Settings  ontheleft.

SettheVisible  settingto Y.

Click Update atthebottom.

Enable ResultsAuthorization for the Target Profile

Also, ResultsAuthorizationmustbe enabledor thetargetprofile, if it's notalreadyenabled.

e Selecttheprofilein theProfiles  page.
e ChooseSearch Settings  ontheleft.

e Settheradiobuttonfor Authorization Method to Basic/NTLM/fil e (occursbeneath
Login Cookies andLogin URL.

e Click Update atthebottom.
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4.23.5 Manually Configuring the Proxy Module

This sectiondescribeow to manuallyconfigurellS for useof the Thunderston®roxy Module. Thewill

bedescribedn moredetailin thenext section.Thisis not necessarfor normaloperations theseactions
arenormally performedautomaticallyby InstallShielduponinstallation. Thesestepsareonly necessarif

IIS’s configurationgetswipedoutandneeddo beredone.

The Thunderston®roxyModuleis anISAPI Extensiontwo if usingtheauthProxy They areassigneds
Global ApplicationMapsto Virtual Directoriesin 11S. All requestgo thedirectoriesarenotbesenedfrom
thefile systenthatthevirtual directorypointsto, but insteadgo throughthe Proxy Moduledll  s.

Onevirtual directoryis requiredperextension:texis , which getsassignegroxyModule.dl | ,and
authProxy , whichgetsassigneauthProxy.dll

If usingtheauthProxytexis musthave anorymousaccesslisabledandintegratedAuthentication
enabledwhile authProxy —musthave anorymousaccessllowed (whichis allowedby default).

Thesearethe stepsthatmustbedoneif you aremanuallysettingup IS for usingthe Proxy Module. Note
that theseare doneautomatically by the installer anddo not needto be manuallydoneundernormal
circumstances.

e Addthetexis virtual directory

OpentheInternetinformationServiceq1lS) Manager

Rightclick onthewebsiteandselectNew -> Virtual Directory...
In theAlias box, entertexis

In thePath box, enterthereal physicalpathyouwantthevirtual directoryto mapto, andclick
Next . theProxyModuleuseghedirectory<INSTALLDIR>/e tc /I SAR- vi rt ualdi r
by default.

Notethatit doesnt matterwhatdirectoryis selectedThis directorywill never beusedbecause
all requestwill beinterceptedy the ProxyModule. The only reasora directorymustbe
selecteds becausélS insiststhatall virtual directoriesmapto areal physicallocation.

— Click OKto completethewizardandreturnto thellS Manager window.
e Apply proxyModule.dll asaWildcard ApplicationMap

— Doubleclick on"HandlerMappings”
— Choos€'Add Wildcard ScriptMap” ontheright.
— for Name,enter"Thunderstond’roxy Module”.

— Settheexecutableo "<INSTALLDIR>/et ¢/ pr oxyModule .d Il ,in whateverlocationyou
chosefor proxyModule.dllduringtheinstall.

— Whenyou hit "Ok” to chosethatwindow, you'll be promptedwith "Do you wantto allow this
ISAPI Extension?’Choos€’Yes”.

— In IS8, anadditionalstepis required:
* Rightclick onthenen handlermmapping,choose’Edit..."
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x Click the"RequestRestrictions™buttonthatwasnt presenbefore.

x UnchecK’Invoke handleronly if requesis mappedo:” boxandclick OK andaccept
allowing the extensionagain.

e Allow DoubleEscaping

— ForlIS 7:
x Click Start ,typeNotepad intheStart Search box,right-click Notepad in the
Programdist, andthenclick Run as administrator . If youarepromptedor an

administratopasswerd or for a confirmation typeyour passwerd, or click Continue

x OntheFile menuclick Open, type
%windir%\System 32\ in et sr W\ confi g\ appl ica ti onHost .co nf ig inthe
File namebox, andthenclick Open.

x In the ApplicationHost.confidile, locatethe requestFilteri ng XML element.

x Changeahevalueof theallowDoubleEsca pi ng propertyto True . To dothis,use
codethatresembleshefollowing examplecode.

<requestFilterin g allowDoubleEsca pin g="t rue">
* OntheFile menuclick Save.
* Exit Notepad.
— ForlIS 8:
* Doubleclick on"RequestFiltering”
Click "Edit FeatureSettings.”. ontheright
Check”Allow DoubleEscaping”
* Click "OK”

*x

*

e Configuretexis for authentication
Only necessanyif usingthe authProxy.
— While still in thetexis  Properties  window for the new virtual directory Selectthe
Directory Security tah

— In thetop section|abeledAuthentication and Access Control ,click the
Edit... button.

— UncheckEnable Anonymous Access andensurehat
Integrated Windows Authentication is checled.

— Click OKto closethe Authentication Methods window.
— Click OKto closethetexis  Properties  window.

e AddtheauthProxy virtual directory
Only necessanyif usingthe authProxy.

— Rightclick onthewebsiteandselectNew -> Virtual Directory...
— TheVirtual Directory Creation  Wizard opens.Click Next> .
— IntheAlias box,enterauthProxy andclick Next> .
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— InthePath box, entertherealphysicalpathyouwantthevirtual directoryto mapto, andclick
Next . theProxyModuleuseghedirectory<INSTALLDIR>/e tc /I SAR- vi rt ualdi r
by default.

Notethatit doesnt matterwhatdirectoryis selectedThis directorywill never beusedbecause
all requestwill beinterceptedy the ProxyModule. The only reasoradirectorymustbe
selecteds becausélS insiststhatall virtual directoriesmapto areal physicallocation.

— At theVirtual Directory Access Permissions screenjustclick Next to
completethewizard,aswe won't beusingary of the permissions.

— Click Finish  to completethewizardandreturnto theComputer Management window.

e Apply authProxy.dll asaWildcard ApplicationMap
Only necessanyif usingthe authProxy.

— Right-clickonthenewnly createdauthProxy virtual directoryandselectProperties

— Thelower half of the propertiesvindow is labeledApplication Settings . Click
Create to make acustomsetof applicationsettinggfor thisvirtual directory

— After clicking Create ,theConfiguration shouldno longerbedisabled.Click
Configuration

— Thelower half of thenew Application Configuration window details
Wildcard  Application Maps, whichis currentlyempty Click Insert

— Next totheExecutable field, click theBrowse buttonandlocateauthProxy.dll , which
is in thedirectoryyou installedthe ProxyModuleto.

x (Thedefaultlocationfor thisfile in C:\windows\sys te m32i nets rv on32bit
windows, C:\windows\Sys ~ WQ@V64i nets rv on 64bitwindows).

— Unchecktheboxnextto Verify  that file  exists ,andclick OK

— authProxy.dll will now bein thelist of Wildcard ApplicationMaps. Click OKto closethe
Application Configuration window.

IIS is now setup properlyto usethe Proxy Module. Notethatif usingtheauthProxychangestill needto
be madeto thenetwork andthe SearchAppliance,asdetailedin the Post-Install SetupandConfiguring
the Search Appliance sectionspn pagesl81and183,respectiely.

4.23.6 Troubleshootingthe Proxy Module Authentication

This sectiondetailssometroubleshootingtepsyou cango throughif Proxy Module Authenticationisn’t
working.

Review Installation Steps

Therearea numberof stepsthatmustbe manuallyperformedafterthe Proxy Moduleinstall (dueto them
beingdoneon differentmachine®r asdifferentaccounts)Pleaseensurehefollowing stepshave been
performed:
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e Grant“Trustfor Delegation”to the proxy machine(p. 182)
e ConfiguringinternetExplorerfor PassingCredentialgp. 182)

e Configuringthe SearchAppliance(p. 183)

Machine namesand SPNs

A ServicePrincipleName(SPN)is the nameby which a client uniquelyidentifiesaninstanceof a service.
By defaultyour IS machinehasSPNsfor its hostnamesuchasmyServer , andits Fully Qualified
DomainName(FQDN), suchasmyServer.branc  h. examge .c om

If the proxy machineis accessetly a nameotherthaneitherof these suchas
myServer.exampl e. comotherName.compan Y. comor its IP addressthenActive Directory
authenticatiorwill notwork. Yourchoicesare:

e Accesghemachineusingeitherits hostnameor FQDN.

¢ RajisteranadditionalSPNfor the proxy machineon thedomaincontroller

SPNscanbeviewedandchangedvith thesetspn.exe  tool, which Microsoft providesaspartof its
Windows 2003 Support Tools . Thispackagés availableonthe Windows 2003CD, or, atthetime
of writing, athttp://go.micro soft .c onffw li nk/? Li nkl d=100114.

DelegConfigDiagnostic Tool

For generalActive DirectorytroubleshootingThunderstonéasfoundthe DelegConfig  toolto be
handy It'san ASPNET applicationusedto helptroubleshooaindconfigurellS andActive Directoryto
allow KerberosanddelggatingActive DirectorycredentialsAt thetime of thiswriting, it is availableat:

http://www.iis. net/ downl oads/d ef aul t. aspx?t abi d=34&g=6&i= 1434

Thunderstonélid not createDelegConfig,anddoesnot make ary guaranteeto its accurag or availability.

Launch IE asadifferent user

Whentestingmultiple useraccountsyou canRight-Click on anInternetExplorershortcut select
Run As... ,andenteranothewuserscredentialdo launchinternetExplorerasthatuser Thisway youcan
try out IE asthemwithout needingo gothroughthefull login process.

¢ Notethattheuseryourun IE asmusthave loggedin atleastoncein orderto properlyconfigurelE,
otherwisethe Add to Local Internet dialogwill notfunctionproperly

e If thereisnoRun As... option,createanew shortcutto InternetExplorerandusethat- the lE icon
onthat’s onthedesktopby defaultis notanormalshortcut.
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e You cannottestanothemuserby enteringtheir credentialsvithin the brovserwhenaccessinghe
proxy machine CredentialMUST be passedo the proxy machineautomaticallyby IE by having the
proxy machinen IE’'sLocal Internet  settings.

If credentialareenterednanuallyin IE whenaccessinghe proxy machingleventhe credentialf
thecurrentuser),thenlE will useNTLM to authenticatevith the proxy machineinsteadof Active
Directory which preventsproperdelegationfrom occurring.
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Reference

5.1 SupportedFile Formats

e AdobeAcrobat- .pdf (Versionsl-10)

e Ami Professional .sam (Versionsl.0-3.1)

e ASCII - varies(Any plaintext format. MIME typetext/plain )
e Atomfeeds.atom, .xml

e Autocad- .dwg (2.5-2006(ApplianceOnly))

e Bzip2-.bz2 (Decompresandprocessupportedsub-files)
e CCMail (All versions)

e Compress .Z (Decompresandprocessupportedsub-files)
e CTOSDEF

e DG CEOWrite(3.0)

e dBase .dbf (All versions)

¢ DCIMARC

¢ DECWPS-Plus .wpl (through4.1)

e Enable- .wpf (1.0through2.15)

e FoxPro-.dbf (dBaseworkalike)

e FrameVork - (Il 1.0,1.1,1V)

e GIF-.gif (textual metadataonly)

e Gzip-.gz (Decompresandprocessupportedsub-files)
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e FrameVork - (1l 1.0,1.1,1V)

e HarrisTypesetter

e HTML pages .htm .html .php .asp .cfm etc.(All versions)
e IBM Writing Assistant .iwa, .wrt (Al versions)

e Interleaf(5.2,6.0)

e JPEGimages-jpg, .jpeg

e Legag/ - .leg (1.x,2.0)

e Lotus1-2-3-.wks.wkl .wk2 .wk3 .wk4 (VersionslA, 2.0through5.0)
e MacWritell - . mcw .mw (1.0,1.1)

e MacWritePro- .mcw .mw (1.0)

e MS ExcelSpreadsheetsxls  .xlsx

e MS Helpfiles-.hlp  (only on Windows with "helpdeco”)

e MS InternetExplorerSave-asFiles- .mht

e MS CHM files- .chm (only on Windows with "hh”)

e MS Office

e MS Outlookemails- .msg .eml (All versions)

e MS Pawerpointpresentation .ppt  .pptx  (through2007)

e MS TransporiNeutralEncodingFormat- .tnef  (All versions)
e MS Word Documents .doc .docx

o MS Write-.wri  (3.X)

o OfficePaver-.op6 .op7 (6.0,7.0)

o OfficeWriter- .ow4 .ow5 .ow6 (4.0,5.0,6.0,6.1)

e OpenDocument .odt .ods etc.

e Peach®&«t 5000- .pea (Version2.12)

e PFS:FirstChoice- .pfs (1.0-3.0)

e PFS:Write- .pfs  (VersionC)

e Plaintext - .txt  (All versions)

e PostScript .ps (All versions)
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ProfessionalVrite - .pw (1.0,2.1,2.2)
ProfessionalVrite Plus- .pw .pwp (1.0)

Q&A for DOS-.ga .qw .dtf (2.0)

Q&A Write for Windaws - .dtf ~ (3.0)
RapidfileMemoWriter - . mmo (1.0,1.2)

Rar-.rar (Decompresandprocessupportedsub-files)
RFC882Mail (All versions)

RSSFeedsrss .xml

SGML files- .sgml  (All versions)
Shockvave/Flash- .swf  (All versions)
TaggedmageFile Format(TIFF) - .tif tiff ( Metadataonly)
Tar- .tar  (Extractandprocessupportedsub-files)
TotalWord- .tw  (1.2,1.3)

Uniplex onGo(v7)

UsenetNews

VinesMail

Volkswriter- .vw .vw3 (3.0,4.0)

WangWITA - .iwp  (through2.6)

Wiziword - .doc  (All versions)
Wordpaddocument .rtf ~ (All versions)

Word Perfect .wpd (4.1through6.1,+Mail Merge)
Word PerfectMac (1.0through3.1)

Wordstar- .ws .wsd (3.3through7.0)
Wordstar2000- .ws2 (3.0,3.5)

WriteNow - .wn (3.0)

XML - .xml (Processasif HTML)

XyWrite - .xy .xy3 .xy4 (lll, lll Plus,lV)
XyWrite for Windows - .xyw  (4.0)

Zip-.zip (Decompresandprocessupportedgsub-files)
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5.2 Databaseand File Usage

The SearchAppliancemaintainsa databas¢hatcontaingext from HTML pageslinks to otherpagesanda
list of cateyories.

Whenthe SearchAppliancewalker runsit createsanew databasaynderyour specifieddatadirectory to
holdthe new walk. It thendispatches separat@rocesdor eachwebsiteit needdo visit andanotheito
handleall of the“Single Pages”.Eachof theseretrievesall of the pagedn it's basdist andstoresthetext of
theHTML pageto the html tableandthe hyperlinksto therefstable.All of thedesirabldJRLsfrom the
pagethathave not beenseerbeforeareplacedinto aninternal“todo” list. After all of thebaseURLsare
processethe procesgepeatswith theinternaltodolist. Whentheres nothingleft in thetodolist processing
is complete.

Onceall of thewalking is completetheindicesneededor searchingrecreateconthe data. Thenthe new
databasés flaggedasthe“li ve” oneandthe old databasés deleted.Thereforeyour disk musthave
sufficient spacdor 2 completedatabaseplustemporaryspaceusedduringtheindexing step.

Thedatabasearecalleddbl anddb2. The SearchAppliancealternatebetweerusingthesetwo names.

Notethattheabove appliesto awalk typeof New During awalk typeof Refresh only onedatabasethe
“live” one,is used.

The SearchAppliancealsomaintainsafile containingthe detailedreportfor eachwalk. Thisfile hasthe
samenameasthedatabasevith .long appendedo theend.Also, asinglefile calledsummary is
maintainedvith shortsummaryinformationaboutthe stateof thedatabase.

Givenadatadirectorynamed.../default theremayalsobethefollowing:

.../default/db1 anactualwalk database

.../default/db2 anactualwalk database

.../default/db1 . ong detailedwalk report.Displayedwhenviewing Walk Status
.../default/db2 I ong detailedwalk report.Displayedwhenviewing Walk Status
.../default/sum may summarywalk report.DisplayedasWalk summary whenviewing

Walk Settings

Eachsettinghasarecordin theoptions tableof thedefault databaseSeesection5.4 (p. 195)for thelist
of fieldsin thetable. At eachcompleterewalk the currentoptionssettingsarecopiedinto anoptionstablein
thewalk databaseTheseoptionsarenot changedissettingsaremodifiedandarenot otherwiseusedunless
asearchs performedsettingthe databasevith db insteadof settingthe profile with pr .

5.3 Walk DatabaseTablesand Fields
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Table5.1: Fieldsin html table

Field Description

id Uniquerecordid

Hash Documenthashfor duplicatecontentdetection

Size Sizeof retrievedraw documenti.e. HTML)

Visited Thedatethepagewasmodified(or fetchedif modifiednot set)
Dlsecs Thenumberof secondsieededo fetchthepage

Depth Thenumberof URLs traversedto reachthe page

Url TheURL of therealHTML page

Title Thetitle of thepage

Body Theformattedtextual contentof the page,in StorageCharse{(UTF-8)
Keywords Thekeywords metadatafrom thepage

Description Thedescription metadatafrom thepage

Meta Othermetadatafrom the page separatedby newlines

Catno List of cateyoriesto whichthe URL belongs

CatnolLowest LowestCatno value

Modified Thedatethe pagewasmodified

NextCheck Thedatethepageshouldnext berefreshed

Views Thenumberof timesthis URL hasbeenviewed (shavn in results)
Clicks Thenumberof timesthis URL hasbeenclicked (in results)
CTR Click-throughratio

Pop Popularity(numberof pagedinking to this page)

MimeType MIME type of original page

Charset Charactesetof pageasstored(usuallyStorageCharset)

Table5.2: Fieldsin refs _table

Field | Description

Url TheURL of theHTML page

Url

Category

Ref | TheURL of areferencglink) ontheHTML page
Table5.3: Fieldsin categories  table
Field Description
Catno Thenumberfor the catgory
OverlapsLower Y if somemember(splsoin alower catgory

The URL patternfor thecateyory
Thenameof the catejory
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Table5.4: Fieldsin error __table

Field Description

Url The URL of anHTML pagethatcouldnotberetrieved
Reason | Thereasorit couldnotberetrieved

id Uniquerecordid (includestimestamgnfo).

Table5.5: Fieldsin querylog table(if queryloggingenabled)
Field Description
id Containghe dateandtime of the query(uniquerecordid)
Client Thehostnamef thewebclientthatperformedhe query
Query Theusers queryasentered




5.4. OPTIONSTABLE FIELDS

5.4 Options Table Fields

Thesearetheoptionstablefields (maintainedn thedefault database):

Table5.6: Fieldsin options table

Field

Description

id
Profile
Name
Type
String
Int
Float
Strlist

Uniqueid for therecord

Thenameof the profile thattherecordbelongsto
Thenameof the setting

Thedatatypeof the setting(alwaysString )
Thevalueof thesetting

Unused

Unused

Unused
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5.5 Customizingthe Seaich

You may make commonchangego the SearchAppliances searchappearancby using
Search Settings fromtheadministratie interfacemainmenu.

5.6 Customizingthe Walker

You maymake mary changeso the SearchAppliances walk behaior by usingWalk Settings  from
theadministratie interfacemainmenu.



Chapter 6

Search Interface Help

6.1 Forming a Query

The SearchAppliances searchcanbe assimpleor ascomplex asyou needit to be. Usuallyyou will just
needto enterafew wordsthatbestdescribehatwhich you aretrying to locate.To performmore
complicatedsearcheyou mightuseary combinationof logic operatorsspecialpatternmatchersgoncept
expansionor proximity operations.

Example:nature conservation organization

6.1.1 Query Rulesof Thumb

e If yougettoo mary junk or nonsensanswersiry:

— Add somemorewordsto your query

Decreas¢herangeof the Proximity  control.

ChangeheWord Forms controlto Exact .

Look atthe MatchInfo andseewhy they areshaving up.

Usethe ExclusionOperator(-) to remove unwantedterms.

If youaresearchindgor aphrasehyphenatéhewordstogether

e If youdont getary answersor justtoo few:

Remae somemorewordsto your query

Examineyour spelling.

Increasdahe scopeof theProximity  control.

It justmightnotbethere?
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6.12 Overview of Query Abilities

The SearchApplianceis basedn Texis andassuchit sharests text queryabilitieswith all of
Thunderstoneg’products.Throughoubur documentatiolyou will seereferenceso Metamorphor Texis.
Thisis becausall of our productssharea commontext querylanguageThis documenprovidesonly a
brief overview of thislanguage.

If you'd like to know moreseethe onlinemanualat
http://www.thun ders to ne. com/si te /te xi sman/l ink _mmgh tml .

6.1.3 Controlling Proximity

Masteringthe usageof proximity givesthe ability to locateanswerswith greatermprecision.The Search
Applianceinput form givesyou several optionsto controlthe searchproximity:

line All querytermsmustoccuronthesameine
sentenceQueryitemsshouldall residewithin the samesentence
paragraph Within the sameparagraplor text block

page All itemsmustoccurwithin sameHTML documen{the default)

A bargraphdisplaywill beshavn ary time arankingsearchwasperformed(e.g.all searchesxcept
Show Parents ).

6.1.4 Ranking Factors

Therankingalgorithmtakesinto consideratiomelative word ordering,word proximity, databasérequeng,
documenfrequeny, andpositionin text. Therelative importanceof thesefactorsin computingthe quality
of ahit canbealteredunderRANKING FACTOR®nNtheOptions page.

6.1.5 Keywords Phrasesand Wild-cards

To locatewords,justtypethemin asyouwouldin aword processorLettercasewill beignored.

Thewild-cardcharacter (asteriskmaybeusedto matchjustthe prefix of aword or to ignorethemiddle
of something.

If theitem youwishto locateis morecomplicatedhanthesimple* wild-cardcanaccomplishtry usingthe
regularexpressiormatcher(http://wwwthunderstone.com/texsse/pages/regexp.hil).

To locatea numberof adjacentvordsin a specificorder surroundhemwith " (doublequotation)
charactersPuttinga- (hyphen)betweerwordswill alsoforce orderandoneword proximity.

* seeWord Forms (6.2,p.201)
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Table6.1: Queryexamples

Query Locates

john john,John

"john  public" JohnPublic

web-browser Webbrowser web-bravser
John*Public JohnQ. Public,JohnPublic
456*a*def 1-456-789-ABCDEF

activate activate,activation,actvated,... *

6.1.6 Applying Search Logic

Texis andMetamorphusesetlogic for text queries.Setlogic is easietto useandprovidesmoreabilities
thanboolean.The examplesbelov make referenceo singlekeywords,but keepin mind thateachkeyword
canrepresenanentirelist of thingsor ary of the specialpatternmatchers.

Sets(or lists) of thingsarespecifiedby placingthe elementswithin parenthesisseparatethy commas.
Example:(bob,jogsam,sue) In the exampleshelaw, you couldreplaceary of the keywordswith alist like
this.

Thedefault behaior of thesearchs to locateanintersectionor ’AND’) of every elementwithin aquery
This meanghatthe query: “microsoftbobinterface” is the equivalentto the booleanquery: “micr osoft
AND bobAND interface” .

- (without) The- (minus)is themostcommonlyusediogic symbol.It meangheanswershould
EXCLUDE referenceso thatitem.

+ (mandatory) The+ (plus)symbolin front of a searchitem meanghattheansweMUST INCLUDE that
item. Thisis generallyusedin conjunctionwith the permutatioroperation.

@N (permute) The @followedby anumberindicateshow mary intersectiongo locateof thetermsin
your query This maybe confusingatfirst, but it is very powerful.

Table6.2: SearchLogic Examples

Query Finds

bob sam joe Bobwith SamandJoe

bob sam -joe Bobwith SamwithoutJoe

bob sam joe @1| Bobwith Sam,or Bobwith Joe,or Joewith Sam
ABCD @1 AB orACor AD orBCorBD orCD
+ABCD @1 ABC or ABD or ACD

ABC-D @1 (AB or AC or BC) withoutD
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Theplusft) andminusf ) operatorsnustbe attachedo thetermto which they apply Theremustbea
spacebetweertheoperatorandary precedingerm.

Correct | Incorrect
bob +sam -joe bob + sam - joe
bob+sam-joe

6.1.7 Natural LanguageQuery

You may enteraqueryin theform of asentencer question.The softwarewill automaticallyidentify the
importantwordsandphraseswithin your queryandremore the “noisewords”.

Example: Whatis the stateof theartin text retrieval?

The software will seach for; state of the art AND text AND retrieval

6.1.8 Usingthe SpecialPattern Matchers

Thesepatternmatchersareusedto locatehard-to-finditemswithin text:
e Rgularexpressiommatchingfor complex patterns
http://www.thunderstone.com/texis/sit elpag es/re gexp.h tml

e Approximatepatternmatchingfor fuzzy searches
http://www.thunderstone.com/texis/sit elpag es/xp m.html

o Numericpatternmatchingfor finding quantities

http://www.thunderstone.com/texis/sit elpag es/np m.html

If improperlyusedthesepatternmatchersanslow queries.Thereforethey requireotherkeyword(s)in the
gueryandaredisabledentirely underPageproximity. For moredetailsseethe Vortex manualon Query
Protection(http://www.thund ers to ne.c om'si te /v orte xman/ li nk_gpro t. ht ml).

Table6.3: PatternMatcherExamples

Query Matcher | Finds

ronald %regan Approx | RonaldRaygun,RonaldRe-anRonald8eagan
%75MYPARTNOO®4/ 6a | Approx | Anythingwithin 75%of lookinglike MYPARTNO9045d/64|
/19[789][0-9] RegEXpr | 1970-1999

M1-93\-=[0 -9] {4} | RegEXpr | Phonenumbers555-1212820-2200

#87 Numeric | four scoreandseven,87

#>0<1 Numeric | Fractiondike 9/16,55%,0.123,15 nanoseconds
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Table6.4: Word Form Examples

Word president
EXACT | president
PLURAL | (above) + presidentpresidens

ANY (abore) + presidentiapresideng presidepresidegpresidingpresided
Word tight

EXACT | tight

PLURAL | (abore) + tights

ANY (abore) + tightly tighteningtightenedightertightest

Word program

EXACT | program

PLURAL | (abore) + programsgprograms

ANY (abore) + programmingorogrammatigrogrammegbrogrammeprogrammablg

6.1.9 Invoking ThesaurusExpansion
The SearchAppliancehasa vocahulary of over 250,000word andphraseassociationsEachentryis
generallyclassifiableby eitherits meaningor partof speech.

Dependingontheadministratos Synoryms settingfor this profile, synoryms mayalreadybeincludedfor
eachtermin your query If not,synoryms may beincludedfor individual termswithin your queryby
precedinghemwith a™ (tilde) character

6.2 UsingWord Forms

TheWord forms optionsgive you controlover how mary variationsof your querytermswill be sought
in your search.

Exact match: Only exactmatcheswill beallowed. (thedefault)
Plurals & possessies: Pluralandpossesse formswill befound.(s,es,’s)
Any word forms: As mary word formsascanbederivedwill belocated.

Custom: UsestheCustom Suffix List , Custom Suffix Default Removal , and
Custom Suffix  Min Length settingsto createyour own custombehaior.

We call this morphemeprocessingandit is generallysmartetthanatraditional“stemming”algorithm. It
doesnt justrip theendoff aword, it actuallychecksto seeif it couldbeavalid form of thesearchterm.
More informationis availableat

http://www.thun ders to ne. com/si te /te xi sman/l ink _|in g. ht ml.

Notes: Thesaurusermsarealsotreatedn the samemanner Wordssmallerthan4-5 charactersvill notbe
morphemeprocessed.
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6.3 Controlling Proximity

Theseoptionsgive you controlover theregion in which a matchmustbefound.

line: matchtermsmustbelocatedwithin the samdine.

sentence: all termswithin the samesentence.

paragraph: matchtermsmustbelocatedwithin the sameparagraph.
page: (default) all termswithin the samedocument.

In all caseghebestpossiblematchedor your queryarelocatedandorderedby decreasingyuality A bar
graphis producedo indicatethe quality of eachanswer

6.4 Interpreting Search Results

Note: Thelook andfeeldescribechere is for the standad seach interface Theinterfacemayhavebeen
customizedby thewebsite administator.

Whena queryis submittedt will comebackwith anothemueryform andupto 10 matchingdocumentsilf
therearemorethan10answersalink atthetop andbottomof thelist will allow youto view thenext 10in
sequence.

Theinputform at thetop allows you to furthertailor your queryto home-inonthedesiredanswersor to
submita completelynew querywithout having to navigatebackto the originalinputform.

Eachanswetin theresultsetwill have aformatsimilarto thefollowing:

1: THE DOCUMENTITLE (hyperlink to original) 84Qprrrwkrk
This is the document abstract. It consists Size: 11K
of the text around the first hit  within  the Depth: 3
matching document... Find Similar
http://www.thesite.com/thepage.html Match Info

Show Parents
Thecomponentsf eachresultare:

e Resultnumber

Documentitle (Clicking onthis will take youto theoriginal document)

Abstract(Thefirst few hundied characters of thedocument)

Matchquality graph.84%******+*  (Only shownif relevancerankingwasused)

Size(Howbig is the original document)

Depth(How manyclicksfromthetop of the site)
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e Find Similar (Find otherdocumentsimilar to this one)
e Matchlinfo (Mew the matthesandotherinformationaboutthedocument)

¢ Shaw ParentgList pagesthatlink to thisone)

6.4.1 Viewing Match Info

TheMatch Info link will shav youthe contet of your answerswithin the matchingdocument.
Matchingwordswill beshavn ashyperlinks.Clicking onarny matchtermwill take youto the next
matchingterm. A summaryatthetop of thein-contet view shavs informationaboutthe document,
includingthetime it waslastmodified.

6.4.2 Finding Similar Documents

TheFind Similar link will find documentghataresimilarto the correspondingesult. It doesthis by
readingthe original documento ascertairits mainsubjectmatter andthenconductinga relevanceranked
searchor thosesubjects.

Resultdocumentsareorderedrom bestto worstmatch.Thebargraphdisplaywill indicatethe overall
quality of thematch.

Note: Thedocumentou click on maynotberanked asthe bestmatch.Thisis becaus®therdocuments
may containmoreinformationaboutthe overall subjectmatterthanthe original.

6.4.3 Shawing DocumentParents
Oftenit is difficult to navigateusinga searchenginebecause¢hereis no badk-link presenbn the matching
documentTheShow Parents link solvesthis.

Thislink will shav otherdocumentshatcontainhyperlinksto the oneyou click on. In otherwords,it is an
automatedackbutton.
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Appendix A

Third-P arty Software

The SearchAppliancemay containandutilize the following third-partysoftwareto enhancéts
functionality dependingntheversionpurchasedNotethatyour usageandrightsto suchthird-party
softwaremaybe governedby theappropriatdicenseriginatingwith thatsoftware,in additionto your
LicenseAgreementith Thunderstone EPIfor Thunderstonsoftware.

A.1 Antiword

Theantiword packageés usedby Thunderstong’anytotx  pluginto handleMicrosoft(R)Wordfiles. It
hasbeenmodifiedto work within anytotx 'sinstallationandto extractmetainformation. Thunderstone’
modifiedsourcemaybe obtainedrom

ftp://ftp.thund er st one.c onp ub/e pi- gpl/ mdfi It. tar. gz orby contacting
Thunderstonéechsupportandrequestinga CD containingthe modified Antiword source.Sendinga CD
will requirepaymentof shippingandhandlingchagesby therequestarantiword  is governedby the
termsof the GNU GPL,whichis reproducean p. 227.

A.2 Aspell

The GNU Projects aspell  packages executedby (but notlinked or compiledinto) the SearchAppliance
for spell-checkingand“Did you mean.”. queries.Completesourcecodeanddocumentatioiis availableat
ftp://ftp.thund er st one.c omp ub/e pi- gpl/ aspell- 0.50.3 .t ar. gz or

ftp://ftp.thund er st one.c omp ub/e pi- gpl/ aspell- 0.60.4 .t ar. gz orby contacting
Thunderstongéechsupportandrequestinga CD containingthe source.Sendingof a CD will require
paymentf shippingandhandlingchagesby therequestaraspell is governedby thetermsof the GNU
LesselGPL,whichis reproducean p. 244.
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A.3 Catdocxls2csv

Catdocs xls2csv  programis usedby Thunderstons’anytotx  pluginto handleMicrosoft(R) Excel(R)
spreadshediles. It hasbeenmodifiedto work within anytotx ’sinstallationandto extractmeta
information. Thunderstong’modifiedsourcemay be obtainedrom

ftp://ftp.thund er st one.c omp ub/e pi- gpl/ mdfi It. tar. gz orby contacting
Thunderstonéechsupportandrequestinga CD containingthe modifiedCatdocsource.Sendinga CD will
requirepaymentf shippingandhandlingchagesby therequestarCatdods governedby thetermsof the
GNU GPL,whichis reproducednp. 227.

A.4 Colelibrary

Thecole library is usedby Thunderstons'versionsof catdoc andantiword . It hasbeenmodifiedto
preventextraneougrinting. Thunderstong’modifiedsourcemay be obtainedrom

ftp://ftp.thund er st one.c onp ub/e pi- gpl/ mdfi It. tar. gz orby contacting
Thunderstonéechsupportandrequestinga CD containingthe modifiedcole source.Sendinga CD will
requirepaymentf shippingandhandlingchagesby therequestarThecole library is governedby the
termsof the GNU GPL,whichis reproducean p. 227.

A.5 iconv

GNU libiconv  maybeusedby Thunderstone’HTML processoto corvertdocumentsn certain
charactesets.GNU libiconv  is notincorporatednto Thunderstong’productsbut is a separate
standalong@rogram calledvia exec() andwriting/readingstandardnput/output.You may obtain
completesourcecodeanddocumentatiorfor libiconv  at

ftp://ftp.thund er st one.c on'p ub/e pi- gpl/ li bi conv- 1. 9. 2. tar .g z or by contacting
Thunderstonéechsupportandrequestinga CD containingthe GNU libiconv ~ source.Sendinga CD will
requirepaymentf shippingandhandlingchagesby therequestarGNU libiconv  is governedby the
termsof the GNU Library GPL,whichis reproducedn p. 244.

A.6 libpst

Thereadpst programincludedin thelibpst  packagenaybeusedby Thunderstong’anytotx
programto corvert PST(Personabtoragelable)files from Microsoft Outlook. Completesourcecodefor
libpst maybeobtainedat

ftp://ftp.thund er st one.c omp ub/e pi- gpl/ Ii bpst- 0. 6. 55.t ar. gz or by contacting
Thunderstongéechsupportandrequestinga CD containingthelibpst ~ source.Sendinga CD will require
paymentf shippingandhandlingchagesby therequestarlibpst  is governedby thetermsof the GNU
GPL version2, whichis reproducean p. 227.
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A.7 libxmI2

Libxml2 maybeusedby Thunderstong’productgo parseXML documentslt is availableat
http://xmlsoft. or g/ , andis Copyright (C) 1998-200PDaniel Veillard. All RightsResered.

Permissions herebygrantedfree of chage,to ary persorobtaininga copy of libxml2  andassociated
documentatioffiles (the“Software”), to dealin the Softwarewithoutrestriction,includingwithout
limitation therightsto use,copy, modify, mege, publish,distribute, sublicenseand/orsell copiesof the
Software,andto permitpersongo whomthe Softwareis furnishedto do so,subjectto thefollowing
conditions:

Theabore copyright noticeandthis permissiomoticeshallbeincludedin all copiesor substantiaportions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESSOR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESSFORA PARTICULAR PURPOSEAND NONINFRINGEMENT. IN NO EVENT SHALL THE
DANIEL VEILLARD BELIABLE FORANY CLAIM, DAMAGESOROTHERLIABILITY , WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OFORIN
CONNECTIONWITH THE SOFTWARE ORTHE USEOR OTHER DEALINGS IN THE SOFTWARE.

Exceptascontainedn this notice,the nameof Daniel Veillard shallnot be usedin adwertisingor otherwise
to promotethe sale,useor otherdealingsn this Softwarewithout prior written authorizatiorfrom him.

A.8 Libxslt

Libxslt  maybeusedby Thunderstong’'productso apply XSL transformdo XML documentsilt is
availableat http://xmlsoft. or g/ XSLT/ andis Copyright (C) 2001-200DanielVeillard. All Rights
Resered.

Permissions herebygrantedfree of chage,to ary personobtaininga copy of libxslt andassociated
documentatioffiles (the“Software”), to dealin the Softwarewithoutrestriction,includingwithout
limitation therightsto use,copy, modify, mege, publish,distribute, sublicenseand/orsell copiesof the
Software,andto permitpersongo whomthe Softwareis furnishedto do so,subjectto thefollowing
conditions:

Theabore copyright noticeandthis permissiomoticeshallbeincludedin all copiesor substantiaportions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESSOR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESSFORA PARTICULAR PURPOSEAND NONINFRINGEMENT. IN NO EVENT SHALL THE
DANIEL VEILLARD BELIABLE FORANY CLAIM, DAMAGESOROTHERLIABILITY , WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OFORIN
CONNECTIONWITH THE SOFTWARE ORTHE USEOR OTHER DEALINGS IN THE SOFTWARE.

Exceptascontainedn this notice,the nameof Daniel Veillard shallnot be usedin adwertisingor otherwise
to promotethe sale,useor otherdealingsn this Softwarewithout prior written authorizatiorfrom him.
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A.9 Libexslt

Libexslt  maybeusedby Thunderstons’productsvhenapplyingXSL transformgo XML documents.
It is Copyright (C) 2001-2002rhomasBroyer, CharlieBozemarandDaniel Veillard. All RightsResered.

Permissions herebygrantedfree of chage,to ary personobtaininga copy of libexslt andassociated
documentatioffiles (the“Software”), to dealin the Softwarewithoutrestriction,includingwithout
limitation therightsto use,copy, modify, mege, publish,distribute, sublicenseand/orsell copiesof the
Software,andto permitpersongo whomthe Softwareis furnishedto do so, subjectto thefollowing
conditions:

Theabore copyright noticeandthis permissiomoticeshallbeincludedin all copiesor substantiaportions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESSOR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESSFORA PARTICULAR PURPOSEAND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORSBE LIABLE FORANY CLAIM, DAMAGESOROTHERLIABILITY , WHETHERIN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF ORIN CONNECTION
WITH THE SOFTWARE ORTHE USEOR OTHER DEALINGS IN THE SOFTWARE.

Exceptascontainedn this notice,the nameof theauthorsshallnotbe usedin adwertisingor otherwiseto
promotethe sale,useor otherdeal-ingsin this Softwarewithout prior written authorizatiorfrom them.

A.10 JDBCdrivers

Walking externaldatabasewith the DBWalker modulemay useoneor moreof the following drivers.

A.10.1 Oracle JDBC driver

Walking externalOracledatabasewith the DBWalker modulemayusethe Oracledriver, subjectto the
licensebelow:

ORACLETECHNOLOGWETWORKDEVELOPMENTRND DISTRIBUTION LICENSE AGREEMENT

"We," "us,” and "our" refers to Oracle USA, Inc., for and on behalf of

itself and its subsidiaries and affiliates under common control.

"You" and "your" refers to the individual or entity that wishes to use
the programs from Oracle. "Programs" refers to the software product
you wish to download and use and program documentation. "License"

refers to your right to use the programs under the terms of this
agreement. This agreement is governed by the substantive and
procedural laws of California. You and Oracle agree to submit to the
exclusive  jurisdiction of, and venue in, the courts of San Francisco,
San Mateo, or Santa Clara counties in California in any dispute

arising out of or relating to this agreement.
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We are willing to license the programs to you only upon the condition

that you accept all of the terms contained in this agreement. Read
the terms carefully and select the "Accept" button at the bottom of
the page to confirm your acceptance. If you are not willing to be
bound by these terms, select the "Do Not Accept" button and the
registration process will not continue.

License Rights

We grant you a nonexclusive, nontransferable limited license to use
the programs for purposes of developing your applications. You may
also distribute the programs with your applications to your customers.

If you want to use the programs for any purpose other than as
expressly  permitted under this agreement you must contact us, or an
Oracle reseller, to obtain the appropriate license. We may audit your
use of the programs. Program documentation is either shipped with the
programs, or documentation may accessed online at:
http://otn.oracle.com/docs

Ownership and Restrictions

We retain all ownership and intellectual property  rights in the
programs. You may make a sufficient number of copies of the programs
for the licensed use and one copy of the programs for backup purposes.

You may not:

- use the programs for any purpose other than as provided above;

- distribute the programs unless accompanied with your applications;

- charge your end users for use of the programs;

- remove or modify any program markings or any notice of our
proprietary rights;

- use the programs to provide third party training on the content
and/or functionality of the programs, except for training your
licensed  users;

- assign this agreement or give the programs, program access or an
interest in the programs to any individual or entity except as
provided under this agreement;

- cause or permit reverse engineering (unless  required by law for
interoperability), disassembly  or decompilation of the programs;

- disclose  results of any program benchmark tests without our prior
consent;  or,

- use any Oracle name, trademark or logo.

Program Distribution

We grant you a nonexclusive, nontransferable right to copy and
distribute the programs to your end users provided that you do not
charge your end users for use of the programs and provided your end
users may only use the programs to run your applications for their
business  operations. Prior to distributing the programs you shall
require  your end users to execute an agreement binding them to terms
consistent with those contained in this section and the sections of

209
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this agreement entitled "License  Rights," "Ownership and

Restrictions," "Export," "Disclaimer of Warranties and Exclusive
Remedies," "No Technical  Support,” "End of Agreement,” "Relationship
Between the Parties," and "Open Source." You must also include a
provision stating that your end users shall have no right to
distribute the programs, and a provision specifying us as a third
party beneficiary of the agreement. You are responsible for obtaining

these agreements with your end users.

You agree to: (a) defend and indemnify us against all claims and

damages caused by your distribution of the programs in breach of this
agreements and/or failure to include the required contractual

provisions in your end user agreement as stated above; (b) keep
executed end user agreements and records of end user information
including name, address, date of distribution and identity of programs
distributed,; (c) allow wus to inspect your end user agreements and

records upon request; and, (d) enforce the terms of your end user
agreements so as to effect a timely cure of any end user breach, and
to notify us of any breach of the terms.

Export

You agree that U.S. export control laws and other applicable export
and import laws govern your use of the programs, including technical
data; additional information can be found on Oracle’s Global Trade
Compliance web site located at:

http://www.oracle.com/products/expo rt/ind  ex.ht ml?co ntent. html

You agree that neither the programs nor any direct product thereof

will  be exported, directly, or indirectly, in violation of these laws,
or will be used for any purpose prohibited by these laws including,
without  limitation, nuclear, chemical, or biological weapons

proliferation.
Disclaimer of Warranty and Exclusive  Remedies

THE PROGRAM®&\RE PROVIDED"AS 1S" WITHOUTWARRANTYOF ANY KIND. WE
FURTHERDISCLAIM ALL WARRANTIES, EXPRESSAND IMPLIED, INCLUDING
WITHOUT LIMITATION, ANY IMPLIED WARRANTIESOF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSEOR NONINFRINGEMENT.

IN NO EVENT SHALL WEBE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL,
PUNITIVE OR CONSEQUENTIALDAMAGES, OR DAMAGES-OR LOSS OF PROFITS,
REVENUE, DATA OR DATA USE, INCURREDBY YOU OR ANY THIRD PARTY, WHETHER
IN AN ACTION IN CONTRACTOR TORT, EVEN IF WE HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCHDAMAGES. OURENTIRE LIABILITY FOR DAMAGES
HEREUNDERSHALL IN NO EVENT EXCEEDONE THOUSANIDOLLARS (U.S. \$1,000).

No Technical  Support
Our technical support  organization will  not provide technical support,

phone support, or updates to you for the programs licensed under this
agreement.
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Restricted Rights

If you distribute a license to the United States government, the
programs, including documentation, shall be considered commercial
computer software and you will place a legend, in addition to
applicable copyright notices, on the documentation, and on the media
label, substantially similar to the following:

NOTICE OF RESTRICTED RIGHTS

"Programs delivered subject to the DODFAR Supplement are ’'commercial

computer  software’ and use, duplication, and disclosure of the
programs, including documentation, shall be subject to the licensing
restrictions set forth in the applicable Oracle license  agreement.
Otherwise, programs delivered subject to the Federal Acquisition
Regulations are ’restricted computer software’ and use, duplication,
and disclosure of the programs, including documentation, shall be
subject to the restrictions in FAR 52.227-19, Commercial Computer
Software-Restricted Rights (June 1987). Oracle USA, Inc., 500 Oracle

Parkway, Redwood City, CA 94065."
End of Agreement

You may terminate  this agreement by destroying all copies of the
programs. We have the right to terminate  your right to use the
programs if you fail to comply with any of the terms of this
agreement, in which case you shall destroy all copies of the programs.

Relationship Between the Parties

The relationship between you and us is that of licenseellicensor.

Neither  party will represent that it has any authority to assume or
create any obligation, express or implied, on behalf of the other
party, nor to represent the other party as agent, employee,

franchisee, or in any other capacity. Nothing in this agreement shall
be construed to limit either party’s right to independently develop or
distribute software  that is functionally similar to the other party's
products, so long as proprietary information of the other party is not

included in such software.

Open Source

"Open Source" software - software available without  charge for use,
modification and distribution - is often licensed under terms that
require  the user to make the user's modifications to the Open Source
software  or any software that the user ’'combines’ with  the Open Source
software  freely  available in source code form. If you use Open Source
software in conjunction with the programs, you must ensure that your
use does not: (i) create, or purport to create, obligations of us with

respect to the Oracle programs; or (i) grant, or purport to grant, to
any third party any rights to or immunities under our intellectual
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property  or proprietary rights in the Oracle programs. For example,
you may not develop a software program using an Oracle program and an
Open Source program where such use results in a program file(s) that
contains code from both the Oracle program and the Open Source program
(including without  limitation libraries) if the Open Source program is
licensed under a license that requires any "modifications" be made
freely  available. You also may not combine the Oracle program with
programs licensed under the GNUGeneral Public License ("GPL") in any
manner that could cause, or could be interpreted or asserted to -cause,
the Oracle program or any modifications thereto to become subject to
the terms of the GPL.

Entire  Agreement

You agree that this agreement is the complete agreement for the

programs and licenses, and this agreement supersedes all prior or
contemporaneous agreements or representations. If any term of this
agreement is found to be invalid or unenforceable, the remaining
provisions will  remain effective.

Last updated: 03/09/05

A.10.2 JTDSJDBC driver

Walking externaldatabasewith the DBWalker modulemayusethe JTDSdriver, for SQL Sener(R)and
Sybase(RYlatabasesThis driver is governedby the GNU LesselGPL; seep. 234.

A.10.3 PostgreSQL JDBC driver

Walking externaldatabasewith the DBWalker modulemayusethe PostgreSQldriver. Thelicenseis
reproducedbelow:

Copyright  (¢) 1997-2005, PostgreSQL Global Development Group
All  rights  reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright
notice, this list  of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above -copyright
notice, this list  of conditions and the following disclaimer in the
documentation and/or other materials provided with the
distribution.

3. Neither the name of the PostgreSQL Global Development Group nor the
names of its contributors may be used to endorse or promote

products derived from this software without specific prior  written
permission.
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THIS SOFTWARHES PROVIDEDBY THE COPYRIGHTHOLDERSAND CONTRIBUTORS
"AS 1S" AND ANY EXPRESSOR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNEROR CONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIALDAMAGESINCLUDING, BUT NOT
LIMITED TO, PROCUREMENDF SUBSTITUTE GOODSOR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY
THEORYOF LIABILITY, WHETHERN CONTRACT,STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCEOR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE,EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.

A.10.4 MySQL JDBC driver

Walking externaldatabasewith the DBWalker modulemay usethe MySQL driver, governedby the GNU
GPL;seep. 227.

A.11 ppt2html, msg2html

ppt2html  andmsg2html maybeusedby Thunderstong’'anytotx documenfilter to corvert
Microsoft(R)PaverPointand.msg files. Sourceis availableat:

ftp://ftp.thund er st one.c omp ub/e pi- gpl/ ppt2 html. ¢
ftp://ftp.thund er st one.c onp ub/e pi- gpl/ msg2html. ¢
ftp://ftp.thund er st one.c omp ub/e pi- gpl/ mdi It. tar. gz

or by contactingThunderstonéechsupportandrequestinga CD containingthe source.Sendinga CD will
requirepaymentf shippingandhandlingchagesby therequestarppt2html  andmsg2html are
governedby thetermsof the GNU GPL,whichis reproducean p. 227.

A.12 SSL/HTTPSplugin

This productincludessoftwaredevelopedby the OpenSSLProjectfor usein the OpenSSLToolkit
(http://www.open ssl .o rg /). Copyright (©1998-2002The OpenSSLProject.All rightsresered.
This productincludescryptographicsoftwarewritten by Eric Young(eay@cryptsoft.co . Copyright
(©1995-199&ric Young.All rightsresered.

The OpenSSL toolkit stays under a dual license, i.e. both the
conditions of the OpenSSL License and the original SSleay license
apply to the toolkit. See below for the actual license

texts. Actually both licenses are BSD-style Open Source licenses. In
case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.
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OpenSSL License

Copyright  (c) 1998-2002 The OpenSSL Project. All  rights  reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list  of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above -copyright
notice, this list  of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning  features  or use of this

software  must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software  without
prior  written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior  written
permission  of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARHS PROVIDEDBY THE OpenSSL PROJECT“AS IS”  AND ANY
EXPRESSEDOR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECTOR
ITS CONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIALDAMAGESINCLUDING, BUT

NOT LIMITED TO, PROCUREMENDF SUBSTITUTE GOODSOR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY, WHETHERN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCEOR OTHERWISE)
ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN IF ADVISED
OF THE POSSIBILITY OF SUCHDAMAGE.
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This product includes  cryptographic software  written by Eric Young
(eay@cryptsoft.com). This product includes  software  written by Tim
Hudson (tjih@cryptsoft.com).

Original SSleay License

Copyright  (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All  rights  reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions

apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation
included  with this distribution is covered by the same copyright terms

except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright  remains Eric Young's, and as such any Copyright notices in
the code are not to be removed. If this package is used in a product,
Eric  Young should be given attribution as the author of the parts of
the library used. This can be in the form of a textual message at
program startup  or in documentation (online  or textual) provided  with
the package.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the copyright
notice, this list  of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above -copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning  features  or use of this software
must display the following acknowledgement:

"This product includes cryptographic software  written by

Eric  Young (eay@cryptsoft.com)"”

The word ’cryptographic’ can be left out if the rouines from the
library being used are not -cryptographic related  :-).

4. If you include any Windows specific code (or a derivative thereof)
from the apps directory (application code) you must include an
acknowledgement: "This product includes software  written by

Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARHS PROVIDEDBY ERIC YOUNG"AS IS” AND ANY EXPRESSOR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSEARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOROR CONTRIBUTORSBE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,OR
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CONSEQUENTIAIDAMAGESINCLUDING, BUT NOT LIMITED TO, PROCUREMENODF
SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY,
WHETHERN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN
IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.

The licence and distribution terms for any publically available
version or derivative of this code cannot be changed. i.e. this code
cannot simply be copied and put under another distribution licence

[including the GNUPublic Licence.]

A.13 unrar

The Thunderstonéile corverterplugin (anytotx ) mayutilize Alexander_. Roshals unrar utility to
unpackRAR archvefiles(*.rar ). Theunrar utility is governedby theunRARIlicensereproduced
below:

Fhkkkk Fhkkk Fkkkk unRAR - free utility for RAR archives
** *%* ** *%* ** ** N —— NN —— i
xx Hokkkkk xx License for wuse and distribution of
*% *% *% *% *% *% n_n———~. n——~. ~
** *x o Kk *x o Kk ** FREE portable  version

The source code of unRAR utility is freeware. This means:

1. All  copyrights to RARand the utility UnRAR are exclusively
owned by the author - Alexander Roshal.

2. The unRAR sources may be used in any software to handle RAR
archives  without limitations free of charge, but cannot be used
to re-create the RAR compression  algorithm, which is proprietary.
Distribution of modified unRAR sources in separate form or as a
part of other software is permitted, provided that it is clearly
stated in the documentation and source comments that the code may
not be used to develop a RAR (WinRAR) compatible archiver.

3. The unRAR utility may be freely distributed. No person or company
may charge a fee for the distribution of unRAR without  written
permission  from the copyright holder.

4. THE RAR ARCHIVER AND THE UNRARUTILITY ARE DISTRIBUTED "AS IS".
NO WARRANTYOF ANY KIND IS EXPRESSEDOR IMPLIED.  YOU USE AT
YOUROWNRISK. THE AUTHORWILL NOT BE LIABLE FOR DATA LOSS,
DAMAGES, LOSS OF PROFITS OR ANY OTHERKIND OF LOSS WHILE USING
OR MISUSING THIS SOFTWARE.

5. Installing and using the unRAR utility signifies acceptance  of
these terms and conditions of the license.
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6. If you dont agree with terms of the license you must remove
UnRAR files  from your storage devices and cease to use the
utility.

Thank you for your interest in RAR and unRAR.

Alexander L. Roshal

A.14 unzip

The Thunderstonéile corverterplugin (anytotx ) mayutilize Info-ZIP’s unziputility to unpackzZIP
archvefiles(*.zip ). Theunzip softwareis governedby thelnfo-ZIP licensereproducedelow:

This is version 2002-Feb-16 of the Info-ZIP copyright and license.

The definitive version of this document should be available at
ftp://ftp.info-zip.org/publ/infozip/ licens e.htm | indefinitely.

Copyright ~ (¢) 1990-2002 Info-ZIP. All  rights  reserved.

For the purposes of this copyright and license, "Info-ZIP" is defined as

the following set of individuals:

Mark Adler, John Bush, Karl Davis, Harald Denker, Jean-Michel Dubois,
Jean-loup  Gailly, Hunter Goatley, lan Gorman, Chris Herborth, Dirk
Haase, Greg Hartwig, Robert Heath, Jonathan Hudson, Paul Kienitz,
David Kirschbaum, Johnny Lee, Onno van der Linden, Igor Mandrichenko,
Steve P. Miller, Sergio Monesi, Keith Owens, George Petrov, Greg
Roelofs, Kai Uwe Rommel, Steve Salisbury, Dave Smith, Christian
Spieler, Antoine  Verheijen, Paul von Behren, Rich Wales, Mike White

This software is provided "as is, without  warranty of any kind,

express or implied. In no event shall Info-ZIP or its contributors be
held liable for any direct, indirect, incidental, special  or
consequential damages arising out of the use of or inability to use

this  software.

Permission is granted to anyone to use this software for any purpose,

including commercial  applications, and to alter it and redistribute it

freely, subject to the following restrictions:

1. Redistributions of source code must retain the above copyright notice,
definition, disclaimer, and this list  of conditions.

2. Redistributions in binary form (compiled executables) must reproduce
the above copyright notice, definition, disclaimer, and this list
of conditions in documentation and/or other materials provided  with
the distribution. The sole exception to this condition is
redistribution of a standard UnZipSFX binary as part of a

self-extracting archive; that is permitted  without inclusion of
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this license, as long as the normal UnzZipSFX banner has not been
removed from the binary or disabled.

3. Altered versions--including, but not limited to, ports to new
operating systems,  existing ports with new graphical interfaces,
and dynamic, shared, or static library versions--must be plainly
marked as such and must not be misrepresented as being the original
source. Such altered versions also must not be misrepresented as
being Info-ZIP releases--including, but not limited to, labeling of
the altered versions with the names "Info-ZIP" (or any variation
thereof, including, but not limited to, different capitalizations),
"Pocket Unzip,” "Wiz" or "MacZip" without the explicit permission
of Info-ZIP. Such altered versions are further prohibited from
misrepresentative use of the Zip-Bugs or Info-ZIP e-mail addresses
or of the Info-ZIP URL(S).

4. Info-ZIP retains the right to use the names "Info-ZIP," "Zip,"

"Unzip,"  "UnZipSFX," "Wiz," "Pocket UnZip,” "Pocket Zip," and
"MacZip" for its own source and binary releases.

A.15 zlib

The SearchApplianceutilizesthezlib  compressiotibrary, with thefollowing license:

Copyright  (C) 1995-2003 Jean-loup Gailly and Mark Adler.

This software is provided ‘’as-is’, without any express or implied
warranty. In no event will the authors be held liable for any
damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,

including commercial applications, and to alter it and redistribute it

freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software

in a product, an acknowledgment in the product documentation would be
appreciated but is not required.
2. Altered source versions must be plainly marked as such, and must not

be misrepresented as being the original software.

3. This notice may not be removed or altered from any source
distribution.

Jean-loup  Gallly Mark Adler

jloup@gzip.org madler@alumni.caltech.edu

The zlib library data format is described by RFCs (Request for Comments)
1950 to 1952 in the files http://www.ietf.org/rfc/rfc1950.txt (zlib
format), rfc1951.txt (deflate format) and rfc1952.txt (gzip format).
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A.16 SpiderMonkey (JavaScript-C) Engine

Thelibtxjs.* library (ThunderstondavaScriptplugin) containsandutilizesthe SpiderMonley engine,
aswell asadditionalfunctionality

Thetxjs.tar file containscontext diffs (patches})o the Mozilla Projects SpiderMonley (JazaScript-C)
engineyersionl.5-rc4.Completedocumentatiomndsourcecodeto the SpiderMonley Engineis available
athttp://www.mozil la .0 rg/j s/s pi dermonkey/.

Thepatchesn txjs.tar werecreatedby Thunderston&oftwareLLC andapplyto thecore
SpiderMonky engine.They areprovidedfor compliancewith the NetscapdublicLicense which governs
usageof the SpiderMonley engine.A copy of the Netscapd?ublicLicenseis on p. 253. Notethatthe
libtxjs.* library alsocontainsother(Thunderstonegode.

A.17 PDF/anytotx plugin

Portionsof this productCopyright 1996-2000Glyph & Cog,LLC.

A.18 thttpd - throttling HTTP serwer

TheSearchAppliances vhttpd  webseneris derivedin partfrom thttpd , Copyright (©1995by Jef
Poskanzerjef@acme.comAll rightsresered.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the above copyright
notice, this list  of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above -copyright
notice, this list  of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

THIS SOFTWARHS PROVIDEDBY THE AUTHORAND CONTRIBUTORS'AS IS” AND
ANY EXPRESSOR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOROR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIALDAMAGESINCLUDING, BUT NOT LIMITED TO, PROCUREMENDF
SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY,
WHETHERN CONTRACT,STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,EVEN
IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.
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A.19 RedHatLinux

Someversionsof The SearchApplianceusethe RedHatlinux operatingsystemyersion7.3,whichis
licensedunderthe GNU PublicLicensep. 227. Seealso
http://www.redh at .c omli censes/t hir dparty /e ula .h tml for moreinformation.

A.20 CentOSLinux

Someversionsof The SearchApplianceusethe CentOSLinux operatingsystemyersion5, whichis
licensedunderthe GNU PublicLicensep. 227. Seealso
http://www.redh at .c omli censes/t hir dparty /e ula .h tml for moreinformation.

A.21 Webmin

The SearchApplianceuseshe Webminweb-basedystemadministratiorsystenmfor maintainingand
configuringthe operatingsystem.Copyright ©JamieCameronAll rightsresered. Completesourceis
availableat: http://www.webm in .c onY . Thelicenseis reproducedelow:

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list  of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above -copyright
notice, this list  of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

3. Neither the name of the developer nor the names of contributors
may be used to endorse or promote products derived from this software
without  specific prior  written permission.

THIS SOFTWARHS PROVIDEDBY THE DEVELOPER'AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSEARE
DISCLAIMED. IN NO EVENT SHALL THE DEVELOPEROR CONTRIBUTORSBE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,OR
CONSEQUENTIALDAMAGESINCLUDING, BUT NOT LIMITED TO, PROCUREMENDF
SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY,
WHETHERN CONTRACT,STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN
IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.
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A.22 Java

The SearchApplianceuseshe Java 2 run-timeernvironmentdevelopedby SunMicrosystemsi|nc. to index
third-partydatabasessingJDBCdrivers. This productincludescodelicensedrom RSA Security Inc.
Someportionslicensedrom IBM areavailableat http://oss.soft ware .i bm.com/ic u4j/ as
well. Thelicenseagreemenis reproducedelow:

Sun Microsystems, Inc. Binary Code License Agreement

READ THE TERMS OF THIS AGREEMENT AND ANY PROVIDED
SUPPLEMENTAL LICENSE TERMS (COLLECTIVELY "AGREEMENT")

CAREFULLY BEFORE OPENING THE SOFTWARE MEDIA PACKAGE. BY

OPENING THE SOFTWARE MEDIA PACKAGE, YOU AGREETO THE TERMS
OF THIS AGREEMENT. IF YOU ARE ACCESSING THE SOFTWARE
ELECTRONICALLY, INDICATE YOUR ACCEPTANCEOF THESE TERMSBY

SELECTING THE "ACCEPT" BUTTONAT THE END OF THIS AGREEMENT.
IF YOU DO NOT AGREETO ALL THESE TERMS, PROMPTLY RETURNTHE

UNUSED SOFTWAREO YOURPLACE OF PURCHASE FOR A REFUNDOR,

IF THE SOFTWARE IS ACCESSED ELECTRONICALLY, SELECT THE

"DECLINE" BUTTONAT THE END OF THIS AGREEMENT.

1. LICENSE TO USE. Sun grants you a non-exclusive and non-

transferable license for the internal use only of the
accompanying software and documentation and any error
corrections provided by Sun (collectively "Software"), by

the number of users and the class of computer hardware  for
which the corresponding fee has been paid.

2. RESTRICTIONS. Software is confidential and copyrighted.
Title to Software and all associated intellectual property
rights is retained by Sun and/or its licensors. Except as
specifically authorized in any Supplemental License Terms,
you may not make copies of Software, other than a single
copy of Software for archival purposes. Unless  enforcement
is  prohibited by applicable law, you may not modify,
decompile, or reverse engineer Software. Licensee
acknowledges that Licensed Software is not designed or
intended for use in the design, construction, operation or
maintenance of any nuclear facility. Sun Microsystems, Inc.
disclaims any express or implied warranty of fitness for
such  uses. No right, title or interest in or to any
trademark, service mark, logo or trade name of Sun or its
licensors is granted under this Agreement.

3. LIMITED WARRANTY. Sun warrants to you that for a period
of ninety (90) days from the date of purchase, as evidenced
by a copy of the receipt, the media on which  Software is
furnished (if any) wil be free of defects in materials and
workmanship under normal use. Except for the foregoing,

Software is  provided "AS IS". Your exclusive remedy and
Sun’s entire liability under this limited warranty  will  be
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at Sun’'s option to replace Software media or refund the fee
paid for Software.

4. DISCLAIMER OF WARRANTY. UNLESS SPECIFIED IN THIS
AGREEMENT, ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSEOR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPTTO THE
EXTENT THAT THESE DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.

5. LIMITATION OF LIABILITY. TO THE EXTENT NOT PROHIBITED
BY LAW, IN NO EVENT WILL SUNORITS LICENSORSBE LIABLE FOR
ANY LOST REVENUE, PROFIT OR DATA, OR FOR SPECIAL, INDIRECT,
CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER
CAUSEDREGARDLESSOF THE THEORYOF LIABILITY,  ARISING OUT OF
OR RELATED TO THE USE OF OR INABILITY TO USE SOFTWARE, EVEN
IF SUN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCHDAMAGES.

In no event will Sun’s  liability to you, whether in
contract, tort  (including negligence), or otherwise, exceed
the amount paid by you for  Software under this Agreement.

The foregoing limitations will apply even if the above
stated warranty fails of its essential purpose.

6. Termination. This Agreement is effective until

terminated. You may terminate  this Agreement at any time by
destroying all copies of Software. This  Agreement  will

terminate immediately  without notice from Sun if you fail to
comply with any provision of this Agreement. Upon
Termination, you must destroy all copies of Software.

7. Export Regulations. All  Software and technical data
delivered under this Agreement are  subject to US export
control laws and may be subject to  export or import
regulations in  other countries. You agree to comply
strictly with all such laws and regulations and acknowledge
that you have the responsibility to obtain such licenses to
export, re-export, or import as may be required after

delivery to you.

8. U.S. Government Restricted Rights. If Software is
being acquired by or on behalf of the U.S. Government or by
a U.S. Government prime contractor or subcontractor (at any
tier), then the Government's rights in  Software and
accompanying documentation  will be only as set forth in this

Agreement; this is in accordance with 48 CFR 227.7201
through 227.7202-4 (for Department of Defense (DOD)
acquisitions) and with 48 CFR 2.101 and 12.212 (for non-DOD
acquisitions).

9. Governing Law. Any action related to this Agreement
will  be governed by California law and controlling U.S.
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federal law. No choice of law rules of any jurisdiction
will  apply.

10.  Severability. If any provision of this Agreement  is
held to be unenforceable, this Agreement  will remain in
effect  with the provision omitted, unless omission would
frustrate the intent of the parties, in which  case this
Agreement will immediately  terminate.

11. Integration. This  Agreement is the entire agreement
between you and Sun relating to its subject matter. It
supersedes all prior or contemporaneous oral or written
communications, proposals, representations and warranties
and prevails over any conflicting or additional terms of any
qguote, order, acknowledgment, or other communication between
the parties relating to its subject matter during the term
of this Agreement. No modification of this Agreement will
be binding, unless in writing and signed by an authorized
representative of each party.

JAVATM 2 RUNTIME ENVIRONMENT (J2RE), STANDARD EDITION,
VERSION 1.4.1_X SUPPLEMENTALLICENSE TERMS

These supplemental license terms ("Supplemental Terms") add
to or modify the terms of the Binary Code License Agreement
(collectively, the  "Agreement"). Capitalized terms  not
defined in these  Supplemental Terms shall have the same
meanings ascribed to them in the Agreement. These
Supplemental Terms  shall supersede any inconsistent or
conflicting terms in  the Agreement, or in any license

contained  within  the Software.

1. Software Internal Use and Development License Grant.
Subject to the terms and conditions of this Agreement,
including, but not limited to Section 4 (Java  Technology
Restrictions) of these Supplemental Terms, Sun grants you a
non-exclusive, non- transferable, limited license to
reproduce internally and use internally the binary form of
the Software complete and unmodified for the sole purpose of
designing, developing and testing your Java applets and
applications intended to run on the Java platform

("Programs").

2. License to Distribute Software. Subject to the terms
and conditions of this Agreement, including, but not limited
to  Section 4 (Java  Technology Restrictions) of these
Supplemental Terms, Sun grants you a non-exclusive,
non-transferable, limited license to reproduce and
distribute the Software, provided that (i) you distribute
the  Software complete and unmodified (unless otherwise

specified in the applicable READMEfile) and only bundled as
part of, and for the sole purpose of running, your Programs,
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(i) the Programs add significant and primary functionality

to the  Software, (iii) you do not distribute additional
software intended to replace any component(s) of the
Software (unless otherwise specified in the applicable
README file), (iv) you do not remove or alter any
proprietary legends or notices contained in the  Software,
(v) you only distribute the Software subject to a license
agreement that protects Sun’s interests consistent with  the
terms  contained in this Agreement, and (vi) you agree to
defend and indemnify Sun and its licensors from and against
any damages, costs, liabilities, settlement amounts and/or
expenses (including attorneys’ fees) incurred in connection
with any claim, lawsuit or action by any third party that
arises  or results from the use or distribution of any and
all  Programs  and/or Software. (viy include the following
statement as part of product documentation (whether hard
copy or electronic), as a part of a copyright page or
proprietary rights  notice page, in an "About® box or in any
other form reasonably designed to make the statement visible
to users of the Software: "This product includes code
licensed from RSA Security, Inc.", and (vii) include the
statement, "Some portions licensed from IBM are available at
http://oss.software.ibm.com/icu4j/ "

3. License to Distribute Redistributables. Subject to the
terms and conditions of this Agreement, including but not
limited to Section 4 (Java Technology Restrictions) of these
Supplemental Terms, Sun grants you a non-exclusive,

non-transferable, limited license to reproduce and
distribute those files specifically identified as
redistributable in the Software "README" file

("Redistributables™) provided that: (i) you distribute the
Redistributables complete and unmodified (unless  otherwise

specified in the applicable READMEKEfile), and only bundled
as part of Programs, (i) you do not distribute additional

software intended to supersede any component(s) of the
Redistributables (unless otherwise specified in the
applicable README file), (iii) you do not remove or alter
any proprietary legends or notices contained in or on the
Redistributables, (iv) you only distribute the
Redistributables pursuant to a license agreement  that
protects Sun’s interests consistent with the terms contained

in the Agreement, (v) you agree to defend and indemnify  Sun
and its licensors from and against any damages, costs,
liabilities, settlement amounts and/or expenses (including

attorneys’ fees) incurred in  connection with any claim,
lawsuit  or action by any third party that arises  or results

from the use or distribution of any and all Programs and/or
Software, (vi) include the following statement as part of
product documentation (whether hard copy or electronic), as
a part of a copyright page or proprietary rights notice
page, in an "About" box or in any other form  reasonably
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designed to make the statement visible to users of the
Software: "This  product includes code licensed from RSA
Security, Inc.", and (vii) include the  statement, "Some
portions licensed from IBM are available at

http://oss.software.ibm.com/icu4j/

4. Java Technology Restrictions. You may not modify the
Java Platform Interface "Jp1v, identified as classes
contained within ~ the "java" package or any subpackages of
the "java" package), by creating additional classes  within
the JPlI or otherwise causing the addition to or modification
of the classes in the JPI. In the event that you create an
additional class and associated API(s) which (i) extends the
functionality of the Java platform, and (i) is exposed to
third party software developers for the purpose of
developing  additional software  which invokes such additional
API,  you must promptly publish broadly an accurate
specification for such APl for free use by all developers.
You may not create, or authorize your licensees to create,
additional classes, interfaces, or subpackages that are in
any way identified as "java', "javax"”, "sun" or similar
convention as specified by Sun in any naming convention
designation.

5.  Notice of Automatic Software Updates from Sun. You

acknowledge that the Software may automatically download,
install, and execute applets, applications, software
extensions, and updated versions of the Software from Sun
("Software Updates"), which  may require you to accept
updated terms and conditions for installation. If
additional terms and conditions are not presented on
installation, the Software Updates will be considered part
of the Software and subject to the terms and conditions of

the Agreement.

6. Notice of Automatic Downloads. You acknowledge that, by
your use of the Software and/or by requesting services  that
require  use of the Software, the Software may automatically
download, install, and execute software applications from
sources other than Sun ("Other Software"). Sun makes no
representations of a relationship of any kind to licensors

of Other  Software. TO THE EXTENT NOT PROHIBITED BY LAW, IN
NO EVENT WILL SUNORITS LICENSORS BE LIABLE FOR ANY LOST
REVENUE, PROFIT OR DATA, OR FOR SPECIAL, INDIRECT,
CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER
CAUSEDREGARDLESSOF THE THEORYOF LIABILITY, ARISING OUT OF
OR RELATED TO THE USE OF OR INABILITY TO USE OTHERSOFTWARE,
EVEN IF SUN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

7. Trademarks and Logos. You acknowledge and agree as
between you and Sun that Sun owns the SUN, SOLARIS, JAVA,

225
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JINI, FORTE, and iPLANET trademarks and all SUN, SOLARIS,
JAVA, JINI, FORTE, and iPLANET-related trademarks, service

marks, logos and other brand designations ("Sun Marks"), and
you agree to comply with the Sun Trademark and Logo Usage
Requirements currently located at:
http://www.sun.com/policies/tradema rks

Any use you make of the Sun Marks inures to Sun’s benefit.

8. Source Code. Software may contain source code that is
provided solely for reference  purposes pursuant to the terms
of this Agreement. Source code may not be redistributed
unless expressly provided for in this Agreement.

9. Termination for Infringement. Either party may
terminate this Agreement  immediately should any Software
become, or in either party’s opinion be likely to become,
the subject of a claim of infringement of any intellectual

property  right.

For inquiries please contact: Sun Microsystems, Inc., 4150
Network  Circle, Santa Clara, California 95054, U.S.A.
(LFI#120080/Form ID#011801)

A.23 OpenSSLRPM

The SearchApplianceusesa PerlmodulethatcontaindOpenSSLCopyright (©1996-20025ampo
Kellomakisampo@symlabs.c om All RightsResered. Seep. 213for moreinformation.

A.24 RAID utilities

The SearchAppliancemay useRAID utilities developedby the AdaptecCorporation.Theseareusedby
Thunderstonéor systemmaintenancén this product.Usages governedby thelicensebelow:

Copyright  (c) 1996-2004, Adaptec Corporation
All  rights  reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:
- Redistributions of source code must retain the above copyright
notice, this list  of conditions and the following disclaimer.
- Redistributions in binary form must reproduce the above -copyright
notice, this list  of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.
- Neither the name of the Adaptec Corporation nor the names of its
contributors may be used to endorse or promote products derived from
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this software  without  specific prior  written permission.

THIS SOFTWARHS PROVIDEDBY THE COPYRIGHTHOLDERSAND CONTRIBUTORS
"AS 1S" AND ANY EXPRESSOR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNEROR CONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIALDAMAGESINCLUDING, BUT NOT
LIMITED TO, PROCUREMENDF SUBSTITUTE GOODSOR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY
THEORYOF LIABILITY, WHETHERN CONTRACT,STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCEOR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE,EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.

A.25 LCDpoc

The SearchAppliancemay useLCDprocCopyright (C) 1998-2006Nilliam W. Ferrell,ScottScrivenand
mary othercontritutorswhichis licensedunderthe GNU PublicLicense p. 227. Thisis usedby
Thunderstonéor driving thefront panelLCD on appliancesoequipped.

A.26 GNU General Public License

Somethird-partysoftwarepackageshippedwith the SearchAppliancearegovernedby the GNU General
PublicLicense reproducedelon. Seethe Third-Party Softwaresection p. 205,for alist of applicable
packages.

GNU GENERALPUBLIC LICENSE
Version 2, June 1991

Copyright  (C) 1989, 1991 Free Software Foundation, Inc.

675 Mass Ave, Cambridge, MA 02139, USA
Everyone is permitted to copy and distribute verbatim  copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This

General Public License applies to most of the Free Software

Foundation’s software and to any other program whose authors commit to
using it (Some other Free Software Foundation software is covered by
the GNULibrary  General Public License instead.) You can apply it to
your programs,  too.

When we speak of free software, we are referring to freedom, not



228 APPENDIXA. THIRD-PARTY SOFTVWARE

price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it

if you want it, that you can change the software or use pieces of it

in new free programs; and that you know you can do these things.

To protect  your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that

you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect  your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,

distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, o)
that any problems introduced by others will not reflect on the original

authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will  individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any

patent must be licensed for everyone’s free wuse or not licensed at all

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERALPUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program”, below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it
either  verbatim or with modifications and/or translated into  another
language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you'".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
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running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim  copies of the Program’s
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate

copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third

parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide

a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If

identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those

sections  when you distribute them as separate  works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of

this License, whose permissions for other licensees extend to the
entire  whole, and thus to each and every part regardless of who wrote it

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
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exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under

the scope of this License.

3. You may copy and distribute the Program (or a work based on it
under Section 2) in object code or executable form wunder the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable

source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer

to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for

making maodifications to it For an executable  work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, as a
special  exception, the source code distributed need not include

anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the

operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise  to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate  your rights under this License.

However, parties who have received copies, or rights, from you under
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this License will not have their licenses terminated so long as such
parties  remain in full  compliance.

5. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying  or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying

the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this  License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not

excuse you from the conditions of this License. If you cannot

distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence Yyou
may not distribute the Program at all. For example, if a patent

license  would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through  you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any

patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed

through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software  through any other system and a licensee cannot

impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.
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8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions  will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version  number. If the Program
specifies a version number of this License which applies to it and
"any later  version", you have the option of following the terms and
conditions either of that wversion or of any later version published by
the Free Software Foundation. If the Program does not specify a
version number of this License, you may choose any version ever
published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write  to the author
to ask for permission. For software which is copyrighted by the Free
Software  Foundation, write  to the Free Software Foundation; we sometimes
make exceptions  for this. Our decision  will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSETHE PROGRAMS LICENSED FREE OF CHARGE, THEREIS NO
WARRANTYOR THE PROGRAM,TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHENOTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR
OTHERPARTIES PROVIDE THE PROGRAMAS 1S" WITHOUTWARRANTYOF ANY
KIND, EITHER EXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCDBF THE
PROGRAMS WITH YOU. SHOULDTHE PROGRAMPROVEDEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARYSERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIREDBY APPLICABLE LAW OR AGREEDTO IN
WRITING WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAMS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAIDAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAMINCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDEREDONACCURATEOR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAM O OPERATEWITH ANY OTHERPROGRAMS),EVEN IF
SUCHHOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.
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END OF TERMSAND CONDITIONS
Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it

free software  which everyone can redistribute and change under these
terms.
To do so, attach the following notices to the program. It is safest

to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNUGeneral Public License as published by
the Free Software Foundation; either  version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it wil be useful,
but WITHOUTANY WARRANTY without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNUGeneral Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELYNO WARRANTY;for details type
‘show w'.

This is free software, and you are welcome to redistribute it

under certain  conditions; type ‘show ¢’ for details.
The hypothetical commands ‘show w' and ‘show ¢ should show the
appropriate parts of the General Public License. Of course, the
commands you use may be called something other than ‘show w' and ‘show
c’; they could even be mouse-clicks or menu items--whatever suits  your
program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:
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Yoyodyne, Inc., hereby disclaims all  copyright interest in the
program ‘Gnomovision’ (which makes passes at compilers) written by
James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program
into  proprietary programs. If your program is a subroutine library,
you may consider it more useful to permit linking proprietary

applications with  the library. If this is what you want to do, use

the GNULibrary @ General Public License instead of this License.

A.27 GNU LesserGeneral Public License

Somethird-partysoftwarepackageslistributedwith the SearchAppliancearegovernedby the GNU Lesser
GeneraPublicLicense reproducedbelon. Seethe Third-Party Softwaresection p. 205,for alist of
applicablepackages.

GNU LESSER GENERALPUBLIC LICENSE
Version 2.1, February 1999

Copyright  (C) 1991, 1999 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim  copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the GNULibrary Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free  software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some
specially designated  software  packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it You
can use it too, but we suggest vyou first think  carefully about whether
this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
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it in new free programs; and that you are informed that you can do
these things.

To protect  your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

We protect  your rights with a two-step method: (1) we copyright the

library, and (2) we offer you this license, which gives you legal
permission  to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should  know
that what they have is not the original version, so that the original
author’s reputation will  not be affected by problems that might be

introduced by others.

Finally, software  patents pose a constant threat to the existence  of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the
ordinary  GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different from the ordinary  General Public License. We use
this license for certain libraries in order to permit linking those
libraries into non-free  programs.

When a program is linked with a library, whether statically or using
a shared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits  such linking only if the
entire  combination  fits its criteria of freedom. The Lesser General
Public License permits more lax criteria for linking other code with
the library.

We call this license the "Lesser" General Public License because it
does Less to protect the users freedom than the ordinary  General
Public  License. It also provides other free software developers Less
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of an advantage over competing non-free  programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantages in certain

special  circumstances.

For example, on rare occasions, there may be a special need to

encourage the widest possible use of a certain library, so that it
becomes a de-facto  standard. To achieve this, non-free  programs must
be allowed to use the library. A more frequent case is that a free
library does the same job as widely used non-free libraries. In this
case, there is little to gain by limiting the free library to free

software  only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNUC Library in
non-free  programs enables many more people to use the whole GNU
operating system, as well as its variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of the

users’ freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

GNU LESSER GENERALPUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called “"this License").

Each licensee is addressed as "you'".

A "library" means a collection of software  functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion  of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is

included  without limitation in the term "modification".)
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"Source code" for a work means the preferred form of the work for

making modifications to it For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does

and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish  on each copy an

appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any

warranty; and distribute a copy of this License along with the
Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

c) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility

is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or

table, the facility still operates, and performs whatever part of
its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent  of the
application. Therefore, Subsection 2d requires  that any
application-supplied function or table used by this function must

be optional: if the application does not supply it, the square
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root function must  still compute square roots.)
These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,

and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those

sections  when you distribute them as separate  works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of

this License, whose permissions for other licensees extend to the
entire  whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary  GNUGeneral Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary @ GNUGeneral Public License, version 2,
instead of to this License. (If a newer version than version 2 of the
ordinary = GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary @ GNUGeneral Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.
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5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and

therefore falls  outside the scope of this License.

However, linking a "work that wuses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains  portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.

Section 6 states terms for distribution of such executables.

When a "work that wuses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data

structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file  is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the
Library — will  still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.

Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or

link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse

engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is wused in it and that the Library and its use are covered by
this  License. You must supply a copy of this License. If the work
during execution displays  copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
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user can modify the Library and then relink to produce a modified

executable  containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library  will not necessarily be able to recompile the application

to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with  the

Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the users computer system,
rather than copying library functions into the executable, and (2)
will  operate properly with a modified version of the library, if
the wuser installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this  distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

e) Verify that the user has already received a copy of these
materials or that you have already sent this wuser a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the materials to be distributed need not include anything that s
normally  distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on

which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement  contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot

use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library  side-by-side in a single library together  with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library

facilities. This must be distributed under the terms of the
Sections  above.
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b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link  with, or
distribute the Library is void, and will automatically terminate  your
rights  under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying  or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying

the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise  of the rights granted herein.
You are not responsible for enforcing compliance by third parties  with
this  License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence Yyou
may not distribute the Library at all. For example, if a patent
license  would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through  you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under

particular circumstance, the balance of the section is intended to apply,

and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any

patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is

implemented by public license practices. Many people have made
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generous contributions to the wide range of software distributed

through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software  through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.

Such new versions  will be similar in spirit to the present version,

but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version  number. If the Library
specifies a version number of this License which applies to it and
"any later  version", you have the option of following the terms and
conditions either of that wversion or of any later version published by
the Free Software Foundation. If the Library does not specify a

license  version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with  these,
write to the author to ask for permission. For software  which is
copyrighted by the Free Software Foundation, write  to the Free
Software  Foundation; we sometimes make exceptions  for this. Our
decision  will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSETHE LIBRARY IS LICENSED FREE OF CHARGE, THEREIS NO
WARRANTYOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHENOTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR
OTHERPARTIES PROVIDE THE LIBRARY "AS IS" WITHOUTWARRANTYOF ANY
KIND, EITHER EXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCDBF THE
LIBRARY IS WITH YOU. SHOULDTHE LIBRARY PROVEDEFECTIVE, YOUASSUME
THE COST OF ALL NECESSARYSERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIREDBY APPLICABLE LAW OR AGREEDTO IN
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WRITING WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAIDAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDEREDONACCURATEOR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATEWITH ANY OTHERSOFTWARE), EVEN IF
SUCHHOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMSAND CONDITIONS
How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms
of the ordinary  General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file  should
have at least the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library’s name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNULesser General Public
License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it wil be useful,

but WITHOUTANY WARRANTY without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNULesser General Public
License along with this library; if not, write to the Free Software
Foundation, Inc.,

59 Temple Place, Suite 330, Boston, MA02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your

school, if any, to sign a "copyright disclaimer" for the library, if
necessary. Here is a sample; alter the names:
Yoyodyne, Inc., hereby disclaims all  copyright interest in the library

‘Frob’  (a library for tweaking knobs) written by James Random Hacker.
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<signature of Ty Coon>, 1 Aprii 1990
Ty Coon, President of Vice

That's all there is to it!

A.28 GNU Library GeneralPublic License

Somethird-partysoftwarepackageslistributedwith the SearchAppliancearegovernedby the GNU
Library GeneralPublicLicense reproducedelon. Seethe Third-Party Softwaresection p. 205, for alist
of applicablepackages.

GNU LIBRARY GENERALPUBLIC LICENSE
Version 2, June 1991

Copyright  (C) 1991 Free Software Foundation, Inc.

59 Temple Place - Suite 330, Boston, MA 02111-1307, USA
Everyone is permitted to copy and distribute verbatim  copies
of this license document, but changing it is not allowed.

[This is the first released version of the library GPL. It is
numbered 2 because it goes with version 2 of the ordinary GPL/]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Library  General Public License, applies to some
specially designated Free Software Foundation software, and to any
other libraries whose authors decide to use it You can use it for
your libraries, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect  your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if
you distribute copies of the library, or if you modify it

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave

you. You must make sure that they, too, receive or can get the source
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code. If you link a program with the library, you must provide
complete object files to the recipients so that they can relink them
with the library, after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

Our method of protecting your rights has two steps: (1) copyright
the library, and (2) offer vyou this license which gives you legal
permission  to copy, distribute and/or modify the library.

Also, for each distributor's protection, we want to make certain
that everyone understands that there is no warranty for this free
library. If the library is modified by someone else and passed on, we
want its recipients to know that what they have is not the original
version, so that any problems introduced by others will not reflect on
the original authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that companies distributing free
software  will  individually obtain patent licenses, thus in effect
transforming the program into proprietary software. To prevent this,
we have made it clear that any patent must be licensed for everyone’s
free use or not licensed at all

Most GNU software, including some libraries, is covered by the
ordinary  GNU General Public License, which was designed for utility
programs. This license, the GNULibrary  General Public License,
applies to certain designated libraries. This license is quite
different from the ordinary one; be sure to read it in full, and don't

assume that anything in it is the same as in the ordinary license.

The reason we have a separate public license for some libraries is
that they blur the distinction we usually make between modifying or
adding to a program and simply using it. Linking a program with a
library, without  changing the library, is in some sense simply using
the library, and is analogous to running a utility program or
application program. However, in a textual and legal sense, the
linked executable is a combined work, a derivative of the original
library, and the ordinary  General Public License treats it as such.

Because of this blurred distinction, using the ordinary  General
Public License for libraries did not effectively promote software
sharing, because most developers did not use the libraries. We
concluded that weaker conditions might promote sharing better.

However, unrestricted linking of non-free  programs would deprive the
users of those programs of all benefit from the free status of the
libraries themselves. This Library  General Public License is intended
to permit developers of non-free programs to use free libraries, while
preserving your freedom as a user of such programs to change the free
libraries that are incorporated in them. (We have not seen how to
achieve this as regards changes in header files, but we have achieved

it as regards changes in the actual functions of the Library.) The
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hope is that this wil lead to faster development of free libraries.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, while the latter only
works together  with the library.

Note that it is possible for a library to be covered by the ordinary
General Public License rather than by this special one.

GNU LIBRARY GENERALPUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library which
contains a notice placed by the copyright holder or other authorized
party saying it may be distributed under the terms of this Library
General Public License (also called ‘"this License"). Each licensee s
addressed as "you".

A "library" means a collection of software  functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion  of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included  without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for

making modifications to it For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does

and what the program that uses the Library does.

1. You may copy and distribute verbatim  copies of the Library’'s
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish  on each copy an

appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
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Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for
fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices

stating that you changed the files and the date of any change.

c) You must cause the whole of the work to be licensed at no

charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or

table of data to be supplied by an application program that uses

the facility, other than as an argument passed when the facility

is invoked, then you must make a good faith effort to ensure that,

in the event an application does not supply such function or

table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, a function in a library to compute square roots has

a purpose that is entirely well-defined independent  of the

application. Therefore, Subsection  2d requires  that any

application-supplied function or table used by this function must

be optional: if the application does not supply it, the square

root function must  still compute square roots.)
These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections  when you distribute them as separate  works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of

this License, whose permissions for other licensees extend to the
entire  whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to

exercise the right to control the distribution of derivative or
collective works based on the Library.
In addition, mere aggregation of another work not based on the Library

with the Library (or with a work based on the Library) on a volume of

a

a
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a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary  GNUGeneral Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary @ GNUGeneral Public License, version 2,
instead of to this License. (If a newer version than version 2 of the
ordinary = GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary @ GNUGeneral Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and

therefore falls  outside the scope of this License.

However, linking a "work that wuses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains  portions of the Library), rather than a "work that wuses the
library". The executable is therefore covered by this License.

Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
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structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file  is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the
Library — will  still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.

Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also compile or

link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer’s own use and reverse

engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the

Library is wused in it and that the Library and its use are covered by

this  License. You must supply a copy of this License. If the work
during execution  displays  copyright notices, you must include the
copyright notice for the Library among them, as well as a reference

directing the user to the copy of this License. Also, you must do one

of these things:

a) Accompany the work with the complete corresponding

machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with  the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable  containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library  will not necessarily be able to recompile the application

to use the modified definitions.)

b) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

c) |If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above

specified materials from the same place.

d) Verify that the user has already received a copy of these
materials or that you have already sent this wuser a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
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reproducing the executable from it. However, as a special exception,
the source code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on

which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement  contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot

use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library  side-by-side in a single library together  with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library

facilities. This must be distributed under the terms of the
Sections  above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link  with, or
distribute the Library is wvoid, and will automatically terminate  your
rights  under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses

terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying  or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying

the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise  of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
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this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence Yyou
may not distribute the Library at all. For example, if a patent
license  would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through  you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under

particular circumstance, the balance of the section is intended to apply,

and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any

patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed

through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software  through any other system and a licensee cannot

impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Library  General Public License from time to time.

Such new versions  will  be similar in spirit to the present version,

but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version  number. If the Library
specifies a version number of this License which applies to it and
"any later  version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a

license  version number, you may choose any version ever published by
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the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with  these,
write to the author to ask for permission. For software  which is
copyrighted by the Free Software Foundation, write  to the Free
Software  Foundation; we sometimes make exceptions  for this. Our
decision  will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSETHE LIBRARY IS LICENSED FREE OF CHARGE, THEREIS NO
WARRANTYOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHENOTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR
OTHERPARTIES PROVIDE THE LIBRARY "AS IS" WITHOUTWARRANTYOF ANY
KIND, EITHER EXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCBF THE
LIBRARY IS WITH YOU. SHOULDTHE LIBRARY PROVEDEFECTIVE, YOUASSUME
THE COST OF ALL NECESSARYSERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIREDBY APPLICABLE LAW OR AGREEDTO IN
WRITING WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIALDAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDEREDONACCURATEOR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATEWITH ANY OTHERSOFTWARE), EVEN IF
SUCHHOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMSAND CONDITIONS
Appendix: How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms
of the ordinary  General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file  should
have at least the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>
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This library is free software; you can redistribute it and/or
modify it under the terms of the GNULibrary  General Public
License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version.

This library is distributed in the hope that it wil be useful,

but WITHOUTANY WARRANTY without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Library  General Public License for more details.

You should have received a copy of the GNULibrary  General Public
License along with this library; if not, write to the Free
Software  Foundation, Inc., 59 Temple Place - Suite 330, Boston,
MA 02111-1307, USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your

school, if any, to sign a "copyright disclaimer" for the library, if
necessary. Here is a sample; alter the names:
Yoyodyne, Inc., hereby disclaims all  copyright interest in the library

‘Frob’  (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 Aprii 1990
Ty Coon, President of Vice

That's all there is to it

A.29 NetscapePublic License

Somethird-partysoftwarepackageslistributedwith the SearchAppliancearegovernedby the Netscape
PublicLicense reproducedelon. Seethe Third-Party Softwaresection p. 205,for alist of applicable
packages.

NetscapéublicLicenseversionl.1

AMENDMENTS The NetscapePublic LicenseVersion 1.1 ("NPL ") consistsof the Mozilla Public
LicenseVersion 1.1with the following Amendments,including Exhibit A-NetscapePublic License.
Filesidentified with "Exhibit A-NetscapePublic License” are governed by the NetscapePublic
LicenseVersion1.1.

Additional Termsapplicable to the NetscapePublic License.
|. Effect.

Theseadditionaltermsdescribedn this Netscapd?ublic License—- Amendmentshallapplyto the Mozilla
Communicatoclient codeandto all CoveredCodeunderthis License.

Il. "Netscapes Branded Code” meansCoveredCodethatNetscapalistributesand/orpermitsothersto
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distribute underoneor moretrademark(syvhich arecontrolledby Netscapdout which arenotlicensedfor
useunderthis License.

lll. Netscapeand logo. This Licensedoesnot grantary rightsto usethetrademark$Netscape” the
"NetscapeN andhorizon”logo or the"Netscapdighthouse”logo, "Netcenter”,"Gecko”, "Java” or
"JavaScript”,”SmartBrowsing” evenif suchmarksareincludedin the Original Codeor Modifications.

IV. Inability to Comply Dueto Contractual Obligation. Priorto licensingthe Original Codeunderthis
License Netscapdaslicensedhird party codefor usein Netscapes BrandedCode.To theextentthat
Netscapés limited contractuallyfrom makingsuchthird party codeavailableunderthis License Netscape
may choosdo reintggratesuchcodeinto CoveredCodewithout beingrequiredto distribute suchcodein
SourceCodeform, evenif suchcodewould otherwisebe consideredModifications” underthis License.

V. Useof Madifications and Covered Codeby Initial Developet

V.1.In General. Theobligationsof Section3 applyto Netscapeexceptto theextentspecifiedn this
AmendmentSectionV.2 andV.3.

V.2. Other Products. NetscapanayincludeCoveredCodein productsotherthanthe Netscapes Branded
Codewhich arereleasedy Netscapealuringthetwo (2) yearsfollowing thereleasalateof the Original
Code,without suchadditionalproductsbecomingsubjectto thetermsof this License andmaylicensesuch
additionalproductson differenttermsfrom thosecontainedn this License.

V.3. Alter native Licensing. Netscapeanaylicensethe SourceCodeof Netscapes BrandedCode,including
Maodificationsincorporatedherein without suchNetscapa&randedCodebecomingsubjectto thetermsof
this License andmay licensesuchNetscapd3randedCodeon differenttermsfrom thosecontainedn this
License.

VI. Litigation. Notwithstandinghelimitationsof Sectionl1 above, the provisionsregardinglitigation in
Sectionll(a),(b) and(c) of theLicenseshallapplyto all disputeselatingto this License.

EXHIBIT A-NetscapePublic License.

"The contentof thisfile aresubjectto the Netscapd’ublicLicenseVersionl.1 (the”License”); you may
not usethisfile exceptin compliancewith the License.You mayobtaina copy of the Licenseat
http://wwwmozilla.og/NPL/ Softwaredistributedunderthe Licenseis distributedon an”AS 1S” basis,
WITHOUT WARRANTY OF ANY KIND, eitherexpressorimplied. Seethe Licensefor the specific
languageagoverningrightsandlimitationsunderthe License.

The Original Codeis Mozilla Communicatoclientcode releasedviarch31,1998.

Thelnitial Developerof the Original Codeis Netscap&Communication€orporation Portionscreatedoy
NetscapeareCopyright (C) 1998-199MNetscapeCommunication€orporation All RightsResered.
Contrikutor(s):

Alternatively, the contentsf thisfile maybeusedunderthetermsof the— license(the”[—] License”),in
which casethe provisionsof [—] Licenseareapplicableinsteadof thoseabove. If youwishto allow use
of your versionof thisfile only underthetermsof the[—-] Licenseandnotto allow othersto useyour
versionof this file underthe NPL, indicateyour decisionby deletingthe provisionsabove andreplacethem
with thenoticeandotherprovisionsrequiredby the[—] License.If you do not deletethe provisionsabove,
arecipientmayuseyour versionof thisfile undereitherthe NPL or the[—] Licens€.
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MOZILLA PUBLIC LICENSE
Version1.1
1. Definitions.

1.0.1.”"Commercial Use” meandlistribution or otherwisemakingthe CoveredCodeavailableto a third
party
1.1.”Contrib utor” meanseachentity thatcreatesor contritutesto the creationof Modifications.

1.2.”Contrib utor Version” meanghe combinationof the Original Code,prior Modificationsusedby a
Contritutor, andthe Modifications

madeby thatparticularContrikutor.

1.3.”"Covered Code” meangheOriginal Codeor Modificationsor the combinationof the Original Code
andModifications,in eachcasencludingportionsthereof

1.4."Electr onic Distrib ution Mechanism” meansa mechanisngenerallyacceptedn the software
developmenttommunityfor the electronictransferof data.

1.5."Executable” meansCoveredCodein ary form otherthanSourceCode.

1.6."Initial Developer” meangheindividual or entity identifiedasthe Initial Developerin the Source
Codenoticerequiredby Exhibit

A.

1.7.”Lar ger Work” meansawork which combinesCoveredCodeor portionsthereofwith codenot
governedby thetermsof this License.

1.8."License” meanghis document.

1.8.1."Licensable” meansaving theright to grant,to the maximumextentpossible whetherat thetime of
theinitial grantor subsequentlpcquiredary andall of therights corveyed herein.

1.9.”Modifications” meansary additionto or deletionfrom the substancer structureof eitherthe Original
Codeor ary previous Modifications.WhenCoveredCodeis releasedsa seriesof files, a Modificationis:

A. Any additionto or deletionfrom the contentof afile containingOriginal Codeor previous
Modifications.

B. Any new file thatcontainsary partof the Original Codeor previous Modifications.

1.10."Criginal Code” meansSourceCodeof computersoftwarecodewhichis describedn the Source
Codenoticerequiredby Exhibit A asOriginal Code,andwhich, atthetime of its releasaunderthis License
is notalreadyCoveredCodegovernedby this License.

1.10.1."Patent Claims” meansary patentclaim(s),nov ownedor hereafteracquiredjncludingwithout
limitation, method processandapparatuslaims,in any patentLicensableby grantor

1.11."Source Code” meanghe preferredform of the CoveredCodefor makingmodificationgo it,
includingall modulest containsplusary associateéhterfacedefinitionfiles, scriptsusedto control
compilationandinstallationof an Executablepr sourcecodedifferentialcomparisonggainstitherthe
Original Codeor anothemvell known, available CoveredCodeof the Contrilutor’'s choice. The Source
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Cadlecanbein acompressedr archival form, providedthe appropriatalecompressioor de-archiing
softwareis widely availablefor no chage.

1.12.”You” (or "Your”) meansanindividual or alegal entity exercisingrightsunder andcomplyingwith
all of thetermsof, this Licenseor a future versionof this LicenseissuedunderSection6.1. For legal
entities,”Y ou” includesary entity which controls,is controlledby, or is undercommoncontrolwith You.
For purpose®f this definition,”control” meanga) the power, director indirect,to causehedirectionor
managementf suchentity, whetherby contractor otherwise pr (b) ownershipof morethanfifty percent
(50beneficiabwnershipof suchentity.

2. Source CodelLicense.
2.1.The Initial Developer Grant.

Thelnitial DeveloperherebygrantsYou a world-wide, royalty-free,non-exclusive license subjectto third
partyintellectualpropertyclaims:

(a) underintellectualpropertyrights (otherthanpatentor trademark)Licensableby Initial Developerto use,
reproducemodify, display perform,sublicensenddistribute the Original Code(or portionsthereof)with
or without Modifications,and/oraspartof a LargerWork; and

(b) underPatentsClaimsinfringedby themaking,usingor sellingof Original Code to make, have made,
use,practice sell,andoffer for sale,and/orotherwisedisposeof the Original Code(or portionsthereof).

(c) thelicensegyrantedn this Section2.1(a)and(b) areeffective onthe datelnitial Developerfirst
distributesOriginal Codeunderthe termsof this License.

(d) NotwithstandingSection2.1(b)above, no patentlicenseis granted:1) for codethat You deletefrom the
Original Code;2) separatérom the Original Code;or 3) for infringementsausedy: i) the modificationof
the Original Codeor ii) thecombinationof the Original Codewith othersoftwareor devices.

2.2.Contrib utor Grant.

Subijectto third partyintellectualpropertyclaims,eachContritutor herebygrantsYou a world-wide,
royalty-free,non-exclusive license

(a) underintellectualpropertyrights (otherthanpatentor trademark)icensableby Contritutor, to use,
reproducemodify, display perform,sublicenseanddistribute the Modificationscreatedoy such
Contrikutor (or portionsthereof)eitheron anunmodifiedbasis with otherModifications,asCoveredCode
and/oraspartof a LargerWork; and

(b) underPatentClaimsinfringed by the making,using,or selling of Modificationsmadeby that
Contrikutor eitheraloneand/orin combinationwith its Contritutor Version(or portionsof such
combination)to make, use,sell, offer for sale have made and/orotherwisedisposeof: 1) Modifications
madeby thatContritutor (or portionsthereof);and2) the combinatiorof Modificationsmadeby that
Contrikutor with its Contritutor Version(or portionsof suchcombination).

(c) thelicensegrantedn Section.2(a)and2.2(b)areeffective onthedateContritutor first makes
Commercialseof the CoveredCode.

(d) NotwithstandingSection2.2(b)above, no patenticenseis granted:1) for ary codethatContrikutor has
deletedrom the Contritutor Version;2) separatérom the Contritutor Version;3) for infringementscaused
by: i) third partymodificationsof Contrikutor Versionor ii) the combinationof Modificationsmadeby that
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Contrilutor with othersoftware (exceptaspartof the Contritutor Version)or otherdevices;or 4) under
PatentClaimsinfringedby CoveredCodein the absencef Modificationsmadeby thatContritutor.

3. Distribution Obligations.
3.1. Application of License.

The Modificationswhich You createor to which You contritute aregovernedby thetermsof this License,
includingwithoutlimitation Section2.2 The SourceCodeversionof CoveredCodemaybedistributed
only underthetermsof this Licenseor a future versionof this LicensereleasedinderSection6.1, andYou
mustincludea copy of this Licensewith every copy of the SourceCodeYou distribute. You may not offer
orimposeary termson ary SourceCodeversionthataltersor restrictsthe applicableversionof this
Licenseor therecipients’rightshereunderHowever, You mayincludeanadditionaldocumenbffering the
additionalrightsdescribedn Section3.5.

3.2. Availability of SourceCode.

Any Modificationwhich You createor to which You contrilute mustbe madeavailablein SourceCode
form underthetermsof this Licenseeitheron the samemediaasan Executableversionor via anaccepted
ElectronicDistribution Mechanismnto anyoneto whomyou madean Executableversionavailable;andif
madeavailablevia ElectronicDistribution Mechanismmustremainavailablefor atleasttwelve (12)
monthsafterthedateit initially becameavailable,or atleastsix (6) monthsaftera subsequentersionof
thatparticularModificationhasbeenmadeavailableto suchrecipients.You areresponsibldor ensuring
thatthe SourceCodeversionremainsavailableevenif the ElectronicDistribution Mechanisris maintained
by athird party

3.3. Description of Modifications.

You mustcauseall CoveredCodeto which You contritute to containafile documentinghe changesrou
madeto createthatCoveredCodeandthedateof ary change.You mustincludea prominentstatementhat
the Modificationis derived, directly or indirectly, from Original Codeprovidedby thelnitial Developerand
includingthe nameof theInitial Developerin (a) the SourceCode,and(b) in ary noticein anExecutable
versionor relateddocumentatiofin which You describethe origin or ownershipof the CoveredCode.

3.4. Intellectual Property Matters
(a) Third Party Claims.

If Contrikutor hasknowledgethatalicenseunderathird party’s intellectualpropertyrightsis requiredto
exercisetherightsgrantedby suchContritutor underSections2.1 or 2.2, Contrikutor mustincludea text
file with the SourceCodedistribution titted "LEGAL” which describeshe claim andthe party makingthe
claimin suficientdetailthatarecipientwill know whomto contact.If Contritutor obtainssuchknowledge
afterthe Modificationis madeavailableasdescribedn Section3.2, Contrikutor shallpromptly modify the
LEGAL file in all copiesContributor makesavailablethereafteiandshalltake otherstepg(suchasnotifying
appropriatenailing lists or nevsgroupsyeasonablygalculatedo inform thosewho recevedthe Covered
Codethatnew knowvledgehasbeenobtained.

(b) Contributor APIs.

If Contrilkutor’'s ModificationsincludeanapplicationprogrammingnterfaceandContrikutor hasknownledge
of patentlicenseswvhich arereasonablyecessaryo implementthat API, Contritutor mustalsoincludethis
informationin the LEGAL file.
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(c) Representations.

Contrikutor representthat,exceptasdisclosedoursuanto Section3.4(a)above, Contrikutor believesthat
Contritutor's ModificationsareContrikutor’s original creation(sand/orContritutor hassuficientrightsto
granttherightscornveyedby this License.

3.5. Required Notices.

You mustduplicatethe noticein Exhibit A in eachfile of the SourceCode.If it is not possibleto putsuch
noticein aparticularSourceCodefile dueto its structurethenYou mustincludesuchnoticein alocation
(suchasarelevantdirectory)wherea userwould belikely to look for suchanotice.If You createcbneor
moreModification(s)You mayaddyour nameasa Contrikutor to thenoticedescribedn Exhibit A. You
mustalsoduplicatethis Licensein ary documentatioffior the SourceCodewhereYou describaecipients’
rightsor ownershiprightsrelatingto CoveredCode.You may chooseo offer, andto chage afeefor,
warranty supportjndemnityor liability obligationsto oneor morerecipientsof CoveredCode.However,
You maydo soonly on Your own behalf,andnot on behalfof the Initial Developeror ary Contritutor. You
mustmale it absolutelyclearthanarny suchwarranty supportindemnityor liability obligationis offeredby
You alone,andYou herebyagreeto indemnifythe Initial Developerandevery Contritutor for ary liability
incurredby thelnitial Developeror suchContrilutor asaresultof warranty supportjndemnityor liability
termsYou offer.

3.6. Distrib ution of ExecutableVersions.

Youmaydistribute CoveredCodein Executablegorm only if therequirement®f Section3.1-3.5have been
metfor that CoveredCode,andif Youincludea noticestatingthatthe SourceCodeversionof the Covered
Codeis availableunderthetermsof this Licensejncludinga descriptionof how andwhereYou have
fulfilled the obligationsof Section3.2 Thenoticemustbe conspicuouslyncludedin ary noticein an
Executableversion, relateddocumentatiomr collateralin which You describeecipients’rightsrelatingto
the CoveredCode.You maydistribute the Executableversionof CaveredCodeor ownershiprightsundera
licenseof Your choice,which maycontaintermsdifferentfrom this License providedthat You arein
compliancewith thetermsof this Licenseandthatthelicensefor the Executableversiondoesnot attemptto
limit or altertherecipients rightsin the SourceCodeversionfrom therightssetforth in this License.lf You
distribute the Executableversionundera differentlicenseYou mustmale it absolutelyclearthatary terms
which differ from this Licenseareofferedby You alone,not by the Initial Developeror ary Contrikutor.
You herebyagreeto indemnifytheInitial Developerandevery Contritutor for ary liability incurredby the
Initial Developeror suchContritutor asaresultof ary suchtermsYou offer.

3.7.Larger Works.

You may createa Larger Work by combiningCoveredCodewith othercodenot governedby thetermsof
this Licenseanddistribute the Larger Work asa singleproduct.In sucha case,You mustmale surethe
requirementsf this Licensearefulfilled for the CoveredCode.

4. Inability to Comply Dueto Statute or Regulation.

If it isimpossiblefor Youto complywith ary of thetermsof this Licensewith respecto someor all of the
CoveredCodedueto statutejudicial order or regulationthenYou must: (a) complywith thetermsof this
Licenseto the maximumextentpossibleand(b) describehelimitationsandthe codethey affect. Such
descriptiormustbeincludedin the LEGAL file describedn Section3.4 andmustbeincludedwith all
distributionsof the SourceCode.Exceptto the extentprohibitedby statuteor regulation,suchdescription
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mustbesuficiently detailedfor arecipientof ordinaryskill to beableto understandt.
5. Application of this License.

This Licenseappliesto codeto which thelnitial Developerhasattachedhenoticein Exhibit A andto
relatedCoveredCode.

6. Versionsof the License.
6.1. New Versions

Netscapg&Communication€orporation("Netscape”)may publishrevisedand/ornew versionsof the
Licensefrom timeto time. Eachversionwill begivenadistinguishingversionnumber

6.2. Effect of New Versions

OnceCoveredCodehasbeenpublishedundera particularversionof the License,You may alwayscontinue
to useit underthetermsof thatversion.You mayalsochooseo usesuchCoveredCodeunderthetermsof
ary subsequentersionof the Licensepublishedoy NetscapeNo oneotherthanNetscapédiastheright to
modify thetermsapplicableto CoveredCodecreatedunderthis License.

6.3. Derivative Works.

If You createor usea modifiedversionof this License(which youmayonly doin orderto applyit to code
whichis notalreadyCoveredCodegovernedby this License),You must(a) renameYour licensesothatthe
phrasesMozilla”, "MOZILLAPL ", "MOZPL", "Netscape”,"MPL”, "NPL" or ary confusinglysimilar
phrasedo notappeain your license(exceptto notethatyour licensediffersfrom this License)and(b)
otherwisemale it clearthatYourversionof thelicensecontaingermswhich differ from the Mozilla Public
LicenseandNetscapédPublicLicense.(Filling in the nameof the Initial Developer Original Codeor
Contrilutorin thenoticedescribedn Exhibit A shallnot of themselesbe deemedo be modificationsof
thisLicense.)

7. DISCLAIMER OF WARRANTY .

COVERED CODEIS PROVIDED UNDER THIS LICENSEON AN "AS IS” BASIS, WITHOUT
WARRANTY OFANY KIND, EITHEREXPRESSEDOR IMPLIED, INCLUDING, WITHOUT

LIMIT ATION, WARRANTIES THAT THE COVERED CODEIS FREEOF DEFECTS,
MERCHANTABLE, FIT FORA PARTICULAR PURPOSEODORNON-INFRINGING.THE ENTIRERISK
AS TO THE QUALITY AND PERFORMANCEOF THE COVERED CODEISWITH YOU. SHOULD
ANY COVERED CODEPROVE DEFECTIVEIN ANY RESPECTYOU (NOT THE INITIAL
DEVELOPERORANY OTHER CONTRIBUTOR)ASSUMETHE COSTOFANY NECESSAR
SERVICING, REFAIR OR CORRECTION.THIS DISCLAIMER OF WARRANTY CONSTITUTESAN
ESSENTIALPART OF THIS LICENSE.NO USEOFANY COVERED CODEIS AUTHORIZED
HEREUNDEREXCEPTUNDER THIS DISCLAIMER.

8. TERMIN ATION.

8.1. This Licenseandtherightsgrantedhereundewill terminateautomaticallyif You fail to complywith
termshereinandfail to curesuchbreachwithin 30 daysof becomingawareof thebreach All sublicenseo
the CoveredCodewhich areproperlygrantedshall survive ary terminationof this License.Provisions
which, by their nature mustremainin effect beyondtheterminationof this Licenseshallsurvive.

8.2.If Youinitiate litigation by assertinga patentinfringementclaim (excludingdeclatoryjudgment
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actions)againstnitial Developeror a Contritutor (thelnitial Developeror Contritutor againstvhomYou
file suchactionis referredto as”Participant”)alleging that:

(a) suchParticipants Contrilkutor Versiondirectly or indirectly infringesary patentthenarny andall rights
grantedoy suchParticipantto You underSection2.1 and/or2.2 of this Licenseshall,upon60 daysnotice
from Participantterminateprospeciiely, unlessf within 60 daysafterreceiptof notice You either: (i) agree
in writing to pay Participanta mutuallyagreeableeasonableoyalty for Your pastandfuture useof
Modificationsmadeby suchParticipant,or (ii) withdrav Your litigation claimwith respecto the
Contrilutor VersionagainstsuchParticipant.If within 60 daysof notice,areasonableoyalty andpayment
arrangemerdrenot mutuallyagreeduponin writing by the partiesor thelitigation claimis notwithdrawn,
therightsgrantedby Participantto You underSection2.1 and/or2.2 automaticallyterminateat the
expirationof the 60 day noticeperiodspecifiedabore.

(b) ary software,hardware,or device, otherthansuchParticipants Contrikutor Version directly or
indirectlyinfringesary patentthenary rightsgrantedo You by suchParticipantunderSection2.1(b)and
2.2(b)arerevoked effective asof thedateYoufirst made used sold, distributed,or hadmade Modifications
madeby thatParticipant.

8.3.If Youassert patentinfringementclaim againstParticipantalleging thatsuchParticipants Contrikutor
Versiondirectly or indirectly infringesary patentwheresuchclaimis resohed (suchasby licenseor
settlementprior to theinitiation of patentinfringementlitigation, thenthereasonabl&alueof thelicenses
grantedoy suchParticipantunderSection2.1 or 2.2 shallbetakeninto accounin determiningheamount
or valueof ary paymentr license.

8.4.In theeventof terminationunderSections3.1 or 8.2 above, all enduserlicenseagreementéxcluding
distributorsandresellerswhich have beenvalidly grantedoy You or ary distributor hereundeprior to
terminationshallsurvive termination.

9. LIMIT ATION OF LIABILITY .

UNDERNO CIRCUMSTANCESAND UNDERNO LEGAL THEORY, WHETHERTORT
(INCLUDING NEGLIGENCE),CONTRACT, OROTHERWISE,SHALL YOU, THE INITIAL
DEVELOPER,ANY OTHERCONTRIBUTOR,ORANY DISTRIBUTOROF COVERED CODE,OR
ANY SUPPLIEROFANY OF SUCHPARTIES,BE LIABLE TO ANY PERSONFORANY INDIRECT,
SPECIAL,INCIDENTAL, ORCONSEQJENTIAL DAMAGESOFANY CHARACTERINCLUDING,
WITHOUT LIMIT ATION, DAMAGESFORLOSSOF GOODWILL, WORK STOPFRAGE,COMPUTER
FAILURE ORMALFUNCTION, ORANY AND ALL OTHER COMMERCIAL DAMAGESOR
LOSSESEVEN IF SUCHPARTY SHALL HAVE BEEN INFORMED OF THE POSSIBILITY OF SUCH
DAMAGES.THIS LIMIT ATION OF LIABILITY SHALL NOT APPLY TO LIABILITY FORDEATH
ORPERSOML INJURY RESULTING FROM SUCHPARTY'S NEGLIGENCETO THE EXTENT
APPLICABLE LAW PROHIBITS SUCHLIMIT ATION. SOMEJURISDICTIONSDO NOT ALLOW
THE EXCLUSIONORLIMIT ATION OF INCIDENTAL OR CONSEQJENTIAL DAMAGES,SOTHIS
EXCLUSIONAND LIMIT ATION MAY NOT APPLY TO YOU.

10. U.S.GOVERNMENT END USERS.

The CoveredCodeis a"commercialitem;’” asthattermis definedin 48 C.ER.2.101(Oct. 1995),consisting
of "commercialcomputersoftware” and”commercialcomputersoftnwaredocumentatioh,assuchtermsare

usedin 48 C.ER. 12.212(Sept.1995).Consistentvith 48 C.ER.12.212and48 C.ER.227.7202-%hrough

227.7202-4Junel995),all U.S. GovernmentEnd UsersacquireCoveredCodewith only thoserightsset
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forth herein.
11. MISCELLANEQOUS.

This Licenserepresentthe completeagreementoncerningsubjectmatterhereof.If arny provision of this
Licenseis heldto beunenforceablesuchprovision shallbereformedonly to the extentnecessaryo male it
enforceableThis Licenseshallbe governedby Californialaw provisions(exceptto the extentapplicable
law, if ary, providesotherwise)gxcludingits conflict-of-lawv provisions. With respecto disputesn which
atleastonepartyis acitizenof, or anentity charteredr registeredto do businessn the United Stateof
America,ary litigation relatingto this Licenseshallbe subjectto thejurisdictionof the FederalCourtsof
theNorthernDistrict of California,with venuelying in SantaClaraCounty California,with thelosing party
responsibldor costs,includingwithout limitation, courtcostsandreasonablattorngs’ feesandexpenses.
Theapplicationof the United NationsCorventionon Contractdor the InternationalSaleof Goodsis
expresslyexcluded.Any law or regulationwhich providesthatthe languageof a contractshallbe construed
againsthedraftershallnotapplyto this License.

12. RESPONSIBILITY FOR CLAIMS.

As betweerlnitial Developerandthe Contrikutors,eachpartyis responsibldor claimsanddamages
arising,directly or indirectly out of its utilization of rightsunderthis LicenseandYou agreeto work with
Initial DeveloperandContritutorsto distribute suchresponsibilityon anequitablebasis.Nothinghereinis
intendedor shallbe deemedo constituteary admissiorof liability.

13. MULTIPLE-LICENSED CODE.

Initial Developermaydesignateortionsof the CoveredCodeas”Multiple-Licensed”."Multiple-Licensed”
meanghatthelnitial Developerpermitsyouto utilize portionsof the CoveredCodeunderYour choiceof
theNPL or thealternatve licensesif ary, specifiedby thelnitial Developerin thefile describedn Exhibit
A.

EXHIBIT A -Mozilla Public License.

“The contentf thisfile aresubjectto the Mozilla PublicLicenseVersionl.1 (the License”); you maynot
usethisfile exceptin compliancewith the License.You mayobtaina copy of theLicenseat
http://wwwmozilla.og/MPL/ Softwaredistributedunderthe Licenseis distributedon an”AS IS” basis,
WITHOUT WARRANTY OF ANY KIND, eitherexpressorimplied. Seethe Licensefor the specific
languageagoverningrightsandlimitationsunderthe License.The Original Codeis

. Thelnitial Developerof the Original Codeis . Portions
createdby areCopyright (C) . All RightsResered.
Contrilutor(s): . Alternatively, the contentsof this file maybeusedunder
thetermsof the— license(the”[—] License”),in which casethe provisionsof [——] Licenseare

applicablensteadof thoseabove. If youwishto allow useof your versionof thisfile only undertheterms
of the[—-] Licenseandnotto allow othersto useyour versionof thisfile underthe MPL, indicateyour
decisionby deletingthe provisionsabore andreplacethemwith the noticeandotherprovisionsrequiredby
the[—] License.If you do notdeletetheprovisionsabore, arecipientmayuseyour versionof thisfile
undereitherthe MPL or the[—] Licens€.

[NOTE: Thetext of this Exhibit A maydiffer slightly from thetext of the noticesin the SourceCodefiles of
the Original Code.You shouldusethetext of this Exhibit A ratherthanthetext foundin the Original Code
SourceCodefor Your Modifications.]
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A.30 UnixUtils

Windaows versionsof The SearchAppliancemayincludetheUnixUtils  packageof Unix utilities ported
to Windows, for usein delugging,analyzingandreportingproblemswhichincludesthefollowing
disclaimer:

Disclaimer for  UnixUtils

THIS SOFTWARHES PROVIDED"AS 1S" AND ANY EXPRESSEDOR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIESOF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSEARE

DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORSBE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGESINCLUDING, BUT NOT LIMITED TO, PROCUREMENDF SUBSTITUTE
GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY, WHETHER
IN CONTRACT,STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCEOR
OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN IF
ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.

Karl M. Syring

A31 PuTlTY

Windaws versionsof The SearchAppliancemayincludethe PUTTY SSHconnectiity tools,for usein
dehugging,analyzingandreportingproblemswhich includesthe following license:

PUuTTY is copyright 1997-2011 Simon Tatham.

Portions  copyright Robert de Bath, Joris van Rantwijk, Delian
Delchev, Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry,
Justin  Bradford, Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus
Kuhn, Colin  Watson, and CORESDI S.A.

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files

(the "Software"), to deal in the Software without restriction,
including without  limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software,

and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARHS PROVIDED"AS 1S", WITHOUTWARRANTYOF ANY KIND,
EXPRESSOR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSEAND
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NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHTHOLDERSBE LIABLE
FOR ANY CLAIM, DAMAGESOR OTHERLIABILITY, @ WHETHERN AN ACTION OF

CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWAREOR THE USE OR OTHERDEALINGS IN THE SOFTWARE.



